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1. Preface

Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

Introduction provides brief information on the overall functionality covered in the User Manual.
The subsequent chapters provide information on transactions covered in the User Manual.
Each transaction is explained in the following manner:

e Introduction to the transaction

e  Screenshots of the transaction

e The images of screens used in this user manual are for illustrative purpose only, to provide
improved understanding of the functionality; actual screens that appear in the application may
vary based on selected browser, theme, and mobile devices.

e  Procedure containing steps to complete the transaction- The mandatory and conditional fields
of the transaction are explained in the procedure. If a transaction contains multiple
procedures, each procedure is explained. If some functionality is present in many
transactions, this functionality is explained separately.

Related Information Sources

For more information on Oracle Banking APIs Release 22.2.0.0.0, refer to the following documents:
e  Oracle Banking APIs Licensing Guide

e  Oracle Banking APIs Installation Manuals
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Transaction Host Integration Matrix

2. Transaction Host Integration Matrix

Legends
NH | No Host Interface Required.
v Pre integrated Host interface available.
X Pre integrated Host interface not available.
SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
1 Dashboards
System Administrator Dashboard NH NH NH
Administrator Maker Dashboard NH NH NH
ggrsnr:rtl)g;rr%tor Approver NH NH NH
2 System Rules
Maintain system rules NH NH NH
View system rules NH NH NH
Edit system rules NH NH NH
3 Transaction Aspects
View Transaction Aspects NH NH NH
Update Transaction Aspects NH NH NH
4 Role Transaction Mapping
Create Application Roles NH NH NH
Search Application Roles NH NH NH
View Application Roles NH NH NH
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
Edit Application Roles NH NH NH
Delete Application Roles NH NH NH
Entitlements
Entitlements- View NH NH NH
Entitlements- Edit NH NH NH
Limits Definition
Limits Definition — View NH NH NH
Limits Definition — Create NH NH NH
Limits Definition - Delete Limit NH NH NH
Limits Package Management
L|_m|t Package Management - NH NH NH
View
Limit Package Management - NH NH NH
Create
Limit Package Management - Edit NH NH NH
Limit Package Management - NH NH NH
Delete
Password Policy Maintenance
Pa}ssword Policy Maintenance - NH NH NH
Edit
Manage Brand
Manage Brand — Summary NH NH NH
Manage Brand — View NH NH NH
Manage Brand — Create NH NH NH
Manage Brand — Edit NH NH NH
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
Manage Brand — Delete NH NH NH
Brand Mapping NH NH NH
Brand Mapping Summary NH NH NH
Create Mapping NH NH NH
Delete Mapping NH NH NH
10 Alerts Maintenance
Alerts Maintenance - Search NH NH NH
Alerts Maintenance - Create NH NH NH
Alerts Maintenance — Edit NH NH NH
Alerts Maintenance - Delete NH NH NH
11 Authentication
Authentication - View NH NH NH
Authentication - Edit NH NH NH
Authentication - Create NH NH NH
12 Security Questions
Maintenance
View Security Questions NH NH NH
Sepunty Questions Maintenance- NH NH NH
Edit
Security Questions Maintenance- NH NH NH
Create
13 Party Preferences
Party Preferences - Search v v NH
Party Preferences - Create v v NH
Party Preferences - View v v NH
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
Party Preferences — Edit NH NH NH
v
Party Preference for Non NH NH
Customer Corporate
14 User Management
User Management- Create v 4 NH
User Management- View v 4 NH
User Management- Edit v 4 NH
User Management for Non- NH NH v
Customer Corporate User
15 Print Password
Print Password - Search NH NH NH
Print Password - Print NH NH NH
18 Party Resource Access
Party Resource Access - v 4 NH
Mapping (Create)
Party Resource Access- View v 4 NH
Party Resource Access- Edit NH NH NH
Party Resource Access- Delete NH NH NH
19 User Resource Access
User Resource Access - v v NH
Mapping (Create)
User Resource Access - Search v 4 NH
User Resource Access — Edit NH NH NH
User Resource Access - Delete NH NH NH
21 User Group Management
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
User Groups - Summary NH NH NH
User Groups - Admin User — NH NH NH
Create
User Groups - Admin User — NH NH NH
Search Summary
User Groups - Admin User — Edit NH NH NH
Group
User Groups - Corporate User — v 4
NH
Search Party
User Groups - Corporate User — v 4
NH
Create
User Groups - Corporate User — v v
NH
Group Summary
User Groups - Corporate User —
Edit Group NH NH NH
User Groups — Non Customer NH NH v
Corporate User
22 Approvals
22.1 | Workflow Management
Approval Workflow — Select User NH NH v
Type
Admin Workflow Management — NH NH NH
Create
Admin Workflow Management — NH NH NH
Search
A_dmln Workflow Management — NH NH NH
View
Admin Workflow Management — NH NH NH

Edit
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
Corporate- Workflow v v
NH
Management — Create
Corporate- Workflow v v
NH
Management — Summary
Corporate- Workflow v 4
; NH
Management — View
Corporate- Workflow
Management - Edit NH NH NH
Approval workflow for Non NH NH v
Customer- Corporate
22.2 | Approval Rules
Approval Rules — Select User NH NH NH
Type
Admin Approval Rules — Create NH NH NH
Admin Approval Rules — Search NH NH NH
Admin Approval Rules — View NH NH NH
Admin Approval Rules — Edit NH NH NH
Approval Rules - Corporate User v v
NH
- Search
Approval Rule — Corporate User - v 4
NH
Create
Approval Rules — Corporate User v 4
NH
— Rule Summary
Approval Rules - View v v NH
Approval Rules - Edit NH NH NH
Approval Rules for Non Customer NH NH v
Corporate user
23 Alerts Subscription
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
Alerts Subscription — Search v v NH
Subscribe/ Unsubscribe Alerts v v NH
24 Goal Category
Goal Category — Search NH NH NH
Goal Category — View NH NH NH
Goal Category — Create NH NH NH
Goal Category — Edit NH NH NH
25 Spend Category
Spend Category — Search NH NH NH
Spend Category — View NH NH NH
Spend Category - Create NH NH NH
Spend Category - Edit NH NH NH
26 Working Window
Transaction Working Window - NH NH NH
Search
Transaction Working Window - NH NH NH
Create
Transactlon Working Window - NH NH NH
Edit
Transaction Working Window - NH NH NH
Delete
27 Transaction Blackout
Transaction Blackout - Search NH NH NH
Transaction Blackout - Create NH NH NH
Transaction Blackout - Edit NH NH NH
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
Transaction Blackout - Delete NH NH NH
28 User Group - Subject Mapping
g:g:cehroup - Subject Mapping - NH NH NH
gfee;tcearoup - Subject Mapping - NH NH NH
aizrié;roup - Subject Mapping - NH NH NH
29 Mailbox
29.1 | Mails
Mailbox - Inbox NH NH NH
Mailbox - Sent Mail NH NH NH
Mailbox - Deleted Mail NH NH NH
29.2 | Alerts NH NH NH
29.3 | Notifications NH NH NH
30 Mailers
Mailers - Search and View NH NH NH
Mailers - Create NH NH NH
Mailers - Edit NH NH NH
Mailers - Delete NH NH NH
31 Reports
32 Report Generation
View Scheduled Reports v v NH
Edit Schedule Reports NH NH NH
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
33 My Reports
My Reports - Adhoc NH NH NH
My Reports - Schedule NH NH NH
34 User Report Mapping
User Report Mapping - Search NH NH NH
User Report Mapping - Create NH NH NH
User Report Mapping - Edit NH NH NH
35 ATM / Branch Maintenance
ATM/ Branch Maintenance - View NH NH NH
ATM/ Branch Maintenance - Add v v NH
ATM/ Branch Maintenance - Edit v v NH
g;l\él{eBranch Maintenance - NH NH NH
36 Product Mapping
Product Mapping - Search v 4 NH
Product Mapping - View v 4 NH
Product Mapping - Edit v v NH
Product Mapping - Create v v NH
37 Payee Restriction Setup
Payee Restriction Setup - Search NH NH NH
Payee Restriction Setup - View NH NH NH
Payee Restriction Setup - Edit NH NH NH
Payee Restriction Setup - Create NH NH NH
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
38 Audit Log NH NH NH
39 My Profile NH NH NH
40 Security Settings
Change Password NH NH NH
Set Security Questions NH NH NH
41 Touch Point Maintenance
Touch Point Maintenance- NH NH NH
Search
Touch Point Maintenance- View NH NH NH
Touch Point Maintenance- Edit NH NH NH
Touch Point Maintenance- Create NH NH NH
42 Touch Point Group
Maintenance
Touch Point Group Maintenance- NH NH NH
Search
Tpuch Point Group Maintenance- NH NH NH
View
Toych Point Group Maintenance- NH NH NH
Edit
Touch Point Group Maintenance- NH NH NH
Create
43 Transaction Group
Maintenance
Transaction Group Maintenance - NH NH NH
Search
Transaction Group Maintenance - NH NH NH

View
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
Traqsactlon Group Maintenance NH NH NH
- Edit
Transaction Group Maintenance NH NH NH
- Create
Transaction Group Maintenance- NH NH NH
Delete
44 Relationship Mapping
Maintenance
Relationship Mapping 4 v
. ) NH
Maintenance - View
Relationship Mapping v v NH
Maintenance - Edit
45 Relationship Matrix
Relationship Matrix Maintenance NH NH NH
— Search
Relgt|onsh|p Matrix Maintenance NH NH NH
— View
Relqt|onsh|p Matrix Maintenance NH NH NH
- Edit
46 User Helpdesk v v NH
a7 Feedback Capture
Search Feedback Template NH NH NH
View Feedback Template NH NH NH
Edit Feedback Template NH NH NH
Create Feedback Template NH NH NH
48 Feedback Analytics NH NH NH
49 Request Processing NH NH NH
Service Request — Summary NH NH NH
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
Service Request Details NH NH NH
Approve or Reject Service NH NH NH
Requests
50 Dashboard Builder — Design
Design New Dashboard NH NH NH
View Dashboard NH NH NH
Edit Dashboard NH NH NH
Delete Dashboard NH NH NH
Dashboard Mapping
View Dashboard Mapping NH NH NH
Create Dashboard Mapping 4 4 NH
Delete Dashboard Mapping NH NH NH
51 Service Request - Form builder
Create Service Requests
NH NH NH
Form
Search and View Service NH NH NH
Request
Copy and Create a new Request NH NH NH
Edit Service Requests NH NH NH
52 Session Summary NH NH NH
53 User Segment Maintenance
Search User Segment NH NH NH
View User Segment NH NH NH
Edit User Segment NH NH NH
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
Create User Segment NH NH NH
54 User Limits
User Limits- Search NH NH NH
User Limits- View NH NH NH
User Limits- Edit NH NH NH
55 Message Maintenance
Message Maintenance- View NH NH NH
Message Maintenance- Edit NH NH NH
56 Biller Category Maintenance
Manage Biller Category x x NH
Add Biller Category x x NH
Edit Biller Category x x NH
Delete Biller Category x x NH
57 Merchant Onboarding
Search Merchant Details v v NH
View Merchant Details v v NH
Edit Merchant details NH NH NH
Create Merchant v v NH
Delete Merchant NH NH NH
58 Account Aggregation —
Maintenance
\E/?;t\?vrnal Bank Maintenance — NH NH NH
External Bank Maintenance - NH NH NH

Create
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
Ex;ernal Bank Maintenance — NH NH NH
Edit
External Bank Maintenance - NH NH NH
Delete
59 Identity Domain Maintenance
Identity Domain Maintenance- NH NH NH
Create
Identity Domain Maintenance — NH NH NH
Search
Io[entlty Domain Maintenance — NH NH NH
View
Idgntlty Domain Maintenance — NH NH NH
Edit
60 Resource Server Maintenance
Resource Server Maintenance- NH NH NH
Create
Resource Server Maintenance — NH NH NH
View
Resource Server Maintenance — NH NH NH
Edit
Resource Server Maintenance - NH NH NH
Search
61 Client Maintenance
Create Client NH NH NH
Edit Client NH NH NH
View Client NH NH NH
62 Security Keys NH NH NH
63 File Identifier Maintenance
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
Search File Identifier NH NH NH
View File Identifier NH NH NH
Edit File Identifier NH NH NH
Create File Identifier NH NH NH
64 User File Identifier Mapping
User File Identifier Mapping-
Administrator-Search NH NH NH
User File Identifier Mapping-
Administrator-Create NH NH NH
User File Identifier Mapping-
Administrator-Edit NH NH NH
User File Identifier Mapping- NH NH NH
Corporate-Search
User File Identifier Mapping- NH NH NH
Corporate -Create
User File Identifier Mapping-
Corporate -Edit NH NH NH
65 Upload File - For Admin biller
Uploaded Files Inquiry (For
Admin Biller) NH NH NH
66 Forex Deal Maintenance
Add Currency Pairs NH NH NH
Update Forex Deal NH NH NH
67 User Profile Maintenance
User Profile Maintenance -Create NH NH NH
User Profile Maintenance- View NH NH NH
User Profile Maintenance- Edit NH NH NH
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
68 Forgot User Name NH NH NH
69 Forgot Password NH NH NH
70 Origination Workflow
Maintenance
Search Workflow NH NH NH
Single Product Application - NH
Create Workflow NH NH
Single Product Application — View NH NH NH
Default/ Custom Workflow
Single Product Application — Edit NH NH NH
Workflow
Bundle Product Application - NH
Create Workflow NH NH
Bundle Product Application — NH NH NH
View Default/ Custom Workflow
Bundle Product Application — Edit NH NH NH
Workflow
71 Biller Onboarding
Search Biller x X NH
View Biller x X NH
Edit Biller x X NH
Create Biller x X NH
72 Group Corporate Onboarding
Group Corporate Profiling v 4 NH
Party Account Access v 4 NH
User Management 4 4 NH
User Group Maintenance 4 4 NH
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Transaction Host Integration Matrix

SR Transaction / Function Name Oracle Oracle Oracle Banking
No FLEXCUBE FLEXCUBE SCF 14.6.0.0.0/
Core Banking Universal Oracle Banking
11.10.0.0.0 Banking Cash
14.6.0.0.0 Management
14.6.0.0.0
User Account Access v v NH
User Report Mapping NH NH NH
Workflow Management v v NH
Approval Rules v 4 NH
Group Corporate Alerts v 4 NH
73 Subscription
74 Term and Conditions
Maintenance
Create Term and Conditions NH NH NH
Search Term and Conditions NH NH NH
View Term and Conditions NH NH NH
Edit Term and Conditions NH NH NH
Copy Term and Conditions NH NH NH
Delete Term and Conditions NH NH NH
75 Session Timeout NH NH NH
76 ATM / Branch Locator NH NH NH
Home

2-17

ORACLE



file:///D:/Work/18.1.0/THM/Transaction%20Host%20Matrix%20v2.xlsx%23RANGE!_Toc506977157

Dashboards

3.1

3.Dashboards

Dashboard allows an administrator user to access various administrative functions of the channel
banking system. The role of the System/Bank administrator is to manage and administer day-to-
day functions of a bank. Administrators can perform various tasks such as doing Day 1
maintenances, maintenances pertaining to retail / corporate banking, creation of roles, user
creation, maintenance of party preferences etc.

Dashboards provides a quick view of the most relevant functions, to achieve a particular objective
or complete a process. OBDX supports role specific dashboards for an administrator user.

e  System Administrator Dashboard

e  Administrator Maker Dashboard (Bank Administrator maker)

e  Administrator Approver Dashboard (Bank Administrator checker)

Note: All Administrative maintenances are supported only on ‘Desktop’ form factor and not
supported on ‘Mobile’ and ‘Tablet’ .

System Administrator Dashboard

A System Administrator is responsible for setting up and maintaining the system. System
Administrators are the members of the information technology department of the Bank who are
mainly responsible for Bank’s Day 1 maintenances or other day to day maintenances like Role
Transaction Mapping, password policy maintenance and rules and roles maintenances etc.

Note: By default System Administrator role is given access to all the administrative functions. If the
Bank wants to change the entitlements, the same can be done using Role Transaction Mapping
function.
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Note: Above diagram depicts the transactions available on dashboard. Apart from these
transactions, there are other transactions available in the toggle menu.
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Dashboards

The System Administrator dashboard comprises of Quick Links, each of which when clicked
launches into the respective item.
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Dashboard Overview

Icons

Following icons are present on the System Administrator dashboard:

1]

W@ : Clicking this icon takes you to the Mailbox screen.

: Clicking this icon takes you to the dashboard.

Oﬁ : Click this icon and enter the transaction name to search the transactions.

: Click this icon to view the user's profile and for logout option

— : Click the toggle menu to access the list of all the transactions.

Toggle Menu Transactions

Following items are present on the Toggle Menu:

Your Current View is: Select your role as System Administrator. The drop-down to select the
role is available only if the user is mapped with more than one role.

Select Language: Select your desired language from the drop-down list.

Configuration . . ) L
{é} g . Click this menu to access the configuration like System Rules,
System Configuration, Transaction aspects etc.

E Authorization and Access Co... ; .

Click this menu to setup access controls and
authorization related transactions like maintain touch points, Application role creation and
entittement mapping etc.

Securi . . : , , .
@ ty : Click this menu to access the security setup related transactions like setting
up second factor authorization, password policy etc.

B umits

: Click this menu to manage limits.

@ Onboarding

: Click this menu to onboard and manage, users, merchants and billers.

@ Corporate Onboarding

: Click on this menu to onboard and manage Party and
Group Corporates with Group corporate Profiling, Party Account Access ,User Management,
User Group ,User Account Access, User Report Mapping, Approval Workflow & Rules

Access Managemenmnt

i

: Click this menu to set up account access rules for a corporate.
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@ Approvals ) i
. Click this menu to access and setup Approval workflow and rules for
Corporate and Administrator users.

(6]l Payments . . .
(53 y : Click here to access maintenances with respect to payments.

@ Personal Financial Managem..

: Click this menu to plan finances and track expenditures.
It consists of sub menu items like Spend Category Maintenance, Goal Category Maintenance
and External Bank Maintenance.

Reports

i

. Click this menu to generate reports and view the generated reports.

m File Upload , , i . ,
. Click this menu to create a file identifier and map it to the user along with
file upload and inquiry

@ Communication

. Click this menu to access User Group Subject Mapping, Alert
Maintenance and Mailers.

@ Controls and Monitoring

: Click this menu for controlling and monitoring the transactions
like transaction blackout, working window and Audit log.

@ User Experience

. Click this menu to manage and build your customize dashboards.

E Templates
banking templates.

: Click this menu to manage service request form, feedback and SMS

OAuth
% . Click this menu to manage and limit the third party authorization access to an
HTTP service.

oco (Others

. User Group Management, Print Password, User Alerts Subscription, Group
Corporate Alerts Subscription, Request Processing and User Help Desk.

B3 Mail Box : Click this menu to view the Mails, Alerts and Notifications.

{é} Hees LA : Click this menu to view the user's profile and login details like start
date and time, end date and time, Channel and IP address of the last sessions of the logged
in user.

[@1 ATM/Branch Locator

: Click to view the address and location of the ATMs and the
branches of the Bank.

@ Security Settings

: Click here to setup security questions and change password.

ﬁ

: : Click this menu to launch the online help.
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About
o : Click this menu to view the information about the application like version
number, copyright etc.

Note: The user will be shown the above options only if he has the access to the all the transactions
falling under that group.

Administrative Transactions

Following transactions are present on the System Administrator dashboard and in the menu:

. On-boarding

(@)

(b)

(c)

User Management

User Management function enables the System Administrator to onboard and manage users along
with their login credentials for channel banking access. This module facilitates channel banking
access to the bank’s internal users (administrators) and external users (customers).

User will get access to all the entities and clients mapped to it. Also the limit packages can get
assigned once the user selects the accessible entities.

Merchant Management
Merchant Management facilitates System Administrator to set up and maintain merchants using
channel banking platform. This is to enable the customers to initiate merchant based payments

using channel banking facility. This option allows the administrator to create / onboard new
merchants, view existing merchants and modify their details, if required.

Party Preferences (Through Toggle menu)

Party Preferences maintenance enables Bank administrator to define certain parameter values as
per the corporate entities requirements. Following preferences can be set for a corporate party:

e Cumulative Daily/Monthly limits per transaction
e Transaction limits for users

e Approval flow — Parallel or Sequential or none
e To enable Channel access or not

e To enable Forex Deal creation or not

e To enable a Corporate Administrator or not.

(d) Group Corporate Mapping.Group Corporate Onboarding

Group Corporate Onboarding maintenance enable the administrator to onboard the Group
Corporate on OBDX in a single flow. Following steps can be followed during Group Corporate
onboarding and send the same as a single approval:

e Group Corporate Profiling
e Party Account Access
e User Onboarding

e User Group

35 ORACLE



Dashboards

e User Account Access
e Report Mapping
e  Workflow Management

e Approval Rules

Mapping of Parties belonging to different entities under a Group Corporate ID is allowed

(e) Party To Party Linkage (Through Toggle menu)

(f)

Party to Party linkage is required by medium and large corporates if the user(s) of the parent
company needs to access accounts of the subsidiary companies. For e.g. consider a case wherein
‘ABC Industries’ is the parent company with a subsidiary company ‘PQR Enterprises’ and the users
of ABC Industries needs to access accounts of PQR Enterprises to carry out transactions and/or
inquiries. The corporate will provide a mandate/ board resolution to the bank for creation of Party
to Party linkage. Bank administrator will setup a Party to Party linkage by selecting the parent party
and the parties to be linked.

Biller Onboarding
Using Biller Onboarding, System Administrators can create billers. The system administrator
defines payment methods accepted by biller (e.g. Current and Savings Account, Credit Card, Debit

Card etc.) while creating a biller. He also maintains category of the biller, full address of the biller
and location/ area in which the biller operates or provides his services.

System Administrator creates billers, which are then made available to the customers to register
themselves with these billers to receive and pay bills online.

Communications

(@)

(b)

(€)

User Group Subject Mapping

This maintenance facilitates mapping of subjects, to user groups in the bank, to streamline
communication between the bank’s users and its end customers.

Once User Groups are mapped to certain transactions or modules, users, in that group can reply
to communication pertaining to the specific subject. The communication channel used is the bank’s
secure mailbox.

This option allows the System Administrator to search and view existing User Group — Subject
mapping, modify the existing mapping and to create a new User Group — Subject mapping.
Alert Maintenance

Alerts maintenance allows the System Administrator to define required parameters for each alert
that is to be sent to the banks customers.

This option allows the System Administrator to search and view existing alerts, create a new alert
and modify or delete an existing alert.

Mailers
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Mailers are information or a messages published by the Bank, to communicate about the Banks
Products, services and other information to its users. A Bank may send mailers to announce a
limited period promotional offer, launch of a product or service, etc.

The System Administrator creates Mailers which are sent to specific users, parties or user
segments (all Retail / Corporate / Admin) users. Mailers can be customized to reach some or all
users, to be sent now or on a specific date and time, in the future.

Configuration

(@)

(b)

()

(d)

System Configuration

Using this option System Administrator defines the basic components of this application which is
necessary to run the application. The creating of system configuration is done at 'Day 0O
configuration.

System Rules

System rules are defined to set different parameters for each enterprise role. The parameters that
can be set for each enterprise role (Retail or Corporate Users) are Party Mapping, Limits Check,
Party Preferences Check, Account Transaction Mapping, and Approvals Check, Group Corporate
Check. If these parameters are enabled, application will check for a fulfilment of the maintenances,
before final processing.

E.g. If Approval check flag is enabled for ‘Corporate User’ type of enterprise role; transactions
initiated by corporate users will follow the approval maintenance. If approval check flag is disabled
for Retail Users, transactions initiated by retail user will not follow the approval maintenance and
will get auto-approved by the system.

This screen allows the System Administrator to search and view existing system rules, create new
system rule, and modify an existing system rule.

The flag ‘Group Corporate’ is applicable only for ‘Corporate User’ type of enterprise role. This flag
in System Rules screen defines the mode of corporate onboarding.

If Group Corporate flag is set ‘ON’ then Bank administration will be able to onboard Group
Corporate. If the flag is set ‘OFF’, none of the Group Corporate functions would be available.

Transactions Aspects

Using this option, System Administrator can define the aspects for a transaction. Depending on the
aspects defined for a transaction through this maintenance, the transaction will be
available/unavailable for selection in the respective maintenance screen.

User can view the aspects for a selected transaction and also edit the aspects i.e. enable/disable
the aspects for the selected transaction.

ATM/ Branch Maintenance
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ATM Branch Locator feature available to the bank customers enables the users to locate the bank’s
ATMs/ branches available within a specific radius of his current location.

For the customers, to fetch the relevant information related to ATMs and Branches, system
administrator maintains the data at their local databases. The basic details of ATMs and Branches
are fetched from the core banking application, which is further enriched and stored in local
database. This is a one-time activity at the time of implementation. Subsequently, as and when
branches and ATMs are added, or any details regarding them updated, the administrator performs
the necessary updates to the bank database.

Using this option, the System Administrator can search and view the ATM/ branch and its details
(Fetched from Core Banking application) which include branch/ ATM id, branch name, address
details, phone number, work timings and services offered by the bank. New ATM and branch details
can also be manually added, viewed and edited.

The bank administrator can manually add new branch/ ATM details one by one, or add multiple
branches / ATMs details simultaneously through file upload.

(e) Product Mapping

Product Mapping feature allows the System Administrator to map products with the channel. The
business users will be able to access accounts related to the products mapped to the channel.

The System Administrator will be allowed to register the banks products to be made available to
bank users for opening further accounts.

(f) User Profile Maintenance

This function enables the System/ Bank Administrator user to manage the user profile details that
needs to be shown and needs to be made available for modification for Retail users. Details
maintained on user profile includes date of birth, PAN card number, Aadhar number, passport
number, national ID, driving license, communication address, email ID, and contact number, fax
number, etc.

In a multi entity scenario, Administrator can do this setup for each entity by selecting the entity.

(g) First Time login

Using this option System administrator can configure the steps for banks business users to follow
when the first-time login into the application. This step includes accepting Terms and Conditions,
Setting up Security Questions, My profile, and limit information. The first-time login events are
configurable at the Entity Level. Bank Admin would be able to define the mandatory and skippable
steps for each entity. Post first-time login to the application, the system will check the configured
steps for the logged-in entity and will be displayed to the user.

Security

(@) Authentication

Passwords are the most common form of authentication used in the world today. But passwords
are commonly forgotten and easily compromised. Two-factor authentication (2FA) adds an extra
layer of security by requiring users to use two different authentication factors to verify user’s identity.

38 ORACLE



(b)

(€)

(d)

Dashboards

The two step verification or Two Factor Authentication is an extra layer of security that is a subset
of "multi factor authentication" that requires not only a password and username but also something
that user has or something user knows or something they are e.g. tokens, OTP, biometrics etc.
Using a Two Factor Authentication process can help to lower the number of cases of identity theft
on the Internet, as well as phishing via email. For security reason authentication is used by user
(Retail/ Corporate) while performing transactions through internet channel.

The two factor Authentication requires two different kinds of evidences before executing any
transaction successfully. This option enables the system administrator to maintain authentication
pattern for each transaction of a specific user segment.

The types of two factor authentication used in the application are as follows:
e  Security Question

e Soft Token

e One Time Password (OTP)

Security Question Maintenance

Application allows the System Administrator user to set up security questions, which will then be
used as another layer of security (Over and above the Login credentials), before a user (Retail/
Corporate) can complete transactions through the internet channel.

Through the Manage Security Questions functionality, the administrator user can create and modify
security questions that need to set and answered by user for completing any transaction.
Administrator can add the security questions, if required.

Password Policy Maintenance

Password policy maintenance enables System Administrator to define password parameters for
users. Using this option System Administrator create, view and edit password policy for different
user role/segments (Admin, Retail, and Corporate). Password policy maintenance contains
following sections:

e Password Validators: This section contains the validations for a password. The validations
include minimum and maximum length of the password, allowed characters in a password,
repetitive and successive characters allowed, details to be excluded in the password like, date
of birth, first and last name, user ID and party ID, and bank defined restricted passwords. User
can also define number of successive incorrect attempts allowed, and number of previous
password disallowed.

e Password Expiry Parameters: This section contains details about password expiry period,
first password expiry period, and whether to force user to change password if there is a change
in password policy (so that users can change their password as per the new password policy).

Security Keys (Through Toggle menu)
Security key includes:
Password Encryption and Decryption with Public and Private Key Pairs:
Encryption and decryption allow communication between two parties to disguise information. The
sender encrypts information before sending it and the receiver decrypts the information after

receiving it. While in transit, the information is encrypted to ensure that it is protected from an
intruder.
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e Public and Private key pair helps to encrypt information that ensures sensitive data is protected
during transmission. Whatever is encrypted with a Public Key can only be decrypted by its
corresponding Private Key and vice versa.

e JWT Encryption Key: A JSON web token is a JSON object to represent a set of information.
On sign in, user is authenticated and JWT token is generated. This JWT is subsequently
passed to make API calls. To keep sensitive information hidden from the bearer (client) or third
parties, JWT should be encrypted. A single key can be used to encrypt the data, if the JWT is
encrypted with the key then the data can be decrypted using the same key.

Payments

Payee Restrictions

Payee Restriction Set up maintenance allows System Administrator to restrict the number of
payees that a retail user can create for each payment network per day.

System Administrator can also restrict the total number of payees irrespective of payment network
that the retail user can create per day.

This option allows the administrator to create payee restriction maintenance, View and Edit existing
maintenance.

Biller Category Maintenance

System Administrator creates new biller categories and map it to the billers. E.g. administrator can
create biller category as ‘Insurance’ and use it as Biller Category when creating billers related to
insurance.

The System administrators can change the order of the categories as per their priority by dragging
the categories. In the business user screen, these categories appear in the same order for selection
to the customers, as defined by the administrators.

Forex Deal Maintenance

Using Forex Deal Maintenance option, System Administrator can maintain currency pair. The
maintained currency pairs are made available to corporate users to book deals and utilize those
while making payments. Based on the treasury system, timer window can also be set for each
currency pair so that the deal expires after the setup time, which helps corporate user to get the
latest rate possible.

Personal Finance

Spend Category Maintenance

Using this option, the System Administrator can maintain the spend categories. Spend Category
maintenance allows the administrator to create, modify or expire categories under which user can
map expenses.

Goal Category Maintenance
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Goal Category maintenance allows the System Administrator to create, modify or expire goal
categories. This maintenance is done only for Retail users and is not applicable to corporate.

The System Administrator created categories are linked with a product which will decide the other
key parameters which will govern the Goal category. These parameters could be:

e Goal Amount Range ( Minimum and Maximum Value)

e Interest Rate Offered

e Tenure Range ( Minimum and Maximum)
The System Administrator can search and view goal categories, create a new goal category, and
modify an existing goal category.

External Bank Maintenance

The account aggregation feature empowers customers to view information of financial accounts
that are external to OBDX, in addition to the customer’s OBDX accounts. This feature also provides
the customer with a consolidated view of accounts, net worth and recent transactions, across
OBDX and external bank accounts.

To enable a retail user to access external bank accounts, and aggregate accounts with OBDX, the
system administrator has to perform External Bank Maintenance

Authorization and Access Controls

Touch Points

Touch Points are different channels/ medium through which transactions or inquiries can be
performed in OBDX. These can be created or modified under this section.

Touch Points in OBDX are of type ‘Internal’ and ‘External’. Internal Touch Points are defined as
part of Day 0 definition whereas External Touch Points are typically third party applications that can
be defined by the System/ Bank Administrator as part of onboarding in OBDX

Touch Points Groups

Touch Points are different channels e.g. Internet, Mobile, SMS, Third Party applications etc.
through which the OBDX services can be accessed. This maintenance enables the System
Administrator user to group two or multiple touch points together for the purpose of defining
common limits for a transaction accessed from any touch point grouped together.

Role Transaction Mapping
This function enables System Administrator to create Application Role and transaction mapping to
application roles will be done for Touch Points. Administrator can create the application roles for
the User Segments (Retail/ Corporate/ Administrator) and map the transactions to the application

roles for internal as well as external touch points. The benefit of mapping the transactions on a
touch point is that the Bank can control transaction access at each touch point.

Entitlements

Entitlements are the transactions that the user can perform. Each Entitlement is linked to a single
or group of resources.
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Using this transaction user can view and edit the services and Ul components linked to an
entitlement for different actions i.e. Perform, Approve, and View.

User Segment Maintenance

In order to offer appropriate product and services to the customers, banks can employ some
method of segmentation. Banks can group customers into different segments based on different
attributes of the customer; it could be demographic information, geographical information,
behavioral information etc.

Banks can have different communication mailers, authentication mechanisms transaction limits and
branding aspects based on customer segmentation.

User segment maintenance screen, allows the system administrator to create new segments and
subsequently use these segments to define specific maintenances at user segment level. Limits
can also be defined specific to a user segment. Within each user segment, limits package can be
associated to different touch points.

Limits

Limit Definition

Limits are defined by the bank to set up amount and duration based restrictions on the transactions
that can be carried out by the user.

As part of Limits Definition maintenance, the System Administrator can define:

e Transaction Limits: It is the initiation limit with minimum and maximum amount, defined
typically for a user with role ‘Maker’.

e Cumulative Limits: It is the collective transaction amount limit for all the transactions that can
be performed during a day and maximum number of transactions in a day.

e Cooling Period Limits: It is the time set by the bank during which fund transfer is not allowed
to a newly added payee.

This option allows the System Administrator to search and view limits, create limits and edit / delete
existing limits.
Limits Package Management

As part of the Limits Package definition, the created limits can be mapped to relevant transactions
and/or roles.

The Limits Packages once created can be associated at User Level, Party Level and Role Level at
an touch point level.

This option allows the System Administrator to search and view Limit Package, create a new Limit
Package, and edit / delete existing Limit Package.

Transaction Group Maintenance (Through Toggle menu)
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Transaction group maintenance enables the System Administrator user to create and maintain
group of transactions. Administrator can maintain a transaction group for the purpose of defining
consolidated transaction limits. Once limits are assigned at transaction group, these limits acts as
collective limit for selected transactions in a group.

User Limits
This option allows the System Administrator to view the current available and utilized limits of
specific retail user and also can modify (increase or decrease) the limits as per the requirement.
The user limits can be set for specific transaction level or at transaction group level or for a specific
channel or for a group of channels.
The different types of limits are as follows:
e Daily Count- Permitted number of transactions in a day
e Daily Amount- Cumulative amount of transactions in a day
e Monthly Count- Permitted number of transactions in a month
e Monthly Amount- Permitted number of transactions in a month
Templates
Service Request Form Builder
Service Request Form Builder transaction allows the system administrator to define service
requests by defining its attributes and by building the form (Request page that should be available
to business user) which are then available for Retail users for creating a new Service Request.
Feedback Template
Using this option, the System Administrator can maintain the feedback templates by defining the
feedback question, selecting the rating scale, adding new questions along with new options,
selecting the transactions for which feedback capture needs to be enabled.
The administrator can also decide whether an additional question is to be asked for a scale weight
and select the applicable options for the question.
SMS and Missed Call Banking
Using this option, the System Administrator can maintain the sms and missed call templates. The
templates can be defined as:
e SMS: You can set the template / format of the message, which the account holder will be
sending to the bank to receive the information in a specified format.
e Missed Call: You can set the template / format the account holder will receive, once he / she
gives a miss call on the specified phone number.
Manage Brand
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Banks can have varied requirements with regards to the theme and for look and feel of the
application.

Manage Brand is an administrative maintenance that allows the System Administrator to define the
preferred theme for the application.

There is a list of categories on the left of the screen to choose from. System administrator can click
and navigate the categories to upload their bank logo, select the preferred colors of the headers,
back ground, Font, label, buttons etc. System administrator can also set the font style and font size.

Dashboard Builder

Dashboard Builder is an administrative maintenance that allows the System Administrator to create
and configure dashboard templates for Retail and Corporate users.

System Administrator can configure new dashboards by dragging and dropping the desired widget
at desired location in template. And also can add and edit rows and columns while configuring new
dashboard to add more widgets. Facility is also provided to search, view, edit and delete the
configured dashboards.

These configured dashboards are responsive and can adapt to any type device that Bank wants to
enable it to the customers’ i.e. desktop, mobile and tablet. System allows the user to design new
template and preview on different types of devices before enabling it.

The administrator can define multiple dashboards with the various attributes/ widgets. Further these
templates can be mapped to the user segment, party or even to a specific user.

Controls & Monitoring

Transaction Blackout

The System Administrator can maintain a transaction blackout, for a period, when transaction/s are
not accessible to users of the bank’s retail and corporate or even to Bank administrators, for a
preset time period.

The administrator may use the time, when a transaction is blacked-out, to do necessary
maintenances.

Through this maintenance, the System Administrator can create a transaction blackout, User can

search and view existing blackouts, and modify these if required. User can delete future dated
blackouts.
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Transaction Working Window

A working window is maintained, by the System Administrator for each transaction for which a value
date is applicable for processing. In order to enable such transactions on the channel, it is
mandatory to define a working window for all the days of a week as Day O Maintenance. By
performing this maintenance, the System Administrator defines the channel working window for
each day of the week for a specific transaction.

Further, administrator can also define the processing pattern if the transaction is initiated by
customers after the window is closed. Through this maintenance, the System Administrator can
create a working window for a transaction, and also can create an exception to the normal window.
User can search and view existing maintenances, and modify these if required.

Audit Log

Audit log is set of records that provide information about operations performed in the application
and details of the user who has performed it along with date and time when it was performed. The
System Administrator can search and view the Audit Log.

Feedback Analytics

Using this option, the System Administrator can analyze the feedback for different transactions.
System Administrator can view top and bottom three transactions based on average customer
review or he can search for individual transactions for a selected time period. Feedback Analytics
gives the bank a quick analysis of the feedback information collected. The analytics covers
information the average of feedback ratings transactions have got, trends in how the average
ratings have changes, the top and bottom transactions in terms of ratings etc. The analytics helps
banks in quickly identifying the pain points in customer journeys in the system points out the
specific areas for improvement and action.

Using this option, the System Administrator can analyze the feedback given by users of the
system.

Relationship Mapping

Customer Relationship Maintenance enables the System Administrator to set up the transaction
access logic for Bank’s retail customers from Digital Banking Platform based on their account -
mode of operation or relationship.

E.qg. If a customer relationship (Mode of operation) is ‘Either or Survivor’, provide an access of all
transactions whereas, if a customer relationship (Mode of operation) is ‘Jointly’, provide an
access of all Inquiries and restrict all financial transactions from Digital Banking Platform. Such
account and transaction access rules can be set up by the System Administrator using
‘Relationship Maintenance Module’.

Relationship Matrix

Relationship Matrix maintenance allows the System Administrator to define the transaction access
based on the account relationships. Administrator can enable or disable each transaction for each
relationship code. OBDX first checks if the transaction is enabled in a role attached to a user and
then if it is enabled in relationship matrix. If both the conditions are satisfied, an access of a
transaction and of an account is provided to the user.
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Additional options accessible via Menu

° Access Management

Resource Access

(a) Party Resource Access

As part of Resource Access Management, administrator can define access on resources other than
account like Remitter List from Virtual Account Management for a Corporate Party.

(b) User Resource Access

As part of Resource Access Management, administrator can define access on resources other than
account like Remitter List from Virtual Account Management for a specific corporate user.

Approvals
(& Workflow Management

Approval workflows are created to support requirements where multiple levels of approval are
required in a specific sequence for a transaction/maintenance. Each workflow can be configured to
have up to 5 levels of approval with a specific user or a user group configured at each level.

System Administrator can search and view approval workflows maintained and create new
workflows. As a part of creating workflows, user can add various levels of approvals and map users
or user groups to each level. User can also modify workflows maintained.

(b) Rules Management
The Administrator, can set up rules for approvals. Applying a rule makes the requirement for an
approval more customized. For instance, through this screen, the bank administrator can create a

rule, so that all administrator maintenances initiated by a certain user-group, always require
approval.
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Reports
Report Generation
Using this option, the System Administrator, can generate various adhoc reports. Application

provides an option to generate reports using Oracle Analytics Publisher and / or by using an
internal application.

(b) My Reports

On accessing ‘My Reports’ menu, the System Administrator, can view the last 10 reports generated
with the respective report status. He can choose to search a specific report using the search criteria
or can opt to view/ download detailed report.

(c) User Report Mapping

@)

(b)

(€)

(d)

The user report mapping maintenance allows the Bank Administrators to map the report or set of
reports to a specific corporate user. The corporate users can generate and view the reports which
they have an access to.

Bank administrator searches a corporate user based on the party id and view the reports mapped
to him, he can also un-map the reports from specific corporate user so that access of the specific
report/ s can be removed to that corporate user.

The System Administrator can also map the accounts of primary and linked parties for which the
reports can be generated by a corporate user, so that corporate user can generate the report only
for the accounts mapped to him.

File Upload
File Identifier Maintenance

System Administrator, can create file identifiers (FI) for a corporate entity. A File Identifier is always
mapped to a specific single file template. It permits configuration of corporate preferences like
approval type (file level/ record level) for a particular type of file. This is a pre-requisite for the File
Uploads functionality, for a corporate.

User File Identifier Mapping

Through this option Administrator, can map a file identifier to a user to grant access rights to the
user, for this specific file type. This maintenance enables a user to upload a specific file, approve
the uploaded file and view its status. System administrator can map / un-map file identifiers to a

User. Further, user can enable or disable the sensitive data check. This is a pre-requisite
maintenance, for the File Uploads functionality, for a corporate.

File Upload
This option allows the System administrator user to upload the files containing EBPP Billers. Billers

uploaded will be available for retail users to register and make online bill payment &amp; pre-paid
recharge transactions.

Uploaded File Inquiry

Through this option the user can view the Billers file uploaded and their status.
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e  The search can be filtered on various parameters like status and file reference ID.

° The user can track the status of the file and if there is an error in the file, he / she can download
the error file to arrive at the exact reason for error.

e For files in the ‘Processed’ status, the user can download Response file, to vet status of
processing (in the host) for each record, of the file.

e  The user can track file history and also check Individual record details.

e  OAuth
(a) Identity Domain Maintenance
The Identity Domain corresponds to the notion of a tenant and each identity domain corresponds

to an identity store. All artifacts such as resource server and client needs to be created under an
identity domain.

As part of the Identity Domain definition, Identity store as well as token settings can be defined.

Currently only ‘Embedded LDAP’ i.e. DB Authenticator as Identity Store is supported.

(b) Resource Server Maintenance

The resource server is the server that contains the user's information that is being accessed by the
third party application and handles authenticated requests after the application has obtained an
access token.

Resource Server is always associated to one Identity Domain. Through this maintenance, the
administrator can define scopes for the resource server. Scopes are transactions or inquiries that
are provided to the client so that the TPP/client can transact or inquire on behalf of the customer
with an access token provided the customer has provided consent to the TPP.

(c) Client Maintenance
Clients are Third Party Provides (TPPs) that can access information from the resource server on

behalf of the user provided the user has provided consent to the TPPs. As part of this definition,
the administrator can define client details i.e. client ID, client name, scopes, redirect URLs etc.

e  Others
(&) User Group Management
The System Administrator, can create administrator and corporate user groups with two or more
users. User can search and views already maintained groups, and also modify these. The

maintained administrator user groups are used for further maintenances like — User Group Subject
Mapping or while creating approval rules.
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Print Password

When a new user opens an account in the bank and registers for internet banking, the bank sends
the printed password along with some other documents like Welcome letter, Terms & Conditions
document and applicable promotional offers to the registered user via courier or post. This screen
allows the Bank Administrator to print the password along with these documents for new users as
well as for existing users who have requested for reset password.

User Alerts Subscription

The System Administrator, can subscribe users to mandatory alerts, through this option. In addition,
Retail and Corporate users of the bank, can subscribe to alerts, and choose whether they want
alerts delivered through Email, SMS or in their secured mailbox. The bank administrator processes
the subscription request, received from customers. (For non-mandatory alerts).

Request Processing

Service requests allows the System Administrator to search and view all the service requests that
have been initiated by the Bank customers and are available with various statuses like Open,
Completed and Rejected. Bank Administrator can search the service requests with specific search
criteria and can update the status of open service requests.

User Help Desk

This option enables the Administrator to create business user's session and perform the transaction
requested by business user if he has forgotten his internet banking password or is unable to perform
a transaction using his internet banking.

To authenticate the user, system will send an OTP to the customer and the same OTP needs to
be communicated to the administrator user so that he can enter it on the screen to create user’s
session.

Message Maintenance

Using this option, System Administrator can inquire the existing Error Messages defined in the
system for an OBDX error code. It also allows you to modify the text defined for a message code
for a particular Language.

Group Corporate Alert Subscription

Using this option the System/Bank Administrator can subscribe alerts at the Group Corporate
level for selected events. The Bank Administrator subscribes the Corporate Party associated with
Group Corporate to alerts, delivered through Email, SMS, through push notification or in their on-
screen mailbox. This functionality is applicable for non-mandatory alerts.

Notifications

The notification section allows the System Administrator user to view last ‘N’ number of notifications
sent by the bank. Click View All to view all the notifications sent by the bank.
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Note:
1) If the setup requires an approval workflow, it will be initiated. Once approved by the required
number of approvers, the maintenance will be effective.

2) If the setup does not require an approval workflow or is self / auto approved, the maintenance
will come into effect on confirmation.

Activity Log

The System Administrator can view the log of activities here. For ease of use, he can provide a
Date Range and search.

Icons

o : Click this icon to search the transactions that are performed on a particular date. It has
two fields From and To, you can select the start and end date to search the transaction.

Corporate

In the Corporate activity log, the System Administrator, can view the activities performed for a
corporate party id. The following fields are displayed.

e Date: Date of the maintenance

e Description: Description of the maintenance

e Party Name: Party Name

e Reference Number: Reference number of the maintenance.

e Status: Status of the maintenance

Group Corporate

In the Group Corporate activity log, the System Administrator, can view the activities performed for
a Group Corporate. The following fields are displayed.

e Date: Date of the maintenance
e Description: Description of the maintenance
e Reference Number: Reference number of the maintenance.
e Status: Status of the maintenance
Administrative Maintenance
Through the Admin Activity log, the System Administrator can view the Bank Administrator
activities. The following fields are displayed:
e Date: Date of the maintenance
e Description: Description of the maintenance
e Reference Number: Reference humber of the maintenance.

e Status: Status of the maintenance
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Bulk File Administrator
In Bulk File Activity Log, the Administrator can view the bulk file activities. The following fields are
displayed.
e Date: Date of the maintenance
e File Identifier: Unique code assigned to files as required by parties
e File Name: Name assigned to files.
e Initiated by: Initiator of the Party Maintenance.
e Reference No: Reference number of the maintenance.
e Status: Status of the maintenance.

Bulk Record Administrator

In Bulk Record Activity Log, the Administrator can view the bulk record activities. The following
fields are displayed.

e Date: Date of the maintenance

e File Identifier: Unique code assigned to files as required by parties
¢ File Name: Name assigned to files

e Initiated by: Initiator of the Party Maintenance.

e Reference No: Reference number of the maintenance.

e Status: Status of the maintenance

Transaction Journey
Click the Reference Number link in the Activity Log section to view the Transaction Journey.
This screen displays the transaction details and transaction journey of corporate and administrator

transactions. It displays the current status of transaction whether it is Initiated, Approved or
Processed.
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ATM/Branch English ™ UBS 14.3 AT3 Branch
e Welcome, Sam David
= lI'Pfutura bank Q D Last login 11 May 11:46 AM

Limit Definition

Cooling Period

LimitoQ1

LimitoQ1

uso
From Time To Time Cumulative Transaction Amount
0dd : Ohh : Omm 1dd : 2hh: 10mm 50.00
1dd : 2hh: 10mm 2dd : 5hh:10mm 50.00
0dd : Thh : 0mm 1dd : Ohh : 0mm £10,000.00
Transaction Journey

Initiation

Approval

Administrator User

09 Dec 05:50 PM

Completion

Processed
09 Dec 05:50 PM

w
@
o
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Transaction Journey

The screen displays the details of the transaction that is to be approved for review.

Transaction Journey

This section displays the status of transactions that has been initiated by the maker.
Transaction journey displays the status as:

e Initiation
e Approval

e Completion
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Administrator Maker Dashboard

Bank Administrator Maker’s role involves the maintenances which are mainly required for day to
day business in banks. Maintenances like onboarding the users on Digital Platform and providing
them the account and transactions access, etc.

Note: Transactions appearing in toggle menu for Bank Administrator — Maker is same as ‘System
Administrator’ transactions depending upon the access provided to the associated role in Role
Transaction Mapping maintenance.

w
Bank Administrator
iher
Originat Others (via
On-boarding Approvals Account Acct Resource Access| # File Upload ‘ Reports | ”f\‘s:“:"s Others ‘ # Toggle ,..(em,; Transaction (via
Toggle menu)
User Workflow Party Account Party Resource File Identifier Report Workflow Regquest User Group Dashboard
Management Wanagement Access Access Maintenance Generation Configuration Processing Management Buider
Print Feedback
Party Rules User Account UserResource UserFile My Report: Feedback 4{ Password ‘ Analytics
Preference Wanagement Access, Access E ientifier My Reports
Mapping
UserHelp Alert
B
File Upload Wapping
Merchant Service
Management Uploaded File Request
Inguiry Form Buider

Biller
Onboarding

User
Segments.

Maker Dashboard - Overview

The Bank administrator — Maker dashboard comprises of:
e Quick Links
e Activity Log
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4

Party Preferences

a
0

User Resource Access

A
D

User Account Access

Rules Management User File Identifier Mapping

Activity Log (0)

Customer Maintenances ] Group Corporate Maintenance ] Administrative Maintenance ] Bulk File Administrator @ Bulk Record Administrator [§)

Date v Description v Reference No v/ Status

No data to display.

Page 1 (0 of 0 items)
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Dashboard Overview

Icons

Following icons are present on the maker's dashboard:

®

Dashboards

UBS OBPM 14.4 HEL Branch v

m Welcome, Jack Nikon -

Lastlogin 02 Dec 1121 AM

Others

@)
i

Request Processing

Feedback

User Help Desk

o : Clicking this icon takes you to the dashboard.
o l\/@ : Clicking this icon takes you to the Mailbox screen.
o Q : Click this icon and enter the transaction name to search the transactions.
\Welcome, Leo Thomas
o Last login 30 Dec 10:05 AM : Click this icon to view the user's profile and for logout option
o = : Click the toggle menu to access the list of all the transactions.

Toggle Menu Transactions

Following items are present on the Toggle Menu:

Your Current View is: Select your role as maker. The drop-down to select the role is available

only if the user is mapped with more than one role.

Select Language: Select your desired language from the drop-down list.

o {é} BT LT . Click this menu to access the configuration like System Rules,

System Configuration, Transaction aspects etc.
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E Authorization and Access Co... . .

Click this menu to setup access controls and
authorization related transactions like maintain touch points, Application role creation and
entitlement mapping etc.

Securi . . . . . .
@ fty : Click this menu to access the security setup related transactions like setting
up second factor authorization, password policy etc.

B Limits

: Click this menu to manage limits.

@ Onboarding

: Click this menu to onboard and manage, users, merchants and billers.

@ Corporate Onboarding

. Click on this menu to onboard and manage Party and
Group Corporates with Group corporate Profiling, Party Account Access ,User Management,
User Group ,User Account Access, User Report Mapping, Approval Workflow & Rules

Access Management

i

: Click this menu to set up account access rules for a corporate.

@ Approvals , .
: Click this menu to access and setup Approval workflow and rules for
Corporate and Administrator users.

[o] Payments . . .
y : Click here to access maintenances with respect to payments.

Personal Financial Managem

i

: Click this menu to plan finances and track expenditures.
It consists of sub menu items like Spend Category Maintenance, Goal Category Maintenance
and External Bank Maintenance.

i

Reports . . .
. Click this menu to generate reports and view the generated reports.

File Upload

i

: Click this menu to create a file identifier and map it to the user along with
file upload and inquiry

@ Communication ) ) _ )
: Click this menu to access User Group Subject Mapping, Alert

Maintenance and Mailers.

@ Controls and Monitoring

: Click this menu for controlling and monitoring the transactions
like transaction blackout, working window and Audit log.

@ User Experience

. Click this menu to manage and build your customize dashboards.

E Templates
banking templates.

: Click this menu to manage service request form, feedback and SMS
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# oauth

HTTP service.

: Click this menu to manage and limit the third party authorization access to an

ooo (thers

: User Group Management, Print Password, User Alerts Subscription, Request
Processing , Group Corporate Alerts Subscription and User Help Desk.

BE5 Mail Box

: Click this menu to view the Mails, Alerts and Notifications.

{:(:)} bizee Lt sbli, : Click this menu to view the user's profile and login details like start
date and time, end date and time, Channel and IP address of the last sessions of the logged
in user.

[@1 ATM/Branch Locator

: Click to view the address and location of the ATMs and the
branches of the Bank.

@ Security Settings
® Help

About
® . Click this menu to view the information about the application like version
number, copyright etc.

: Click here to setup security questions and change password.

: Click this menu to launch the online help.

Note: The user will be shown the above options only if he has the access to the all the transactions
falling under that group.
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Quick Links

On-boarding
(a) User Management

Bank Administrator can search and view users, create users and modify users. User can reset
passwords of the users. Bank Administrator can also change the user status (lock/unlock) and
grant/deny the channel access to a user, through this option.

(b) Party Preferences
Party Preferences maintenance enables Bank administrator to define certain parameter values as
per the corporate entities requirements. Following preferences can be set for a corporate party:
o Cumulative Daily/Monthly limits per transaction
e Transaction limits for users
o Approval flow — Parallel or Sequential or none
e To enable Channel access or not
e To enable Forex Deal creation or not
e To enable a Corporate Administrator or not.
e Group Corporate Mapping.
(c) Group Corporate Onboarding
Group Corporate Onboarding maintenance enable the administrator to onboard the Group

Corporate on OBDX in a single flow. Following steps can be followed during Group Corporate
onboarding and send the same as a single approval:

e Group Corporate Profiling
e Party Account Access

e User Onboarding

e User Groups

e User Account Access

e Report Mapping

e  Workflow Management

e Approval Rules
Mapping of Parties belonging to different entities under a Group Corporate ID is allowed

Approvals
(&) Workflow Management

Approval workflows are created to support requirements where multiple levels of approval are

required in a specific sequence for a transaction/maintenance. Each workflow can be configured to
have up to 5 levels of approval with a specific user or a user group configured at each level.
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Bank Administrator Maker can search and view approval workflows maintained and create new
workflows. As a part of creating workflows, user can add various levels of approvals and map users
or user groups to each level. User can also modify workflows maintained.

Rules Management

The Bank administrator — Maker, can set up rules, for approvals. Applying a rule makes the
requirement for an approval more customized. For instance, through this screen, the bank
administrator can create a rule, so that all administrator maintenances initiated by a certain user-
group, always require approval.

Account Access

(@)

(b)

Party Account Access

Bank Administrator can set up account and transaction access rules at the corporate party level.
The administrator can provide access to accounts held by the party with the bank as available in
the core banking system. Bank Administrator maker can search and view accounts and
transactions mapping done at primary party and linked party. User can create, modify and delete
such mapping.

User Account Access

Using this option Bank Administrator can set up account and transaction access for user(s) of the
corporate party. This maintenance can be done only after the Party Account Access is setup for
the party of the user(s). Bank Administrator maker can search and view account and transaction
mapping of a specific user. User can create, modify and delete mapping of a user to an account /
transaction.

Resource Access

(a) Party Resource Access

As part of Resource Access Management, administrator can define access on resources other than
account like Remitter List from Virtual Account Management for a Corporate Party.

(b) User Resource Access

As part of Resource Access Management, administrator can define access on resources other than
account like Remitter List from Virtual Account Management for a specific corporate user.

File Upload
(a) File Identifier Maintenance
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Bank administrator — Maker, can create file identifiers (FI) for a corporate entity. A File Identifier is
always mapped to a specific single file template. It permits configuration of corporate preferences
like approval type (file level/ record level) for a particular type of file. This is a pre-requisite for the
File Uploads functionality, for a corporate.

User File Identifier Mapping

Through this option Bank Administrator — Maker, can map a file identifier to a user to grant access
rights to the user, for this specific file type. This maintenance enables a user to upload a specific
file, approve the uploaded file and view its status. Bank administrator maker can map / un-map file
identifiers to a User. Further, user can enable or disable the sensitive data check. This is a pre-
requisite maintenance, for the File Uploads functionality, for a corporate.

Origination Administrator

Others

(@)

(b)

(c)

Request Processing

Service requests allows the Bank Administrator- maker to search and view all the service requests
that have been initiated by the Bank customers and are available with various statuses like Open,
Completed and Rejected. Bank Administrator can search the service requests with specific search
criteria and can update the status of open service requests.

Feedback

Using this option, the Administrator can maintain the feedback templates by defining the feedback
guestion, selecting the rating scale, adding new questions along with new options, selecting the
transactions for which feedback capture needs to be enabled.

The administrator can also decide whether an additional question is to be asked for a scale weight
and select the applicable options for the question.

User Help Desk

This option enables the Administrator to create business user's session and perform the transaction
requested by business user if he has forgotten his internet banking password or is unable to perform
a transaction using his internet banking.

To authenticate the user, system will send an OTP to the customer and the same OTP needs to
be communicated to the administrator user so that he can enter it on the screen to create user’s
session.

Note:

- If the setup requires an approval workflow, it will be initiated. Once approved by the required
number of approvers, the maintenance will be effective.

- If the setup does not require an approval workflow or is self / auto approved, the maintenance
will come into effect on saving and confirming.

Activity Log
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The Bank Administrator — Maker, can view the log of activities here. For ease of use, user can
provide a Date Range and search.

Icons

" : Click this icon to search the transactions that are performed on a particular date. It has
two fields From and To, you can select the start and end date to search the transaction.

(@) Corporate Activity Log

In the Corporate activity log, the bank administrator — Maker, can view the activities of corporate
users. The following fields are displayed.

Date: Date of the maintenance

Description: Description of the maintenance

Party Name: Party Name

Reference Number: Reference number of the maintenance.

Status: Status of the maintenance

(b) Group Corporate Activity Log

In the Group Corporate activity log, the bank Administrator - Maker, can view the activities
performed for a Group Corporate. The following fields are displayed.

Date: Date of the maintenance
Description: Description of the maintenance
Reference Number: Reference number of the maintenance.

Status: Status of the maintenance

(c) Administrative Activity Log

Through the Admin Activity log, the bank administrator - maker can view the bank admin activities.
The following fields are displayed:

Date: Date of the maintenance
Description: Description of the maintenance
Reference Number: Reference number of the maintenance.

Status: Status of the maintenance

(d) Bulk File Administrator Activity Log

In Bulk File Activity Log, the Bank Administrator — maker, can view the bulk file activities. The
following fields are displayed.

Date: Date of the maintenance
File Identifier: Unique code assigned to files as required by parties
File Name: Name assigned to files.

Initiated by: Initiator of the Party Maintenance.
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e Reference No: Reference number of the maintenance.
e Status: Status of the maintenance
(e) Bulk Record Administrator Activity Log

In Bulk Record Activity Log, the Bank Administrator — maker, can view the bulk record activities.
The following fields are displayed.

e Date: Date of the maintenance

e File Identifier: Unique code assigned to files as required by parties
e File Name: Name assigned to files

e Initiated by: Initiator of the Party Maintenance.

e Reference No: Reference Number of the maintenance.

e Status: Status of the maintenance

Transaction Journey

Click the Reference Number link in the Activity Log section to view the Transaction Journey.
This screen displays the transaction details and transaction journey of corporate and administrator

transactions. It displays the current status of transaction whether it is Initiated, Approved, Locked
or Completed.
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All Admin Maintenances
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E
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English V'

Dashboards
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completion

Processed
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The screen displays the details of the transaction that is to be approved for review.

Transaction Journey

This section displays the status of transactions that has been initiated by the maker.
Transaction journey displays the status as:

e Initiation
e Approval
e Locked

e  Completion

1. Click Back to navi

gate to the Dashboard.
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Administrator Approver Dashboard

This dashboard is available for Bank administrator users whose main responsibility is of approving
the transactions initiated by Bank administrator in maker role. Approver has the responsibility to
ensure correctness of the maintenances as per the bank and corporate mandate, to ensure speedy
and accurate processing.

Note: Toggle menu transactions of Bank Administrator — Approver is same as ‘System
Administrator’ transactions depending on the access as provided to the user.

Inquiry Form Builder

-]
L1 )
Bank Administrator
[ [ [ [ \ [ [ I _ e
Originat Others (via
On-boarding Approvals Account Acc [Resource Access| File Upload Reports ‘ e Others { Toggle mﬁenu. Transaction (via
' Toggle menu)
User Workflow Party Account Party Resource File Identifier Report Workflow Request User Group gﬂﬂbﬂﬂfﬂ
Wanagement Management Access Access Waintenance Generation Configuration Processing Wanagement uider
et et oo
a Rules User Account User Resource eedbac Analytics
UserFile 2 4
% Preference ‘ Management Access Access | entifier Wy Reports. ASSWOrt
lapping
User Hel Alert
Party lo Party UserReport Subscription
s File Upload Mapping
Herchant Service
Management Uploaded File Request

Biller
Onboarding
User
Segments

Approver Dashboard - Overview

The Bank Administrator — Approver dashboard comprises of:
o Pending Approvals

e Quick Links

e  Other options accessed via menu

e  Activity Log
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=

Party Preferences

[§) o
wE =

User Resource Access

[y
(86

Rules Management User Account Access User File Identifier Mapping

Request Processing

Feedback

User Help Desk
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Date v Description Reference No Vv Status WV
No data to display.
Page 1 (0 of 0 items)
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Dashboard Overview
Icons
Following icons are present on the approver's dashboard:
M .
o : Clicking this icon takes you to the dashboard.
o W@ : Clicking this icon takes you to the Mailbox screen.
o q : Click this icon and enter the transaction name to search the transactions.
\Welcome, Leo Thomas
Last login 30 Dec 10:05 AM . - . . . .
o on- = : Click this icon to view the user's profile and for logout option

o — : Click the toggle menu to access the list of all the transactions.
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Toggle Menu Transactions

Following items are present on the Toggle Menu:

Your Current View is: Select your role as Approver. The drop-down to select the role is available only
if the user is mapped with more than one role.

Select Language: Select your desired language from the drop-down list.

Configuration . . ' L
{(}} g . Click this menu to access the configuration like System Rules, System
Configuration, Transaction aspects etc.

E Authorization and Access Co.. [ : -
. Click this menu to setup access controls and authorization
related transactions like maintain touch points, Application role creation and entitlement mapping etc.

Securi . . . . . .
@ ty . Click this menu to access the security setup related transactions like setting up
second factor authorization, password policy etc.

El Limits

: Click this menu to manage limits.

@ Onboarding

: Click this menu to onboard and manage, users, merchants and billers.

@ Corporate Onboarding

. Click on this menu to onboard and manage Party and Group
Corporates with Group corporate Profiling, Party Account Access ,User Management, User Group
,User Account Access, User Report Mapping, Approval Workflow & Rules

Access Management

i

: Click this menu to set up account access rules for a corporate.

@ Approvals . .
: Click this menu to access and setup Approval workflow and rules for Corporate
and Administrator users.

o]l Payments . . .
y : Click here to access maintenances with respect to payments.

Personal Financial Managem

i

: Click this menu to plan finances and track expenditures. It
consists of sub menu items like Spend Category Maintenance, Goal Category Maintenance and
External Bank Maintenance.

i

Reports . . i
: Click this menu to generate reports and view the generated reports.

m File Upload

upload and inquiry

: Click this menu to create a file identifier and map it to the user along with file

@ Communication

: Click this menu to access User Group Subject Mapping, Alert Maintenance
and Mailers.
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@ Controls and Monitoring

: Click this menu for controlling and monitoring the transactions like
transaction blackout, working window and Audit log.

@ User Experience

. Click this menu to manage and build your customize dashboards.

E Templates
templates.

& oAuth

service.

: Click this menu to manage service request form, feedback and SMS banking

: Click this menu to manage and limit the third party authorization access to an HTTP

ooo (thers

: User Group Management, Print Password, User Alerts Subscription, Request
Processing , Group Corporate Alerts Subscription and User Help Desk.

E5 Mail Box

: Click this menu to view the Mails, Alerts and Notifications.

{(}} ez Lt : Click this menu to view the user's profile and login details like start date
and time, end date and time, Channel and IP address of the last sessions of the logged in user.

1@1 ATM/Branch Locator

: Click to view the address and location of the ATMs and the branches of
the Bank.

@ Security Settings

: Click here to setup security questions and change password.

G
118
!

: Click this menu to launch the online help.

(D About

copyright etc.

. Click this menu to view the information about the application like version number,

Note: The user will be shown the above options only if he has the access to the all the transactions
falling under that group (as per access maintained Role Transaction Mapping).

Pending for Approvals

The Bank Administrator — Approver, can view the items pending for his approval. For ease of use, he can
expand this page.

Party Maintenance

In Party Maintenance, the Bank administrator — Approver, can view the party maintenances, pending
approval. The following fields are displayed.

Date: Date of the maintenance

Description: Description of the maintenance
Party Name: Party Name

Initiated by: Initiator of the Party Maintenance.

Reference No: Reference number of the maintenance.
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e  Status: Status of the maintenance
Group Corporate Maintenance

In Group Corporate Maintenance, the Bank administrator — Approver, can view the Group Corporate
maintenances, pending approval. The following fields are displayed:

e Date: Date of the maintenance

e  Description: Description of the maintenance

e Initiated by: Initiator of the Group Corporate Maintenance.
o Reference No: Reference number of the maintenance.

e  Status: Status of the maintenance

Administrative Maintenance

In Admin Maintenance, the Bank administrator — Approver, can view the admin maintenances, pending
approval. The following fields are displayed.

e Date: Date of the maintenance

o  Description: Description of the maintenance

e Initiated by: Initiator of the Party Maintenance.

¢ Reference No: Reference number of the maintenance.
e  Status: Status of the maintenance

Bulk File Administrator

In Bulk File Maintenance, the Bank Administrator — Approver, can view the bulk file maintenances, pending
approval. The following fields are displayed.

e Date: Date of the maintenance

¢ File Identifier: Unique code assigned to files as required by parties
e File Name: Name assigned to files

e Initiated by: Initiator of the Party Maintenance.

e Reference No: Reference number of the maintenance.

e  Status: Status of the maintenance

Bulk Record Administrator

In Bulk Record Maintenance, the Bank Administrator — Approver, can view the admin maintenances,
pending approval. The following fields are displayed.

e Date: Date of the maintenance

e File Identifier: Unique code assigned to files as required by parties
¢ File Name: Name assigned to files

e Initiated by: Initiator of the Party Maintenance.

o Reference No: Reference number of the maintenance.

e  Status: Status of the maintenance

Quick Links
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Onboarding
(a) User Management

The Bank Administrator can search and view users, create users and modify users. User can reset
passwords of the users. Also user can lock / unlock a user, through this option.

(b) Party Preferences

Party Preferences maintenance enables Bank Administrator to define certain parameter values as per the
corporate entities requirements. Following preferences can be set for a corporate party:

Cumulative Daily/Monthly limits per transaction
Transaction limits for users

Approval flow — Parallel or Sequential or none
To enable Channel access or not

To enable Forex deal or not

To enable a Corporate Administrator or not.

Group Corporate Mapping

(c) Group Corporate Onboarding

Group Corporate Onboarding maintenance enable the administrator to onboard the Group Corporate on
OBDX in a single flow. Following steps can be followed during Group Corporate onboarding and send the
same as a single approval:

Group Corporate Profiling
Party Account Access
User Onboarding

User Groups

User Account Access
Report Mapping
Workflow Management

Approval Rules

Approvals
(&) Workflow Management

Approval workflows are created to support requirements where multiple levels of approval are required
in a specific sequence for a transaction/maintenance. Each workflow can be configured to have up to
5 levels of approval with a specific user or a user group configured at each level.

Bank Administrator Approver can search and view approval workflows maintained and create new
workflows. As a part of creating workflows, user can add various levels of approvals and map users or
user groups to each level. User can also modify workflows maintained.
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(b) Rules Management

The Bank administrator — Approver, can set up rules, for approvals. Applying a rule makes the
requirement for an approval more customized. For instance, through this screen, the Bank
Administrator can create a rule, so that all administrator maintenances initiated by a certain user-group,
always require approval.

Account Access

(a) Party Account Access

Bank Administrator can set up account and transaction access rules at the corporate party level. The
administrator can provide access to accounts held by the party with the bank as available in the core
banking system. Bank administrator Approver can search and view accounts and transactions mapping
done at primary party and linked party. User can create, modify and delete such mapping.

(b) User Account Access

Using this option Bank Administrator can set up account and transaction access for user(s) of the
corporate party. This maintenance can be done only after the Party Account Access is setup for the
party of the user(s). Bank administrator Approver can search and view account and transaction
mapping of a specific user. User can create, modify and delete mapping of a user to an account /
transaction.

Resource Access

(a) Party Resource Access

As part of Resource Access Management, administrator can define access on resources other than
account like Remitter List from Virtual Account Management for a Corporate Party.

(b) User Resource Access

As part of Resource Access Management, administrator can define access on resources other than
account like Remitter List from Virtual Account Management for a specific corporate user.
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File Upload
(a) File Identifier Maintenance
Bank administrator — Approver, can create file identifiers (FI) for a corporate entity. A File Identifier is
always mapped to a specific single file template. It permits configuration of corporate preferences like

approval type (file level/ record level) for a particular type of file. This is a pre-requisite for the File
Uploads functionality, for a corporate.

(b) User File Identifier Mapping

Through this option bank administrator — Approver, can map a file identifier to a user to grant access
rights to the user, for this specific file type. This maintenance enables a user to upload a specific file,
approve the uploaded file and view its status. Bank administrator Approver can map / un-map file

identifiers to a User. Further, user can enable or disable the sensitive data check. This is a pre-requisite
maintenance, for the File Uploads functionality, for a corporate.

Others
(&) Request Processing
Service requests allows the bank administrator- approver to search and view all the service requests

that have been initiated by the maker and are pending for approvals. This option also allows him to
approve or reject the service requests.

(b) Feedback
Using this option, the Administrator can maintain the feedback templates by defining the feedback

question, selecting the rating scale, adding new questions along with new options, selecting the
transactions for which feedback capture needs to be enabled.

The administrator can also decide whether an additional question is to be asked for a scale weight and
select the applicable options for the question.

(c) User Help Desk

This option enables the Administrator to create business user's session and perform the transaction
requested by business user on his behalf in case, he has forgotten his internet banking password or
is unable to perform a transaction using his internet banking.

To authenticate the user, system will send an OTP to the customer and the same OTP needs to be
communicated to the administrator user so that he can enter it on the screen to create user’s session.

Activity Log

The Bank administrator — Approver, can view the log of activities here. For ease of use, he can provide
a Date Range and search.

Icons

o " : Click this icon to open the section in a new window.
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" : Click this icon to search the transactions that are performed on a particular date. It has two
fields From and To, you can select the start and end date to search the transaction.

(a) Corporate Activity Log
In the Corporate activity log, the Bank administrator — Approver, can view the activities of corporate
users. The following fields are displayed.

e Date: Date of the maintenance

e Description: Description of the maintenance

o Party Name: Party Name

e Initiated by: Initiator of the Party Maintenance.

o Reference Number: Reference number of the maintenance.

e Status: Status of the maintenance
(b) Group Corporate Activity Log
In the Group Corporate activity log, the Bank administrator — Approver, can view the activities performed
for a Group Corporate. The following fields are displayed.

e Date: Date of the maintenance

e Description: Description of the maintenance

e Reference Number: Reference number of the maintenance.

e Status: Status of the maintenance
(c) Administrative Activity Log
Through the Admin Activity log, the Bank administrator — Approver, can view the bank admin activities.
The following fields are displayed:

e Date: Date of the maintenance

e Description: Description of the maintenance

e Initiated by: Initiator of the Party Maintenance.

o Reference No: Reference number of the maintenance.

e Status: Status of the maintenance
(d) Bulk File Administrator Activity Log
In Bulk File Activity log, the Bank Administrator — approver, can view the bulk file activities. The
following fields are displayed.

e Date: Date of the maintenance

o File Identifier: Unique code assigned to files as required by parties

¢ File Name: Name assigned to files

e Initiated by: Initiator of the Party Maintenance.

o Reference No: Reference number of the maintenance.
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e Status: Status of the maintenance
(e) Bulk Record Administrator Activity Log
In Bulk Record Activity Log, the Bank Administrator — approver, can view the bulk record activities.
The following fields are displayed.

o Date: Date of the maintenance

e File Identifier: Unique code assigned to files as required by parties

e File Name: Name assigned to files

e Initiated by: Initiator of the Party Maintenance.

o Reference No: Reference number of the maintenance.

e Status: Status of the maintenance
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4. User Management

User Management function enables System/ Bank Administrator to onboard and manage users
and their login credentials for channel banking access. This module facilitates channel banking
access to the bank’s internal users (administrators) and external users (customers).

This function also lets the System/Bank Administrator to define the various touch points from which
the user can access the channel banking and limit package applicable for the same.

Users can also be mapped to a User Segment, so that the attributes applicable at the segment
level should get applied to the user. Currently user segments are only applicable for user type
Retail.

The user details also shows the list all the user groups associated with a particular user. In order
to remove a particular user from a user group, the administrator must manually go to the
particular user group screen and remove the user.

In a multi entity scenario, this function enables system/ bank administrator to provide access to
multiple entities to users.

Note :

* If Group Corporate Flag is set as “ON” in system rules, then the corporate user onboarding will
not be allowed using this menu option. The Corporate User will be onboarded using Group
Corporate onboarding only.

» Admin will be able to view the corporate user details and he can also change the corporate
user status or the channel access permission for a user using this screen.

« If Group Corporate Flag is set as “OFF” in system rules, then the corporate user onboarding will
be allowed using below mentioned steps.

Internal Users
e  System Administrator

o Bank Administrator

External Users
e  Retail User
e  Corporate User
¢ Non Customer- Corporate users

e  Corporate Administrator

Pre-Requisites
e User Segment and Application roles are maintained
e Transactions are associated with each Application role
e Transaction (User Management) access is provided to System/Bank Administrator.
e Approval rule set up for Bank administrator to perform the actions.

e Party Preference is maintained for corporate user
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User Management

Workflow

Access User

U Management

Bank Administrator

Edit User Details

Search User H View User Details

Reset Password

Features Supported In Application

The User Management module allows the system/bank administrator to
e Create User
e View User
e  Edit User

° Reset Password
How to reach here:

System/ Bank Administrator Dashboard > Onboarding > User Management

OR

System/ Bank Administrator Dashboard > Toggle menu > Menu > Onboarding > User
Management

Note: Non Customer Corporate users (for which the linked party id is not maintained in UBS or in
Core banking system), can also be on boarded on OBDX. For such cases i.e. for non customer
corporate users (counterparties on boarded by Corporates) the system will look for the party ID in
OBSCF/OBCMS.

User Management - Create

System/Bank Administrator logs into the system and navigates to the User Management screen.
This function allows the administrator to create internal and external users.

Note: In case of multi entity implementation, if the system/bank administrator has access to multiple
entities, then the administrator can select the entity from the entity switcher on which the user needs
to be on boarded. The selected entity of the user as part of onboarding will be the default/home
entity of the user being created.

To create a new user:

1. Inthe User Management screen, click Create. The User Management - Create New User
screen appears.
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2. From the User Type list, select the appropriate type for the user being created.
If the user type selected is Retail User or Corporate User, then the Party ID and Party
Name fields appear.
If the user type selected is Administrator, then the Personal Information, Contact Details,
Roles, Touch Points, and Accessible Entity Details sections appear.
OR
Click Back to navigate to previous screen.
OR
Click Cancel to cancel the transaction.

Create User - Select User Type

Maker ATM/Branch English UBS 14.3 AT3 Branch

= lrpfu[ura bank Search for transactions example Pay Bills O, 2D Welcome, Leo

Last login 29 Apr

User Management

User Type Retail User

More Search Options

and

m m s
Y also define th
P 1 which

Hey, | am here to help if you )
need it!

Copyright ® 2006, 2020, Oracle and/or its affliates. Allrights reserved. | Security Information | Terms and Conditions

Field Description
Field Name Description

User Type User type for which the new user is to be created.
The user can be:
e Corporate
e Retalil

e Administrator

Create User — Map Party ID
If the user type to be created is selected as Retail or Corporate User, then an option is provided to

search for the party that is present in the core banking system. The user can search for the party
either using the party ID or party name.. The matching results are displayed on the screen.
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In case of a party search by party ID, it is an exact match and Party ID entered by the user gets
validated from the core banking application. After the core banking application validation is
successful, party name gets displayed on the screen.

In case of a party search by name, system displays the matching party records. The records have
parties listed with both Party ID and Party Name information. User can select the record by clicking
on the Party ID from the list.

Maker ATM/Branch English UBS 14.3 AT3 Branch ™

= |r9fulura bank Search for transactions example Pay Bits @D Welcome, Leo

Lastlogin 29 Al

User Management

User Type Retail User

\ore Search Options ™

Search Results

Full Name User Name Status Channel Access
Roger lanKBohr Unlocked & Granted &
williamson Unlocked £ Granted &
Sam Bill Unlocked & Granted &
Ren Unlocked & Granted
Granger Unlocked & Granted &
Ren Granger Unlocked & Granted &
Kin Unlocked & Granted &
Kay Unlocked & Granted &
sk Unlocked & Granted &
James Zee lanABohr Unlocked & Granted &
age 252 [1]z345.2 5 »

Copyright © 2006, 2020, Oracle and/or its affiliates. All rights reserved. | Security Information | Terms and Cenditions

Field Description

Field Name Description

Search

Party ID Enter Party ID to search the party for mapping it to the user.
Party Name Enter Party Name to search the party for mapping it to the user.

3. Inthe User Management — Create New User screen, do the following:
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a. If you select Retail User or Corporate User option:

i. Inthe Party ID field, enter the party ID.
OR
In the Party Name field, enter the party name partially or fully.

ii. Click Search.
In case of party ID search, the exact match appears. In case of party name search,
then the matching results are displayed.

iii. Select the Party ID from the search results, in case of party name search.

System Administrator % ATM/Branch English UBS 14.3 AT3 Branch

= ifpfutura bank QoA e

User Management

cer Tupe Retail User

000084

RAVISHAN

Copyright @ 2006, 2020, Oracle and/or its affilistes. Al rights reserved. | Security Information | Terms and Conditions

iv. Click Create.
The Personal Information, Contact Details, Limit & Roles, Touch Points and
Accessible Entity Details sections appear.
OR
Click Cancel to cancel the transaction.
OR
Click Back to go back to the previous screen.
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User Management - Create New User

futura bank
User Management
ser Tyne

Manager

Employee Number

Personal Information

Username

First Name:

Middle Name

Lasst Name

Date of Wirth
Contact Details
Lenail 10

Contact Number (Mobile)

tNumber (Landline)

Address Line 1

Address Line 2

Adress Line 5

Address Line 4

7ip Cade

Global Rales

Roles

DND Alerts

Category

Search

ATM & Branch Locat

User Management

UBS OBPM 14.4 HEL Br:

o oD o Welcome, Administrator User

Lot login 10/10/22, 5:24 PM

Note

This function enables you to onboard and manage users,
their personal information and their login credentials for
channel banking access.

You can also define the various Touch Points from which
the user can access the application and limit package
applicable for the same

User Status change (lock funlock) and whether the
channel access has to be given to the user can be simply
be managed and updated from the search results.

Administrator -
Sam Corp
frec

SCPOOT

MSTEO! Chack Availability

Mr -~

Sam

Desouza

8/16/94

sam@example.com

3432456322

1201, Park Avenue

South Black

New Jersy

United States hd

New Jersy

436435
AdrminMaker AdrinChecker [}
AuditAdmin O userentitlementReportCarpAdminkd
O AdminGlobalRoleTest O testrolemaker
[ testdummyrolel adminRoleGlobal [m}
DefaultAdminRole O testglobalRole O
[ deadmingloabll O rahulreddykandula m]

Approval
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Primary Entity
Entity Name UBS OBPM 14.4 HEL Branch
Touch Polnts Mobile Application

Siri/Chatbot
Snapshot
[0 Mobile (Responsive)

[0 Updatingit to internet
description

[0 supratpxOnee

Roles [0 admHomeEntityRole

Accessible Entity Details

Entity Name

Touch Point: i icati
ouch Points Mobile Application

Siri/Chatbot
Snapshot
O Mobile (Responsive)

[0 updatingit to internet
description

O supratpxOnee

O createRoleAdminMaker

Roles

"
{ Add Accessible Entity

- e

[ <]

| @0

<]

80

000

User Management

RunitAccesspointDescription Internet
SMS Banking Wearables
Missed Call Banking [J Soft Token Application
Imno O testinternal
Updated description of O Updated description of
RunitAP3 RunitAP2
RunitAccesspointDescription1
testadminentityrole2 [0 RoleCreate
w
RunitAccesspointDescription Internet
SMS Banking Wearables
Missed Call Banking [0 sSoft Token Application
Imno [J testinternal
Updated description of [0 Updated description of
RunitAP3 RunitAP2
RunitAccesspointDescription1
dmi i ificAT O dct

Copyright © 2006, 2020, Oracle and or its affiliates. All rights reserved.|Securityinformation] Terms and Conditions

DND Alerts - Category Details

DND Alert : Approval

System Rejected Transaction

Non-Financial Transaction Processed By System

Transaction Partially Approved

Transaction Approved

Transaction Rejected

Financial Transaction Processed By Host

Non-Financial Transaction Processed By Host

Transaction Rejected By Host

Transaction Locked

Transaction Unlocked

Transaction Released

Release Transaction Rejected

Transaction Pending For Release

[x]

Field Description
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Field Name Description
Create
User Type Type of user.

The user can be:
e Corporate User
e Retail User

e Administrator

Party ID Party ID for which the user is to be created is displayed.

This field appears if you select Retail or Corporate User option
from User Type list.

Note: For Non Customer Corporates (counterparties on
boarded by Corporates) the system will look for the party
ID in OBSCF/OBCMS.

Party Name Party Name of the party ID for which the user is to be created is
displayed.

This field appears if you select Retail or Corporate User option
from User Type list.

Organization Organization that the user belongs to.
This field appears if you select Administrator option from User
Type list.

Manager Manager of the user.
This field appears if you select Administrator option from User
Type list.

Employee Number Employee number of the user.
This field appears if you select Administrator option from User
Type list.

Personal Information

User Name Define the name of the user (login ID) which is to be created. It is

case insensitive.

Note: Usernames are case insensitive i.e. User can login
in OBDX with any case.
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Field Name Description

Title Title of the user.

If User type is Retail, value is fetched from the core banking
application and defaulted.

For the user type corporate user and administrator are:

e Mr
e Mrs
o Miss
e Ms
e Dr
e Master
First Name First name of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Middle Name Middle name of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Last Name Last name / surname of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Date of Birth Date of birth of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Contact Details

Email ID Email id of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Contact Number Mobile number of the user.

(Mobile) If user type is Retail, value is fetched from the core banking

application and defaulted.

Contact Number Phone number (land line) number of the user.
(Land Line)
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Field Name

Address Line 1-4

Country

City

Zip Code

Global Roles

Roles

DND Alerts

Select Category

Limits & Roles

User Groups

User Management

Description

Address of the user.

If user type is Retail, value is fetched from the host and defaulted
value is fetched from the core banking application and defaulted.

Country of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

City in which the user resides.

If user type is Retail, value is fetched from the core banking
application and defaulted.

The postal code of the city in which the user resided.

If user type is Retail, value is fetched from the core banking
application and defaulted.

The global roles are available for mapping it to the users.

Application roles mapped to the user.

In case of multi entity setup, these roles will be for the
default/home entity of the user.

Select the categories for which DND needs to be enabled.

All the categories for which DND is applicable are available for
selection.

Note: Click on category link to view list of all the events
for which alerts will not be sent to the user.

Indicates an option to add the user being onboarded to existing
user groups. This option is available only if the Corporate User
option is selected from the User Type list.
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Field Name Description

Limit

This section appears if you select Retail User or Corporate User option from the User
Type list. If limit check is required, assign a limit package. In case of multi entity set up,
limit packages need to be mapped at each entity level. All the touch points and touch point
groups maintained in the system are listed under each entity. Packages can be mapped
for each touch point and for a group. Also an option is provided to map the limit package
at Global level (a system created group with all internal and external touch points).

Touch Points/ Group Name of touch points/ groups under a specific entity to which the
limit packages are to be mapped.

Package List of the packages which can be mapped to touch points/
groups. Only limit packages maintained for the selected touch
point/group will get listed here.

Actions Indicates the option to reset the limit package assigned to the

- - - i O
touch point/group. This can be achieved by clicking .

User Segment Segment of the user for which the application role is created. All
the application roles linked to the segment will get assigned to the
user. This field appears for retail user type.

Note: User can click on @ icon, which displays the roles
linked to the selected user segment. All the roles
associated to the segment gets assigned to the user.

Roles Name of the application role. All the roles which are not
associated to any User Segment gets displayed here.
Administrator can assign additional roles (over and above to the
roles assigned in segment).

Touch Points
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Field Name Description

Select Touch Points The touch points (banking channels) allows a user to perform
transactions using the touch points.

The touch points could be:
¢ Mobile Application
e Mobile (Responsive)
e Internet
e Missed Call Banking
e SMS Banking
o Wearables
e Snapshot
e  Siri/ Chatbot
e API| Access
e Soft Token Application

Accessible Entity Details

This section will only appear if the Bank has multi entity setup.

Entity Name Select the entity name i.e. accessible entity to be attached to the
new user. This is applicable only if the Bank has a multi entity
setup and the System/Bank administrator has access to more
than one entity.

Party ID Enter Party ID to search the party to be associated to the user for
accessible entity selected. This field is only applicable for retail
and corporate type of user.

Party Name Enter the party name to search the party to be associated to the
user for accessible entity selected. This field is only applicable for
retail and corporate type of user.

Limits — Touch Points/Groups

Select the limits package to be associated to the user for the accessible entity for each
touch point. This section is only applicable for retail and corporate type of user.

Touch Points/ Group Name of touch points/ groups under a specific entity to which the
limit packages are to be mapped.

Package List of the packages which can be mapped to touch points/
groups. Only limit packages maintained for the selected touch
point will get listed here.
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Field Name Description

Roles

For the accessible entity selected/added, system will default the
roles same as that of home entity of the user. The administrator
cannot define separate roles for each of the entities.

Select Touch Points The touch points (banking channels) allows a user to perform

transactions using the touch points.
The touch points could be:

e Mobile Application

e Mobile (Responsive)

e Internet

e Missed Call Banking

e SMS Banking

o Wearables

e Snapshot

e Siri/ Chatbot

e API Access

o Soft Token Application

Vi.
Vii.

Viil.

XI.

Xii.

In the User Name field, enter the required details. Click Check Availability to check
the uniqueness of the user ID. If the user ID is already used, then enter a unique valid
username.

In the rest of the Personal Information section, enter the required details.
In the Contact Details section, enter the required details.

In the Global Roles section, Select the checkbox (s) against the Roles, to map to the
user.

In Select Category field under DND Alerts section, select the desired categories for
which DND needs to be enabled.

In the User Groups field, enter the user groups that the user must be added to. This
field is present if a corporate user type is being onboarded.

In the Limits section, select the limit packages to be mapped to touch points from the
limit package list.

5 - _
e Click to reset the limit package assigned.

e Click 9, to view the details of a touch point group. The View Details popup
window appears. For more information, refer the Touch Points Group - View
Details section below.

From the User Segment list, select the appropriate segment for the user in Limits
and Roles section. This field is present if a retail user type is being onboarded.
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xiii.  Select the checkbox (s) against the Roles, to map to the selected User Segment.

Xiv. Inthe Touch Points section, select the check boxes beside the touch points to be
mapped to the user.

XVv.  Add the accessible entities for the user and select the party and limits for that entity
(applicable only if Bank has Multi Entity setup), as follows:

1.

N o o~ D

Click Add Accessible Entity button, to add accessible entity to a user.
From the Entity Name list, select the name of the entity.

In the Party ID field, enter the party ID.

In the Party Name field, enter the party name.

Click Search. The search result is displayed.

Select the appropriate party ID.

In the Limits section, select the appropriate limit package under the Package for
each touch point.

Touch Points Group - View Details

This pop-up screen appears on clicking @ beside a touch point group in the Limits section,
which appears when onboarding corporate or retail user types.

Maker v ATM/Branch English UBS 14.3 AT3 Branch

View Details
Group Code 001

Group Internal Access Point Group for All

Description

Touch Point

Internal

Mobile Application

Mobile (Responsive)

Internet

Siri/Chatbot

APl Access

Field Description

Field Name
Group Code

Group
Description

Description

Group code defined for touch point group.

Group description defined for touch point groups.
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Field Name Description
Group Type Type of touch pointi.e. whether touch point is of type internal or external.
Touch Points List of the internal or external touch points.

b. If you select the Administrator option from the User Type list:

i. In the Organization field, enter the organization of the employee.
il. In the Manager field, enter the name of the manager of the user being created.

iii. In the Employee Number field, enter the six digit employee number of the user.

iv. In the Personal Information section, enter the required details.
V. In the Contact Details section, enter the required details.
Vi. In the Roles section, select the roles to be assigned to the administrator.
Vii. In the Touch Points section, select the check boxes beside the touch points to be
mapped to the user.
viii.  Add the accessible entities for the user (applicable only if Bank has Multi Entity
setup)
4. Click Save to save the user details.
OR
Click Cancel to cancel the transaction.
OR

Click Back to navigate to the previous screen.

5. The Review screen appears. Verify the details, and click Confirm.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate to the previous screen.
The user will be navigated back to the create screen

6. The success message of user creation appears along with the transaction reference number.
Click OK to complete the transaction.

User Management - Search and View

Using this option, System/ bank administrators can search and view details of the existing users.
Administrator selects the user type of the user to be searched.

System/ bank administrators can also change the user status or the channel access permission for
a user using this screen.

Default search is available with User Name, but the user can also be searched by providing other
details like First Name, Last Name, Party ID. Email ID and Mobile Number.

To search for a user:
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1. Enter the search criteria, click Search.
The search results appear on the User Management screen based on the search
parameters.
OR
Click Cancel if you want to cancel the transaction.
OR
Click Clear if you want to reset the search parameters.

User Management - Search

Maker ™ ATM/Branch English UBS 14.3 AT3 Branch

= ll’pfulura bank Search for transactions example Pay Bills O, D

Last login 28 Apr 1

User Management

Corporate User

]
-
Note

ou to onboard and
al information
s for channel

More Search Options

manage users
and their log

Hey, | am here to help if you ‘
need it!

Copyright ® 2006, 2020, Oracle and/or its affiliates. Allrights reserved. | Security Information | Terms and Conditions

User Management - More Search Options

System Administrator ATM/Branch English ™ UBS 14.3 AT3 Branch

= (ipfutura bank

User Management

User Type Retail User ~

Search Party Name

33 Search Options ™

m

Copyright ® 2006, 2020, Oracle andor ts affiliates. Allrights reserved. | Security Information | Terms and Conditions
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Field Description

Field Name Description

User Type Type of user to be searched.
The user can be:
e Corporate User
e Administrator

e Retail User

User Name To search the user with the user name.

Partial search is allowed. The User ID is case insensitive.

More Search Options

Below fields appears if you click the More Search Options link.

First Name Allows to search based on first name or given name of the user.
Last Name Allows to search based on last name/ surname of the user.
Email Allows to search based on email id of the user.

Mobile Number Allows to search based on mobile number of the user.

Party ID Allows to search based on Party id.

This field appears if you select Retail or Corporate User option
from User Type list.

To view the user details:

1. Enter the search criteria and click Search in the User Management screen.
The search results appear based on the search parameters.
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User Management - Search Results

System Administrator ATM/Branch English UBS 14.3 AT3 Branch

= ([@futura bank aQ o aresieter il

User Management

User Type Retail User

ryanp

lore Search Options

Search Results

Full Name User Name Status Channel Access
Sam Bill RyanPBohr Unlocked & Granted &
Page 1 of of 1 items D

Copyright ® 2006, 2020, Oracle and/or its affiliates. All rights reserved. | Security Information | Terms and Conditions

Field Description

Field Name Description

Search Results

Full Name First name and last name of the user.

User Name User Name of the user.

Partial search is allowed. The User ID is case insensitive.
Status Status of the user. Locked or Unlocked.

Channel Access &
Indicates whether channel access is granted. Click to grant /
revoke access rights.

Note: Channel access feature will only be available with DB
authenticator as ldentity Management System.

2. Click the User Name link of the record for which you want to view the user detalils.
The User Management - View screen appears.
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User Management - View

= (@futura bank

User Management

User Type

Fmplayes Number

Personal Information

Username

First Name

Middle Name

Last Name

Date of Birth

Contact Details.

Fmail 1D

Contact Number (Mabile)

Contact Nurnber (Landline)

Address ine 1

Address Line 2

Address Line

Address Line 4

Country

ity

Zip Code:

or  English UBS OBPM 14.4 HEL Branch

Search a @ Welcome, Administrator User . -

Lt login 10/10,72, 574 PM

1! Download profile

Administrator

Oracle Financial Software Services LTD Note

This function enables you to anboard and manage users,
Nelson Dsouza their personal information and their login credentials for
channel banking access.

You can also define the varieus Touch Points from which
216380 the user can access the application and limit package
applicable for the same.

User Status change (lock/unlock) and whether the channel
access has ta ba given to the usar can be simply be
managed and updated from the search resuls.

mustuadmin

Mr

Mustufa

Yusuf

Gari

5/15/86

mustufa.gari@oracle.com

3432456322

1201, Park Avenue

South Block

New Jersy

Address Line 4

New Jersy

857657

User Groups And Global Roles

User Groups

Roles

DND Alerts

Category

TestUG), TastUG2, testingmodal

4-61

User Management

ORACLE



User Management

Primary Entity

Entity Name UBS OBPM 14.4 HEL Branch

Touch Points

Internet

Updated description of 0

RQuni

tocuhgs O tpigt

Roles

[0 RoleCreate

testadminentityn

Accessible Entity Details

Entity Name. 53

Touch Points

Mobile Apg
SMS Bankir

cription

Roles,

Entity Name

Touch Points

<}

d Call Bankir e Application

Chatbot

ation Vearables

escriptior

intDescription intDescription?
I al
s test
tocuhaa O tpidt
a
Roles
o
Copynight © 2006, 2020, s affhat onditions.

Field Description
Field Name Description

View

462 ORACLE



Field Name

User Type

Party ID

Party Name

Organization

Manager

Employee Number

Personal Information
User Name

Title

User Management

Description

Type of user.

The user can be:
e Corporate User
e Retails User
e Administrator

Party ID mapped to the user is displayed.

This field appears if you select Retail or Corporate User option
from User Type list.

Party Name of the party ID mapped to the user.

This field appears if you select Retail or Corporate User option
from User Type list.

Organization that the user belongs to.

This field appears if you select Administrator option from User
Type list.

Manager of the user.

This field appears if you select Administrator option from User
Type list.

Employee number of the user.

This field appears if you select Administrator option from User
Type list.

Name of the user (login ID) of the user.

Title of the user.

The options are:

o Mr

e Mrs

e Miss

e Ms

e Dr

e Master
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Field Name

First Name

Middle Name

Last Name

Date of Birth

Contact Details

Email ID

Contact Number (Mobile)

Contact Number (Land Line)

Address Line 1-4

Country

City

Description

First name of the user.

If user type is Retail, value is fetched from
application and defaulted.

Middle name of the user.

If user type is Retail, value is fetched from
application and defaulted.

Last name/ surname of the user.

If user type is Retail, value is fetched from
application and defaulted.

Date of birth of the user.

If user type is Retail, value is fetched from
application and defaulted.

Email id of the user.

If user type is Retail, value is fetched from
application and defaulted.

Mobile number of the user.

If user type is Retail, value is fetched from
application and defaulted.

Phone number (land line) number of the user.

Address of the user.

If user type is Retail, value is fetched from
application and defaulted.

Country of the user.

If user type is Retail, value is fetched from
application and defaulted.

City in which the user resides.

If user type is Retail, value is fetched from
application and defaulted.

the

the

the

the

the

the

the

the

the

User Management

core banking

core banking

core banking

core banking

core banking

core banking

core banking

core banking

core banking
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Field Name

Zip Code

User Management

Description

The postal code of the city in which the user resided.

If user type is Retail, value is fetched from the core banking
application and defaulted.

User Groups And Global Roles

User Groups

Roles
DND Alerts

Select Category

Limits & Roles

User Groups

Limit

The list of all user groups to which the selected user belongs.

Note:

* This information is read-only and hence cannot be
modified.

« If a particular user needs to be removed from a user
group, then the administrator must manually go to the
particular user group screen and remove the user.

The global roles which are mapped to the users.

The list of categories for which DND is configured can be
enabled or disabled using this option.

Displays the user groups that are assigned to the user. This field
is displayed only for a corporate user type.

This field appears if you select Retail or Corporate User option from User Type list.

In case of multi entity setup, if the user has access to multiple entities, the limits package
displayed will be the one associated to the default/home entity of the user.

Touch Points/ Group

Package

Selected Segment

Name of touch points/ groups maintained under a specific entity
for whom the limit packages are mapped.

Name of the limit package mapped against specific touch points
/touch point groups

Segment of the user for which the application role is created.
This field is displayed only for a retail user type.
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Field Name

Roles

Touch Points

Selected Touch Points

Device Registration

Android Devices

iOS Devices

Push Notifications

User Management

Description

Application roles mapped to the user.

In case of multi entity setup, these roles will be for the
default/home entity of the user.

The touch points (banking channels) selected for a user to
perform transactions.

The touch points could be:
e Mobile Application
e Mobile (Responsive)
e Internet
e Missed Call Banking
e SMS Banking
e Wearables
e Snapshot
e Siri/ Chatbot
e API Access

e Soft Token Application

This option shows if the user has registered Zig Bank application
on any android devices/s. Enabling of the device happens when
the user installs and registers on the app on the android device.
Administrator cannot manually enable the device.

If the Administrator deregisters the device, the user gets logged
out from all the android devices and his alternate login gets
disabled from all the android devices on which the user has
installed the application.

This option shows if the user has registered Zig Bank application
on any iOS devices/s. Enabling of the device happens when the
user installs and registers on the app on the iOS device.
Administrator cannot manually enable the device.

If the Administrator deregisters the device, the user gets logged
out from all the iOS devices and his alternate login gets disabled
from all the iOS devices on which the user has installed the
application.
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Field Name

Android Devices

iOS Devices

Accessible Entity Details
Entity Name

Party 1D

Party Name

Limits - Touch Point/Groups

User Management

Description

This option shows if the user has registered for push naotifications
for android devices. Enabling of the push notification is done by
user himself and administrator cannot do the same.

If the administrator disables this, the user will stop getting
notifications as a pop-up message (push notification) on the
user's registered mobile number.

This option shows if the user has registered for push natifications
for iOS devices. Enabling of the push notification is done by user
himself and administrator cannot do the same.

If the administrator disables this, the user will stop getting
notifications as a pop-up message (push notification) on the
user's registered mobile number.

Note: To receive push notification user will have to allow
the same on the device settings.

Accessible Entity name associated to the user.

Party ID associated to the user for accessible entity. This field is
only applicable for retail and corporate type of users.

Party name of the party associated to the user for accessible
entity. This field is only applicable for retail and corporate type of
user.

Limits package associated to the user for the accessible entity. This field is only applicable for

retail and corporate.

Touch Points/ Group

Package

Roles

Name of touch points/ groups maintained under a specific entity
for which the limit packages are mapped.

Name of the limit package mapped against specific touch points
/touch point groups.

For the accessible entity selected/ added, system will default the
roles same as that of home entity of the user. The administrator
cannot define separate roles for each of the entities.

467 ORACLE



User Management

3. Click Edit to edit the user details.
OR
Click Reset Password to reset user’s password. For more information refer, Reset
password section.
If user clicks ‘No’, the action gets cancelled.

OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate to the previous screen.
OR
. ‘1" Download profile .
Click to download the user details.

User Management - Change user status
This section allows you to lock and unlock a user.

To lock or unlock a user:

1. Enter the search criteria, click Search.
The search results appear on the User Management screen based on the search
parameters.

Lock / Unlock User

System Administrator ' ATM/Branch English ' UBS 14.3 AT3 Branch

= i@ futura bank Q ofdV

User Management

User Type Retail User
=m
e ryanp 3
—
- -_—
S Note
lore Search Options anage us=
also define the vari
h th
Search Results
Full Name User Name Status Channel Access
sam gill RyanPBohr Unlocked Granted &

Fage 1 f of 1items D

Cancel

Gopyright & 2006, 2020, Oracle and/or its affiliates. All rights reserved. | Security Information | Terms and Gonditions

A
2. Click in the status column to lock / unlock a user. The User Status Maintenance screen
appears.

4-68 ORACLE



User Management

User Status Maintenance

Lock Status @ oo

In the Lock Status field move the slider to lock / unlock a user.
In the Reason field enter the appropriate description.

5. Click Submit to save.
OR
Click Cancel to close.

User Management - Channel Access Permission

This section allows the administrator to grant / revoke channel access for a user. In case Bank
administrator changes the channel access from grant to revoke, user will not be able to access his
channel banking.

Note: Channel Access feature is only available and displayed if the Application is configured on
DB Authenticator as Identity Management system.

To grant or revoke channel access:

1. Enter the search criteria, click Search.
The search results appear on the User Management screen based on the search parameters.
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Channel Access

= (@futura bank QD Welcome Leo Thomes

User Management

User Type Retail User v
Username ryanp
Party 1D

Note

Search Party Name
This function enables you to onboard and
More Search Options ™ manage users, their personal information
and their login credentials for channel

banking access.

You can also define the various Touch
Points frem which the user can access the
application and limit package applicable for
the same

Search Results
User Status change (lock/unlock) and

whether the channel access has to be given
to the user can be simply be managed and
updated from the search results.

sam Bill RyanPBohr Unlecked & Granted &

Page 1 of 1 (10f 1items)

Full Name User Name Status Channel Access

Copyright & 2006, 2020, Oracle and/or its afiliates. All rights reserved. | Security Information | Terms and Conditions

A
2. Click in the Channel Access column to grant / revoke channel access to a user. The User
Channel Access SCreen appears.

User Channel Access

Channel Access ﬂ Revoked

Rezson

3. Inthe Channel Access field move the slider to grant / revoke channel access rights for a
user.
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In the Reason field enter the appropriate description.

Click Submit to save.
OR
Click Cancel to close.
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User Management

User Management - Edit

This function enables the Administrator to edit the existing user details.

To edit or update a user details:

1. Enter the search criteria, click Search.
The search results appear on the User Management screen based on the search
parameters.
OR
Click Clear if you want to reset the search parameters.
OR
Click Cancel if you want to cancel the transaction.

2. Inthe User Management - Search Results section, click the User Name link of the record
for which you want to edit the user detalils.
The User Management - View screen appears.

3. Click Edit to update the user information.
OR
Click Reset Password to reset user’s password. For more information refer, Reset
password section.
If user clicks No, the action gets cancelled.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate to the previous screen.

472 ORACLE



User Management - Edit User

= ({pfutura bank

User Management

ATM & Branch Locator

glish

User Type

Organization

Manager

Employee Nurmber

Personal Information

Title

First Name:

Midclle Name

Last Name

Date of Birth

Contact Details

Frmail I

Contact Numl

Contact Numl

Adiress Line 1

Addiess Line 2

Address Line 3

Addiress | ine 4

Country

City

Zip Code.

Administrator

Oracle Financial Software Services LTD

Nelson Dsouza

216380

mustuadmin

Mr M

Mustufa

Yusuf

Gari

05/15/1986

mustufs gari@oracle.com

3452456522

888888888

1201, Park Avenue

South Black

New Jersy

United States. -

New Jersy

857657

User Groups And Global Roles

User Gioups
Roles

DND Alerts
Category

TestUGI, TestUG2, testingmodal

O AdminMaker

O Auditadmin

O AdminGlobalRoleTest
O testdumrnyrolel

O DefaultadminRole

[m]

deadmingloabll

O Approval

Search C Welcome, Administrator User .
L o @ v
a
-
Note

This function enables you ta onboard and manage users,
their per and their login crax tor
channel banking access.
YYou can also define the various Touch Points from which
the user can access the application and limit package
applicable for the same.
User Status change (lock/unlock) and whether the channel
access has to be given to the user can be simply be
managed and updated from the search resuits

O  AdminChecker AuthAdmin

[0 userEntitlementReportCorpadmin(J]  globalRoleDC

O testrolemaker O RTMTestCheckRole

[0 adminRoleGlobal [0 AdminAliRolesExceptAdminMaint

O testglobalRole O testglobalrolexa

[ rahulreddykandula O  deadminnn
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Primary Entity

Fntity Name:

Touch Points

Roles

Accessible Entity Details

Entity Name

Tauch Paints

Roles

Entity Name

Touch Pints

Rales,

Field Description

Field Name

Edit

UBS OBPM 14.4 HEL Branch
O Mobile Application
O siri/Chatbet

O Snapshot

O Mobile (Responsive)

[0 Updatingit to internet
description

O supratprOnee

O  admHomeEntityRole

Mobile Application

Sl /Chatbot

Snapshot

Mobile (Responsive)

[0 Updatingit to internet
description

O supratpxOnee

O pict

Mabile Application
B siri/Chatbot
Snapshot

Mobile (Responsive)

[0 Updating it to internet
description

B supratpxOnee
[m
8 T

B test

RunitAccesspointDescription
SMS Banking
Missed Call Banking

Imno

0Ooaooo

Updated description of
RUNItAP3.

O RunitAccesspointDescription]

O testadminentityrole2

RunitAccesspointDescription

SMS Banking

B @80

Missed Call Banking

Imno

0o 0o

Updated description of
RunitAP3.

[m}]

RunitAccesspointDescription’

a

rwtest

[0 RunitaccesspointDescription
SMS Banking

B Missed Call Banking

Imno

[ Updated description of
RUNILAPS

[0 RunitAccesspointDescription!

O rvtest

tocuh88

]
=]
(]
[m]

0DOoOm

<]

User Management

Internet

Wearables

Soft Token Application
testinternal

Updated description of
RunitApP2

RoleCreate

Internet

Wearables

Soft Token Application
testinternal

Updated description of
RunitaP2

tpid2

test12334

Internet
Wearables

Soft Token Application
testinternal

Updated description of
RunitaP2

tpid2
test12334

c
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Field Name

User Type

Party ID

Party Name

Organization

Manager

Employee Number

Personal Information

User Name

User Management

Description

Type of user.

The user can be:
e Corporate User
e Retails User
e Administrator

Party ID for which the user is to be created is displayed.

This field appears if you select Retail or Corporate User option
from User Type list.

Party Name of the party ID for which the user is to be created is
displayed.

This field appears if you select Retail or Corporate User option
from User Type list.

Organization that the user belongs to.

This field appears if you select Administrator option from User
Type list.

Manager of the user.

This field appears if you select Administrator option from User
Type list.

Employee number of the user.

This field appears if you select Administrator option from User
Type list.

Name of the user (login ID) which is to be created.
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Field Name

Title

First Name

Middle Name

Last Name

Date of Birth

Contact Details

Email ID

Contact Number (Mobile)

Contact Number (Land
Line)

User Management

Description

Title of the user.

If User type is Retail, value is fetched from the core banking
application and non editable.

Value can be edited only if the user type is Administrator or
Corporate User, options are:

e Mr

e Mrs

e Miss

e Ms

e Dr

e Master

First name of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Middle name of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Last name/ surname of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Date of birth of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Email id of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Mobile number of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Phone number (land line) number of the user.
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Field Name Description

Address Line 1-4 Address of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Country Country of the user.

If user type is Retail, value is fetched from the core banking
application and defaulted.

City City in which the user resides.

If user type is Retail, value is fetched from the core banking
application and defaulted.

Zip Code The postal code of the city in which the user resided.

If user type is Retail, value is fetched from the core banking
application and defaulted.

User Groups And Global Roles

User Groups The list of all user groups to which the selected user belongs.

Note:

* This information is read-only and hence cannot be
modified.

« If a particular user needs to be removed from a user
group, then the administrator must manually go to the
particular user group screen and remove the user.

Roles The global roles which are available for mapping it to the users.
Limits & Roles

User Groups Indicates the user groups assigned to the user. This field is only
displayed for a corporate type of user.

Limit

This field appears if you select Retail or Corporate User option from User Type list. If limit check
is required, assign a limit package. In case of multi entity set up, limit packages needs to be
mapped at each entity level. All the touch points and touch point groups maintained in the system
are listed under each entity. Packages can be mapped for each touch point and for a group. Also
an option is provided to map the limit package at Global level (a group created with all internal
and external touch points).

Touch Points/ Group Name of touch points/ groups under a specific entity to which the
limit packages are to be mapped.

477 ORACLE



Field Name

Package

Actions

User Segment

Roles

Touch Points

Select Touch Points

Device Registration

User Management

Description

List of the packages which is to be mapped to touch points/
groups. Only limit packages maintained for the selected touch
point will get here

Click ~ to reset the limit package assigned.

Segment of the user for which the application role is created. This
field is only displayed for a retail type of user.

Application roles like maker, checker etc. maintained under
respective user types are listed.

Multiple Application roles can be mapped to the user.

The touch points (banking channels) selection allows a user to
perform transactions using the touch points.

The touch points could be:
¢ Mobile Application
e Mobile (Responsive)
e Internet
¢ Missed Call Banking
e SMS Banking
e Wearables
e Snapshot
e Siri/ Chatbot
e API Access
e Soft Token Application

This section does not appear if you select Administrator option from User Type list.
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Field Name

Android Devices

iOS Devices

Push Notifications

Android Devices

iOS Devices

Accessible Entity Details

User Management

Description

This option lets the administrator to deregister the android
devices/s. Enabling of the device happens when the user installs
and registers on the app on the android device. Administrator
cannot manually enable the device.

If the Administrator deregisters the device, the user gets logged out
from all the android devices and his alternate login gets disabled
from all the android devices on which the user has installed the
application.

This option lets the administrator to deregister the iOS devices/s.
Enabling of the device happens when the user installs and registers
on the app on the iOS device. Administrator cannot manually
enable the device.

If the Administrator deregisters the device, the user gets logged out
from all the iOS devices and his alternate login gets disabled from
all the iIOS devices on which the user has installed the application.

This option lets the administrator disable push notifications for
android devices. Enabling of the push notification is done by user
himself and administrator cannot do the same.

If the administrator disables this, the user will stop getting
notifications as a pop-up message (push notification) on the user's
registered mobile number.

This option lets the administrator disable push notifications for iOS
devices. Enabling of the push notification is done by user himself
and administrator cannot do the same.

If the administrator disables this, the user will stop getting
notifications as a pop-up message (push notification) on the user's
registered mobile number.

Note: To receive push notifications (for both iOS and
android) user will have to allow the same on the device
settings

This section will only appear if the Bank has multi entity setup.

Entity Name

Select the entity name i.e accessible entity to be attached to the
new user. This is applicable only if the Bank has a multi entity
setup and the system administrator/bank administrator has
access to more than one entity.
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Field Name Description

Party ID Enter Party ID to search the party to be associated to the user for
accessible entity selected. This field is only applicable for retail
and corporate type of user.

Party Name Enter the party name to search the party to be associated to the
user for accessible entity selected. This field is only applicable for
retail and corporate type of user.

Limit - Touch Points/ Group

Select the limits package to be associated to the user for the accessible entity. This field is only
applicable for retail and corporate type of user.

Select Touch Points The touch points (banking channels) allows a user to perform
transactions using the touch points.

The touch points could be:

Mobile Application
Mobile (Responsive)
Internet

Missed Call Banking
SMS Banking
Wearables

Snapshot

Siri / Chatbot

API Access

Soft Token Application

Roles For the accessible entity selected/added, system will default the
roles same as that of home entity of the user. The administrator
cannot define separate roles for each of the entities.

In the User Name filed, enter the required details. Click Check Availability to check the

uniqueness of the user ID. If the user ID is already used.

In the Personal Information section, enter the required details.

In the Contact Details section, enter the required details.

In the Limits & Roles section, add the user groups to be assigned to the user, in the User

Groups field.

package list.

In the Limit section, select the limit packages to be mapped to touch points from the limit

5 - .
e Click to reset the limit package assigned.
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e Click @ to view the details of a touch point group. The View Details popup window
appears. For more information, refer the Touch Points Group — View Details section
below.

9. From the User Segment list (applicable only for retail user type), select the appropriate
segment for the user

10. Select the checkbox (s) against the Roles, to map to the user.
11. Inthe Touch Points section, select the touch points to be mapped to user.

12. Inthe Accessible Entity Details section, add the accessible entities for the user and select
the party and limits for that entity (applicable only if Bank has Multi Entity setup).

Click Add Accessible Entity button, to add accessible entity to a user.
From the Entity Name list, select the name of the entity.

In the Party ID field, enter the party ID.

In the Party Name field, enter the party name.

Click Search. The search result is displayed.

-~ ® 2 0 T ®

Select the appropriate party ID.

g. Inthe Limits section, select the appropriate limit package under the Package for each
touch point column.

Touch Points Group - View Details

View Details

Group Code 001

Group Internal Access Point Greup for All

Deseription
Touch Point
roup Type

Internal
Mobile Application
Mobile (Responsive)
Internet
Siri/Chatbot

API Access
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Field Description

Field Name Description
Group Code Group code defined for touch point group.
Group Group description defined for touch point groups.
Description
Group Type Type of touch pointi.e. whether touch point is of type internal or external.
Touch Points List of the internal or external touch points.
13. Click Save to update the changes.

14.

15.

OR

Click Cancel to cancel the transaction.
OR

Click Back to navigate to previous screen.

The Review User Details screen appears. Verify the details, and click Confirm.
OR

Click Cancel to cancel the transaction.

OR

Click Back to navigate to the previous screen.

The success message of updates appears.
Click OK to complete the transaction.

Reset Password

This function enables the Administrator to reset the password.

To reset password:

1.

Enter the search criteria, click Search.

The search results appear on the User Management screen based on the search
parameters.

OR

Click Clear if you want to reset the search parameters.

OR

Click Cancel if you want to cancel the transaction.

In the User Management - Search Results section, click the User Name link of the record
for which you want to edit the user details.
The User Management - View screen appears.

Click Edit to update the user information.

OR

Click Reset Password to reset user’s password. A warning message ‘Are you sure you
want to reset the password of this user?’ appears on the screen.
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Reset Password popup screen

Reset Credentials

Are you sure you want 1o reset the password of this user?

o

4. If Administrator clicks Yes, a reset password confirmation screen is displayed.

5. User for whom the password is being reset gets the link to generate the new password on
his/her registered email ID/mobile number (as per the alert mode maintained by bank).

6. User clicks on the link received on his/her email id and reset password screen appears.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate to the previous screen.

Reset Password screen for end user

ATM/Branch English UBS 14.3 AT3 Branch v

= (pfutura bank
Reset Password
Please enter your new password

Password

Re-enter Passuord
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Password Policy popup

Your Password can : X

Your Password can :

Have 7 to 15 characters

Have uppercase (Minimum 1 mandatory)

Have lowercase (Minimum 1 mandatory)

Have numbers (Minimum 1 mandatory)

Have special characters (Minimum 1 mandatory) (Allowed characters
are @#$%)

Not contain successive characters more than 4

Mot contain repetitive characters more than 5

Mot be a common password

Field Description

Field Name Description

Password New password for channel access.
Re-enter Re-enter the new password to confirm.
Password

7. Inthe Password field, enter the password.

10.

OR

Click icon to enter the new password using the virtual keyboard.
(See Password Condition section on the application screen to view the policy of setting a new
password.)

In the Re-enter Password field, re-enter the password.

OR

Click icon to re-enter the password using the virtual keyboard.
Click Submit.

OR

Click Cancel to cancel the transaction.

The success message of changing the password appears. Click Login on confirmation
screen to log in to the application.

Note: Password Conditions gets highlighted in green if the user's password is meeting the
Password Policy criteria and similarly in Red if the password is not as per the Password Policy
maintained.
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EFAQ

Who can create / update the user?

System administrator, bank administrator and corporate administrator can create or edit the users.
Corporate Administrator can create user for the part ID he belongs to.

Can | edit the party id mapped to the user?

No, party ID mapped to the user cannot be edited.

When does the system update a user status as ‘locked’?

User status can get locked if he has exceeded the maximum number of attempts allowed for
entering a wrong password.

When will the System/ Bank Administrator use Revoke Channel Access feature?
Incase if the customer does not want to use his channel banking and requests bank to disable his
internet banking, bank user can do the same by revoking the channel access for his user. Similarly

if a corporate user leaves a corporate house, his channel access should be revoked using this
feature, so that he should not be able to access the company accounts.

Can | set the user name which is already used in the application?

No, uniqueness of a user name/user ID is checked while creating or modifying a user.

Can | edit personal and contact details of Retail user?

No, personal and contact details of Retail user are fetched from the core banking application and
cannot be edited using User Management functionality.

Can one assign multiple Application roles to a user?

Yes, multiple Application roles can be assigned to the user. e.g. Corporate user is acting as maker
of few transactions and approver of few other transactions.

What are the different child roles available out of box?

Following are the Application role associated with each application role out of box.
Application Role Application Roles

Retail User Customer
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11.

12.

13.

User Management

Application Role Application Roles
Corporate User o Maker

e Checker

o Viewer

e Corporate Admin Maker

e Corporate Admin Checker

¢ Non Customer Maker

e Non Customer Checker

e Non Customer Viewer

e Non Customer Corp Admin Maker

e Non Customer Corp Admin Checker

Administrator e Admin Maker
e Admin Checker

If | update the limit package associated with a user, what will happen to the in-flight
transactions?

Yes, new limit package can be mapped to a user. Limits get applied from an immediate effect if the
effective date is less than or equal to current date. And if the effective date is future date, the limit
package will be applied from the date available in the package.

If | update the Application role associated to a user, what will happen to the in-flight
transactions?

In case of any update of Application roles mapped to the user as edit user functionality, the
privileges associated with new child roles get applied to the user with an immediate effect.
So if any transaction is pending with approver for approval, user can view and approve those
transactions only if checker role is mapped to him. As soon as checker role is unmapped, then user
will not be able to view and approve the transactions which were pending for his approval.

Can administrator with one entity have right to create users in different entity?

No, administrator can only create users in his own entity only.

Can | assign a user Segment to a Corporate User?

No, User Segment can only be attached to a Retail user.

Can | assign additional roles to a Retail user associated to a Segment?

Yes, system displays all the application roles which are not linked to a segment against the roles
field, these roles can be attached to a user in addition to the roles attached to a segment.
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14. If a user’s User ID is locked and he/she has requested for a reset password, does the
admin needs to unlock it separately ?

No, the user ID will automatically get unlocked at the time of resetting the password by Admin.

Home
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5. Party Preferences

Party Preference setup allows the administrator to onboard the party on OBDX along with definition
of attributes like limits, Approval flow, grace period etc. This maintenance is done only for corporate
type of parties and is not applicable for retail type of parties. Parameter values maintained against
a corporate party defines the system behavior for the following:

e  Cumulative daily limits per transaction for the corporate party
e  Transaction limits for the users

e  Type of approval flow applicable

e  Group Corporate Mapping

e Channel access preferences

e Availability of corporate administrator facility

Pre-Requisites
e Transaction access is provided to Bank Administrator.
e Approval rule set up for Bank Administrator to perform the actions.

e Party for which preference needs to be set up is created in core banking application.

Workflow

If preference is not maintained

Create Party
py Preference
\ —] Access Party Search Party
U Preference
View Party Edit Party
N Preference Preference
Bank Administrator

If preference is already maintained

Features Supported In Application

Party Preference maintenance available for bank administrator in the application includes:
e Create Party Preferences
e View Party Preferences

e  Edit Party Preferences

How to reach here:
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System/ Bank Administrator Dashboard > Toggle Menu> Menu > Corporate Onboarding > Party
Preferences

OR

Bank Administrator Dashboard > Corporate Onboarding > Party Preferences

Note: For Non Customer Corporates (for which the party id is not maintained in UBS or in Core
banking system), can also be on boarded on OBDX using Party Preference. For such cases i.e. for
non customer corporate (counterparties on boarded by Corporates) the system will look for the
party ID in OBSCF/OBCMS.

Party Preferences- Search

Bank Administrator logs into the system and navigates to the Party Preferences screen.

System displays a screen to enter the party information (party ID or party name) and search party
for which the preferences are to be maintained or viewed.

User can enter the party ID (if known) or the party name with a minimum of 5 characters. System
matches the input provided by the user with the party name records and displays the matching
party records.

In case of a party search by party ID, it is an exact match and system displays the party preference
maintained if any, else displays an option to create party preference.

In case of a party search by account type and account number, system displays the associated
party ID and Party name in the search results. The records have parties listed with both Party 1D
and Party Name information. User can select the record by clicking on the Party ID from the list. To
search party preferences of party:

1. Inthe Party ID field, enter the party ID whose party preferences you want to view.
OR
In the Party Name field, enter the name of the party whose party preferences you want to
view.

OR

In the Account Type field, select account type (i.e. CASA,TD & Loan) and Enter account
number of party whose party preferences you want to view

2. Click Search.
If party preference is already maintained, user is directed to Party Preference — View
screen.
If party preference is not maintained, user is directed to Party Preference — Create screen.
In case of invalid party, error message is shown on the screen.
OR
Click Clear to reset the details.
OR
Click Cancel to cancel the transaction and navigate the user back to Dashboard.

Party Preferences- Search (Party Id)
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= pfutura bank

Party Preferences

=3
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In case of a party search by name, system displays the matching party records. The records have
parties listed with both Party ID and Party Name information. User can select the record by

clicking on the Party ID from the list.

Party Preferences- Search (Party Name)

System Administrator
= (pfutura bank

Party Preferences

Party ID Party Name

0002 Sean Jiminez Hayes

149 Sean Jiminez Hayes

5-3
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Q pz@ Welcome, Nick Tt

Last login 17 Nov 12:15
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Party Preferences- Search(Account Number & Account Type)

ATM/Branch English “~ UBS OBPM 14.4 HEL Branch

J;@ Welcome, Administrator User - -

Last login 18 Aug 05:20 PM

= (@futura bank search o

Party Preferences

Party ID
Party Name a
Account Type -—
/P Current and Saving
Note

Account Number
283674624877

N User can search a party for which user

Less Search Options ™~ preferences are to be viewed or edited.
) Parties can have different accesses, daily

i 1 N and cumulative limits and approval

Cancel Clear -
N patterns. The limit packages mapped can

also be accessed

Copyright ® 2006, 2020, Oracle and/or its affiliates. All rights reserved.|Securitylnformation| Terms and Conditions

Field Description

Field Name Description

Search

Party ID Party ID for which the party preference to be maintained/ viewed.

Party Name Party Name of a party for which the party preference to be maintained
or viewed.

Account Type A_ccou;t type of Party for which the party preference to be maintained/
viewed.

Account type can either CASA, TD & Loan.

Account Name Account Number of a party for which the party preference to be
maintained or viewed.

3. Click Edit to edit the party preferences.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate to previous screen.
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Party Preferences - Create

Using this option, Bank Administrator can configure party preferences for a specific party.

To create the party preferences:

1.

In the Party ID field, enter the party ID you want to view the party preferences you want to
view. Party ID entered by the user gets validated from the core banking application. After the
core banking application validation is successful, a check is performed in application to verify
if preferences are already maintained for a party.

If the preferences are already maintained then user is directed to Party Preference — View
screen.

Click Search.

The party preference maintained for the party ID appears based on the entered search
parameters.

OR

Click Clear to reset the details.

OR

Click Cancel to cancel the transaction and navigate the user back to Dashboard.

Click the desired party ID link under the Party ID column.
The Party Preferences screen appears.

Party Preferences

System Administrator ATM/Branch English " UBS OBPM 14.4 HEL Branch

= (@futura bank Q= weloome Nk Thomas s

Party Preferences

[
Note

Field Description

Field Name Description

Search

Party ID Party ID for which the party preference to be maintained or viewed

Party Name P_arty dName of a party for which the party preference to be maintained/
viewed.
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4. Click Create to create party preference.
The Create screen appears.
OR
Click Back to navigate to previous screen.
OR
Click Cancel to cancel the transaction.

Party Preferences Maintenance — Create

e, Adrmmistrator User «_.
21722, 8 A

@ futura bank

Party Preferences

Details
-
Pacty cooizs —
Party Preferences
Party Mo Wil Samuel Truman

Fartims can b diffrent scossses, deily
Map to Groun Corporate

Brefersnces are seal party level and

< e Linkad Partas applicable for all users of the party. Varlous
# packagas are available which are
Grace penos mapped 1o o party.
= Days

Maximum Allowed 50 Days
s

Masimumn Allewed 2 ays

Hils Lnerypuen ey

Foaroes Dl Cromastionn

Cumulative Limits
(T) Please ensure to map limit package for Touch Polnts applicable for this party.

APt Access Plense select Limit Packase -

Intarnet clonens =
d Call Banking Please select Linit Package ~ k=

Mobile Application hrmitPlgatzs - =
Mobile (Responstve) Plasse select Limit Package
sin/Chatbor Please select Limit Packae ~
SMS Banking Plaase zelact Limit Packags P fal
Snapshot Flazse alact Limit Package -
Soft Token Application Please select Limit Package o =
wearables Please select Limit Package —
RunitAccesspoimDescription Plesse select Linit Package ~ =
RunitAccesspaimDeseription Hloass select | imi Packaze - -
testpanew ) Please select Limit Package ~ o
Global Please select Limit Packaie ~

User Lirmites

AP Accass Please selact Limit Packags -
R ool imthafntapping - <
Missed Call Banking Please select Limit Package

Mobile Application itk 23 ~ o
Mobile (Responsive) Plesse select Limic Packaks o
sin/Chathar Please select Limit Package <3
SMS Banking Plamse select Limit Packsgs ~ =
Snapshot Flaasa select Limit Packass —

Soft Token Abphication Please select Limit Packake =]
Wearablas Flease select Limit Package ~

Touch paint group K1 Please select Limit Package o [=
ToNewGpT Plonze selact Limit Packags o

tests(D Ple ect Limic Packages

erpti Please select Li ~
temttpgnew ) Plasse select Limit Packags . <
Global Flaase select Limit Fackaga ~ =

[ - J.
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Field Description

Field Name

Create

Party ID

Party Name

Map to Group Corporate

Group Corporate

View Linked Parties

Grace Period

Grace Period Expiry Alert

Party Preferences

Description

Party ID for which the party preference to be maintained.

Note: For Non Customer Corporates (counterparties on
boarded by Corporates) the system will look for the party
ID in OBSCF/OBCMS.

Party Name of a party for which the party preference to be
maintained.

Select this to map corporate party to Group Corporate.
Note :

e Existing — Click this to map with existing Group
Corporate maintained within system

e New —Click this to map corporate party with new Group
Corporate

Group Corporate ID and Name with which the Corporate Party is
to be mapped.

If an existing Group Corporate is selected, a link is available to
view the linked parties. Click on the link to view the linked parties
under a Group Corporate.

Provision of time period is made to allow user to approve the
transaction after the actual due date.

Note: The tooltip with information will appear on
dashboard in the Pending for Approvals section only
when the user hovers on grace period.

Enter the number of days prior to Grace Period Expiry, before
which the alert needs to be sent to Maker and Approver
regarding transaction approval expiry period.

For e.g. if the value is set as 1 in this field then the alert should
be sent one day before the grace period expiry date.

Note:

1) The value entered in this field should be less than
the value entered in Grace Period field.

2) If there is no Grace Period present, then this will not
get enabled.
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Field Name

Occurrence

Alert on Transaction Expiry

File Encryption Key

Approval Flow

Party Preferences

Description

Specify the alert preference.
The options are:

e Recurring- an alert will be sent daily, starting from the
number of days configured in the above field before the
before the grace period expiry date till the transaction
is approved or expired (whichever is earlier) .

e One Time- an alert would be sent only once with
respect to value set in Grace Period

For eg. if the grace period is set as 5 days, and the days before
the alert is required to be sent is set as 3 days and the alert
preference is set as recurring then an alert will be sent for 3 days
in a row (daily) before the grace period expiry date or until the
transaction is approved (whichever is earlier) . if this parameter
is set as ‘one time’ then the alert would be sent only once i.e. 3
days before the grace period expiry date.

Note:

1) The field will become 'Mandatory' if the user inputs
value in the Grace Period Expiry Alert field.

2) If there is no Grace Period present, then this will not
get enabled.

Specify if the alert is required to be sent on the Transaction
Expiry Date.

The options are:

e Yes
e No
Note:

1) The field will become 'Mandatory' if the user inputs
value in the Grace Period days field.

2) If there is no Grace Period present, then this will not
get enabled.

File Encryption key is the unique key provided to the corporate
for encrypting/decrypting the bulk files that he is uploading.

The approval type for the party.
The options are:

e Sequential

o Parallel

e No Approval
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Field Name

Channel Access

Forex Deal Creation

Corporate Administrator
Facility

Accessible roles

Party Preferences

Description

Whether users associated with a party can start transacting
through the channel.

The options are:

e Enable : Allows bank administrator to enable the party
for channel access

e Disable: Allows bank administrator to disable the party
for channel access

Whether users associated with a party can create forex deals.
The options are:

o Enable: If this option is enabled, corporate user
associated with this party can create forex deals.

o Disable: If this option is disabled, corporate user
associated with this party cannot create forex deals.

This is to enable a corporate to have corporate administrator
facility. Only if this facility is enabled, a corporate administrator
user can be created for that party.

The options are:
e Enable

e Disable

This field only gets enabled if the user has selected Corporate
Admin facility as ‘enabled’ in the previous field.

Select the roles for which the corporate administrator can
onboard the new users. Corporate administrator will be able to
onboard, modify, reset password, enable/disable user ID and
grant/deny channel access (using User Management screen)
only for the users having the roles assigned in this field.

Corporate Administrator will be able to view the details of all the
users using User Management screen) associated to his party
irrespective of the roles assigned here.

The options are:

e Corporate Admin Maker — If this is selected, corporate
administrator will be able to onboard a user in
corporate admin maker role.

e Corporate Admin Checker — If this is selected,
corporate administrator will be able to onboard a user
in corporate admin checker role.

e Maker - If this is selected, corporate administrator will
be able to onboard a user in corporate maker role.
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Field Name

Cumulative Limit

Party Preferences

Description

Checker - If this is selected, corporate administrator
will be able to onboard a user in corporate maker role.

Viewer — If this is selected, corporate administrator will
be able to onboard a user in corporate viewer role.

For Non Customer Corporate, the options are:

Non Customer Corporate Admin Maker — If this is
selected, non-customer corporate administrator will be
able to onboard a user in non-customer corporate
admin maker role.

Non Customer Corporate Admin Checker — If this is
selected, non-customer corporate administrator will be
able to onboard a user in corporate non-customer
admin checker role.

Non Customer Corporate Maker — If this is selected,
non-customer corporate administrator will be able to
onboard a user in corporate maker role.

Non Customer Corporate non-customer Checker — If
this is selected, corporate administrator will be able to
onboard a user in non-customer corporate maker role.

Non Customer Corporate Viewer — If this is selected,
corporate administrator will be able to onboard a user
in non-customer corporate viewer role.

Note: If a non customer corporate is being on boarded
then bank admin should select only the non-customer
corporate roles.

It allows Bank Administrator to map customer cumulative daily limits to the party. All the touch
points and touch point groups maintained the system are listed on the screen. Administrator
needs to ensure that the relevant packages are mapped to all the touch points/groups accessible
by the party users. Also an option is provided to map the limit package at Global level (a group
created with all internal and external touch points)

All the touch points and touch point groups maintained in the system are listed under each entity.
Packages can be mapped for each touch point and for a group.

Touch Points/ Group

Package

User Limits

Name of touch points/ groups maintained under a specific entity

for which the limit packages are to be mapped.

List of the packages available for mapping to touch points/ group
are listed here. Limit packages maintained for the selected touch
point will get here.
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Field Name Description

This field allows the Bank Administrator to map customer user level limits (CUL) to the party. All
the touch points and touch point groups maintained the system are listed on the screen.
Administrator needs to ensure that the relevant packages are mapped to all the touch
points/groups accessible by the selected party users. Also an option is provided to map the limit
package at Global level (a group created with all internal and external touch points)

Touch Points/ Group Name of touch points/group maintained under a specific entity
for which the user limit packages are to be mapped.

Package List of the packages available for mapping to touch points/ group
are listed

Search Group Corporate to Map with Existing Group Corporate

Search Group Corporate

Group Corporate ID

Group Corporate Name:

Search Clear

Search Result

Search Group Corporate
Group Corporate ID

Group Corporate Name

f Search Clear

Group Corporate ID ' Group Corporate Name

GCIFO00151 OFss

GCIFO00451 AlibabaGCIF

GCIFO00057 Grouptest12

GCIF000202
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Field Description
Field Name
Search

Group Corporate ID

Group Corporate
Name

Search Result
Group Corporate ID

Group Corporate
Name

Party Preferences

Description

Search Group Corporate ID to map with the Corporate party whose
preferences are being setup

Search Group Corporate Name to map with the Corporate party whose
preferences are being setup

List of Group Corporate ID that can be mapped with the Corporate party

List of Corporate Name that can be mapped with the Corporate party

View Linked Parties

Existing Linked Parties

Search. Q

Party I Party Name
oaas o Res Doz

Page 1 i1 (ofliems) <« |1

Enity

WS OBPH 14.4 HEL Bransh

Corporate Party Map with New Group Corporate
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Party Preferences

Details

Party ID

Party Name

Map to Group Corporate

Group Corporate

Grace Periad

Grace Periad Expiry Alert

Alert On Transaction Expiry

File Encryption Key

Channel Access

Forex Deal Creation
>
Cumulative Limits

User Limits

= @futura bank serch..

Party Preferences

Details

Party ID

Party Name

Map to Group Corporate

Group Corporate

Grace Period
Grace Period Expiry Alert

Alert On Transaction Expiry

File Encryption Key

Channel Access

Forex Deal Creation
>

Cumulative Limits
>

User Limits

Field Description

w217

Craig Den Lo

ACMECORP

Available  Save
10

Maximum Allowed 30 Days

D

o

Maximum Allowed 9 Days

Disable

Party Preferences

@ Welcome, Jack Nikon -

Last login 17 Now 11:24 AM

—
Party Preferences

Parties can have different accesses, daily
and cumulative limits and approval
pattarns wl an be set and modified
here. Various limit packages are available
which are mapped to a party. These
preferences are set at party level and
applicable for all users of the party, Various
limit packages are available which are
mapped to a party.
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Q

#4317

Craig Den Lee

Saved Successfully
000808:ACMECORP

10

Maximum Allowed 30 Days
Days

0

Maximum Allowed 9 Days

m Welcome, Jack Nikon +
Lastlogin 17 Nov 1144 AM

Party Preferences

Parties can have different accesses, daily
and cumulative limits and approval
patterns which can be set and modified
here. Various limit packages are available
which are mapped to a party. These
preferences are set at party level and
applicable for all users of the party. Various
limit packages are available which are
mapped to a party.
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Field Name Description

Search

Group Corporate Enter the new Group Corporate Name to map with the Corporate party
Name whose preferences is being setup

Search Result

Group Corporate ID  The Group Corporate ID will be fetched from the application and will be

assigned to the new Group Corporate

Group Corporate List of Corporate Name that can be mapped with the Corporate party
Name
5.  Admin can map a party to an existing Group Corporate or can create a new Group

10.

11.
12.
13.
14.

Corporate by providing a new name:
For creating a new Group Corporate ID,

Admin will provide a Group Corporate name and click on ‘check availability’ to check if the
Group Corporate name entered is available in the application (as the name has to be unique).
If the Group Corporate name is available, admin can click on save and system will show the
Group corporate ID and name on the screen.

OR

Admin can search an existing Group Corporate 1D with the help of search panel provided to
map with corporate party

Note : If Group Corporate flag is set as ‘On’ in system rules then,
e Itis mandatory to map a Group Corporate ID In Party Preferences

e Evenifitis a single party onboarding , it has to be mapped to a Group Corporate
ID

In the Grace Period field, enter the number of grace period.

In the Grace Period Alert field, enter the days prior to Grace Period Expiry, to alert Maker
and Approver regarding transaction approval expiry period.

In the Occurrence field, specify the alert preference.

In the Alert On Transaction Expiry field, specify whether to sent alert on the transaction
expiry date or not.

In the File Encryption Key field, enter the unique File Encryption key provided to the
corporate for encrypting/decrypting the bulk files that he is uploading.

In the Approval Flow field, select the appropriate option.
In the Channel Access field, select the appropriate option.
In the Forex Deal Creation field, select the appropriate option.

In the Corporate Administrator Facility field, select the appropriate option.
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15. From the Accessible Roles list, select the appropriate option.
16. From the Cumulative Daily Limits list, select the appropriate option.

17. From the User Limit list, select the appropriate option.

G
Note: Click to refresh the option.

18. Click @ to view the details of touch points group. The View Details popup window appears.

View Details- Touch Point Group

View Details

Group Code 001

Internal Access Paint Graup for Al

Internal

Mobile Application

Mobile (Responsive)
Internet
Siri/Chatbot

APl Access

Field Description

Field Name Description

Group Code Group code defined for touch point group.

Group Description Group description defined for touch point groups.

Touch Point / Group Type of touch point i.e. whether touch point is of type internal or
Type external.

Touch Points List of the internal or external touch points.

19. Click Save to save party preferences.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate to previous screen.

20. The Review screen appears. Verify the details, and click Confirm.
OR
Click Cancel to cancel the transaction.
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OR
Click Back to navigate to the previous screen.

21. The success message of party preference creation appears.
Click OK to complete the transaction.

5.3 Party Preferences- View

Administrator user is directed to Party Preference — View screen if preference for the party is
already maintained. Preferences set for the party will be displayed on the screen.
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To view party preferences of party:

1. Inthe Party Id field, enter the party ID whose party preferences you want to view.
OR
In the Party Name field, enter the name of the party whose party preferences you want to
view.

2. Click Search.
The party preference maintained for the party ID appears based on the entered search
parameters.
OR
Click Clear to reset the details.
OR
Click Cancel to cancel the transaction and navigate the user back to Dashboard.

3. Click the link under the Party ID column.
The search result according to the search criteria appears.

Party Preferences- View

Syslem Adminislrator ATM & Branch Localor English ~ UBS OBPM 14.4 HEL Branch

= @ futura bank Search Q o @ Welcome, Administrator User «,

Lastlogin 7/21/22, T1:18 AM

Party Preferences

Details
a
party ID 000021 -
Note
Parly Name Sean Jiminez Hayes

Group Corporale

Grace Period

Grace Period Fxpiry Alert
Alert On Transaction Expiry
Channel Access

Forex Deal Creation

Cumulative Limits
Touch Points / Group
61OBAI

User Limits

Touch Peints / Group

GLOBAL

001102:Digital Solutions Ltd View Linked Parties
30 Days
Days

No

Package

MustuGlobalLP

Package

MustuGlobalLP

User can search a party for which user
preferences are to be viewed or edited.
Parties can have different accesses, daily
and cumulative limits and approval
patterns. The limit packages mapped can
also be accessed.

Copyright © 2006, 2020, Oracle andfor s aifliales, All ights reserved | Securtyinformation| Terms and Conditions
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Field Description

Field Name

Party ID

Party Name

Group Corporate

View Linked Parties

Grace Period

Grace Period Expiry Alert

Occurrence

Alert on Transaction Expiry

Approval Flow

Channel Access

Party Preferences

Description

Party ID for which the party preference to be maintained.

Party Name of a party for which the party preference to be
maintained.

Group Corporate ID and Name with which the Corporate Party is
mapped

Click on the link to view the linked parties under the selected
Group Corporate.

Provision of time period is made to allow user to approve the
transaction after the actual due date.

Note: The tooltip with information will appear on
dashboard in the Pending_for_Approvals section only
when the user hovers on grace period.

Displays the days prior to Grace Period Expiry ,to alert Maker
and Approver regarding transaction approval expiry period.

Displays the alert preference set is recurring or needs to be sent
once.

Displays the alert is required to be sent on the transaction expiry
date or not.

The approval type for the party.
The options are:

e Sequential

e Parallel

e No Approval

Whether users associated with a party can start transacting
through the channel.

The options are:

e Enable : Allows bank administrator to enable the party
for channel access

e Disable: Allows bank administrator to disable the party
for channel access
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Field Name Description

Forex Deal Creation Whether users associated with a party can create forex deals.
The options are:

e Enable: If this option is enabled, corporate user
associated with this party can create forex deals.

e Disable: If this option is disabled, corporate user
associated with this party cannot create forex deals.

Corporate Administrator This is to enable a corporate to have r corporate administrator
Facility facility. Only if this facility is enabled, a corporate administrator
user can be created for that party.

The options are:
e Enable

e Disable
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Party Preferences

This field only gets enabled if the user has selected Corporate
Admin facility as ‘enabled’ in the previous field.

Corporate administrator will be able to onboard, modify, reset
password, enable/disable user ID and grant/deny channel
access (using User Management screen) only for the users
having the roles assigned in this field.

Corporate Administrator will be able to view the details of all the
users using User Management screen) associated to his party
irrespective of the roles assigned here .

The options are:

Corporate Admin Maker — If this is selected, corporate
administrator will be able to onboard a user in
corporate admin maker role.

Corporate Admin Checker — If this is selected,
corporate administrator will be able to onboard a user
in corporate admin checker role.

Maker — If this is selected, corporate administrator will
be able to onboard a user in corporate maker role.

Checker — If this is selected, corporate administrator
will be able to onboard a user in corporate maker role.

Viewer — If this is selected, corporate administrator will
be able to onboard a user in corporate viewer role.

For Non Customer Corporate, the options are:

Non Customer Corporate Admin Maker — If this is
selected, non-customer corporate administrator will be
able to onboard a user in non-customer corporate
admin maker role.

Non Customer Corporate Admin Checker — If this is
selected, non-customer corporate administrator will be
able to onboard a user in corporate non-customer
admin checker role.

Non Customer Corporate Maker — If this is selected,
non-customer corporate administrator will be able to
onboard a user in corporate maker role.

Non Customer Corporate non-customer Checker — If
this is selected, corporate administrator will be able to
onboard a user in non-customer corporate maker role.

Non Customer Corporate Viewer — If this is selected,
corporate administrator will be able to onboard a user
in non-customer corporate viewer role.

Note: If a non customer corporate is being onboarded
then bank admin should select the non customer
corporate roles.
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Field Name Description

Cumulative Limit

It allows Bank Administrator to map customer cumulative daily limits (CCL) to the party. All the
touch points and touch point groups maintained the system are listed on the screen. Administrator
needs to ensure that the relevant packages are mapped to all the touch points/groups accessible
by the party users. Also an option is provided to map the limit package at Global level (a group
created with all internal and external touch points).

All the touch points and touch point groups maintained in the system are listed under each entity.
Packages can be mapped for each touch point and for a group.

Touch Points/ Group Name of touch points/ groups maintained under a specific entity
for which the limit packages are to be mapped.

Package List of the packages available for mapping to touch points/ group
are listed here. Limit packages maintained for the selected touch
point will get here.

User Limits

This field allows the Bank Administrator to map customer user level limits (CUL) to the party. All
the touch points and touch point groups maintained the system are listed on the screen.
Administrator needs to ensure that the relevant packages are mapped to all the touch
points/groups accessible by the selected party users. Also an option is provided to map the limit
package at Global level (a group created with all internal and external touch points).

Touch Points/ Group Name of touch points/group maintained under a specific entity
for which the user limit packages are to be mapped.

Package List of the packages available for mapping to touch points/ group
are listed

4. Click Edit to edit the party preferences.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate to previous screen.
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Party Preferences

Party Preferences - Edit

Administrator can edit the party preferences maintained for a party.

To edit the customer preferences:

1.

In the Party Id field, enter the party ID whose party preferences you want to view.

OR

In the Party Name field, enter the name of the party whose party preferences you want to
view.

Click Search.

The party preference maintained for the party ID appears based on the entered search
parameters.

OR

Click Clear to reset the details.

OR
Click Cancel to cancel the transaction and navigate the user back to Dashboard.

Click Edit to edit the party preferences.
The Details screen appears along with the party ID.
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Party Preferences Maintenance — Modify
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Field Description

Field Name
Edit

Party ID

Party Name

Map to Group Corporate

Group Corporate

View Linked Parties

Details

Grace Period

Grace Period Expiry Alert

Party Preferences

Description

Party ID for which the party preference to be edited will be
displayed.

Party Name of a party for which the party preference to be edited
will be displayed.

Select this to map corporate party with Group Corporate.
Note :

e Existing — Click this to map with existing Group Corporate
maintained within system

e New —Click this to map corporate party with new Group
Corporate

Group Corporate ID and Its Name with which Corporate Party is
mapped.

Click on the link to view the linked parties under the selected Group
Corporate.

Refer View Linked Parties Under Group Corporate section under
the Group Corporate On boarding transaction for more details.

Provision of certain period of time is made to allow user to approve
the transaction after the actual due date.

Note: The tooltip with information will appear on dashboard
in the Pending_for_Approvals section only when the user
hovers on grace period.

Enter the days prior to Grace Period Expiry, to alert Maker and
Approver regarding transaction approval expiry period.

Note:

1) The value entered in this field should be less than the
value entered in Grace Period field.

2) If there is no Grace Period present, then this will not get
enabled.
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Field Name

Occurrence

Alert on Transaction
Expiry

File Encryption Key

Approval Flow

Party Preferences

Description

Specify the alert preference.

The options are:

Recurring- an alert will be sent in a row before the grace
period expiry date or until the transaction is approved
(whichever is earlier) .

One Time- an alert would be sent only once with respect
to value set in Grace Period

Note:

1) The field will become 'Conditional Mandatory' if the user
inputs value in the Grace Period Expiry Alert field.
2) If there is no Grace Period present, then this will not get
enabled.

Specify if the alert is required to be sent on the Transaction Expiry

Date.

The options are:

Yes
No

Note:

1) The field will become 'Conditional Mandatory' if the user
inputs value in the Grace Period Expiry Alert field.
2) If there is no Grace Period present, then this will not get
enabled.

File Encryption key is the unique key provided to the corporate for
encrypting/decrypting the bulk files that he is uploading.

The approval type for the party.

The options are:

Sequential
Parallel

No Approval
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Field Name Description

Channel Access Whether users associated with a party can start transacting through
internet and mobile banking.

The options are:

e Enable : Allows bank administrator to enable the party for
application channel access

e Disable: Allows bank administrator to disable the party for
application channel access

Forex Deal Creation Whether users associated with a party can create forex deals.
The options are:

e Enable : Allows bank administrator to enable the party for
forex deals

e Disable: Allows bank administrator to disable the party for
forex deals

Corporate Administrator  This is to enable a corporate to have their corporate administrator
Facility facility. Only if this facility is enabled, a corporate administrator type
of user can be created under a party in editable form.

The options are:
e Enable

e Disable
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Party Preferences

This field only gets enabled if the user has selected Corporate
Admin facility as ‘enabled’ in the previous field.

Select the roles for which the corporate administrator can onboard
the new users. Corporate administrator will be able to onboard,
modify, reset password, enable/disable user ID and grant/deny
channel access (using User Management screen) only for the users
having the roles assigned in this field.

Corporate Administrator will be able to view the details of all the
users using User Management screen) associated to his party
irrespective of the roles assigned here.

The options are:

e Corporate Admin Maker — If this is selected, corporate
administrator will be able to onboard a user in corporate
admin maker role.

e Corporate Admin Checker — If this is selected, corporate
administrator will be able to onboard a user in corporate
admin checker role.

e Maker — If this is selected, corporate administrator will be
able to onboard a user in corporate maker role.

e Checker — If this is selected, corporate administrator will
be able to onboard a user in corporate maker role.

o Viewer — If this is selected, corporate administrator will be
able to onboard a user in corporate viewer role.

For Non Customer Corporate, the options are:

e Non Customer Corporate Admin Maker — If this is
selected, non-customer corporate administrator will be
able to onboard a user in non-customer corporate admin
maker role.

e Non Customer Corporate Admin Checker — If this is
selected, non-customer corporate administrator will be
able to onboard a user in corporate non-customer admin
checker role.

o Non Customer Corporate Maker — If this is selected, non-
customer corporate administrator will be able to onboard a
user in corporate maker role.

¢ Non Customer Corporate non-customer Checker — If this
is selected, corporate administrator will be able to onboard
a user in non-customer corporate maker role.

e Non Customer Corporate Viewer — If this is selected,
corporate administrator will be able to onboard a user in
non-customer corporate viewer role.

Note: If a non customer corporate is being onboarded then
bank admin should select the non customer corporate roles.
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Field Name Description

Cumulative Daily Limit

Name of the limit package defined. It allows Bank Administrator to map cumulative level limits to
the party. All the limit packages maintained are listed. The cumulative limit set for the touch point
/ group. In case of multi entity set up, limit packages needs to be mapped at each entity level.

Touch Points/ Group Name of touch points/ groups under a specific entity to whom the
limit packages are to be mapped.

Package List of the packages which are to be mapped to touch points/
groups. Only limit packages maintained for the selected touch
point will get here.

User Limits

Name of the limit package. It allows mapping user level limits to the party. All the limit packages
maintained are listed. The user limit set for the touch point / group. In case of multi entity set up,
limit packages needs to be mapped at each entity level.

Touch Points/ Group Name of touch points/ groups under a specific entity to whom the
user limit packages are to be mapped.

Package List of the packages which are to be mapped to touch points/
groups. Only user limit packages maintained for the selected
touch point will get here.

4. Admin can map a party to an existing Group Corporate or can create a by providing a new
Group Corporate name:

For creating a new Group Corporate ID,

Admin will provide a Group Corporate name and click on ‘check availability’ to check if the
Group Corporate name entered is available in the application (as the name has to be unique).
If the Group Corporate name is available, admin can click on save and system will show the
Group corporate ID and name on the screen.

OR

Admin can search an existing Group Corporate ID with the help of search panel provided to
map with corporate party

Note : If Group Corporate flag is set as ‘On’ in system rules then ,
e |tis mandatory to map a Group Corporate ID In Party Preferences

e Evenifitis a single party onboarding , it has to be mapped to a Group Corporate
ID

In the Grace Period field, enter the number of grace period.

In the Grace Period Alert field, enter the days prior to Grace Period Expiry, to alert Maker
and Approver regarding transaction approval expiry period.

7. Inthe Occurrence field, specify the alert preference.
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8. Inthe Alert On Transaction Expiry field, specify whether to sent alert on the transaction
expiry date or not.

9. Inthe File Encryption Key field, enter the unique File Encryption key provided to the
corporate for encrypting/decrypting the bulk files that he is uploading.

10. Inthe Approval Flow field, select the appropriate option.

11. Inthe Channel Access field, select the appropriate option.

12. Inthe Forex Deal Creation field, select the appropriate option.

13. From the Enable for Corporate Administrator list, select the appropriate option.
14. From the Cumulative Daily Limits list, select the appropriate option.

15. From the User Limit list, select the appropriate option.

G
Note: Click to refresh the option.

16. click (D to view the details of touch points group. The View Details popup window
appears.

View Details - Touch Point Group

Maker ™ ATM/Branch English ™ UBS 14.3 AT3 Branch

View Details

Group Code 001

Group Internal Access Point Group for All

Description

Touch Point

Group Type

Touch Internal

Points Mabile Application
Mobile (Responsive)
Internet
Siri/Chatbot

APl Access

Field Description

Field Name Description
Group Code Group code defined for touch point group.
Group Description Group description defined for touch point groups.
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Field Name Description

Touch Point / Group Type of touch point i.e. whether touch point is of type internal or
Type external.

Touch Points List of the internal or external touch points.

17. Click Save to save Party Preference. User is directed to the Party Preference - Review
page post necessary validations.
OR
Click Back to navigate to previous screen.
OR
Click Cancel to cancel the transaction and navigate back to Dashboard.

18. The Review screen appears. Verify the details, and click Confirm.
OR
Click Edit to make the changes if any.
OR
Click Cancel to cancel the transaction and navigate back to Dashboard.

19. The success message of updation appears.
Click OK to complete the transaction.

FAQ

What is sequential type of approval flow?

Under Sequential approval flow, the approval can be done only in the sequence as mentioned in
approval workflow. So, at the 1st level of approval, users/user groups who are assigned to authorize
only can view and approve the transaction. After the transaction is approved by level 1 user,
users/user groups having rights for 2nd level of approval will be able to view and authorize the
transaction. The transaction is marked as approved only after the user at the last level
approves/authorizes it.

What is Parallel type of approval flow?
It is “Non-Sequential” type of approval flow which doesn’t follow any specific sequence. Any user
(who is part of the approval flow) from any approval level can pick up the transaction/maintenance

and approve it. The transaction/maintenance is marked as approved if one user from each approval
level (as configured) has approved/authorized the transaction.

What is cumulative daily limit package?
This limit package acts as a cumulative limit for all users of a party and is utilized as and when any

user authorizes the transaction as a final approver. The daily limit per transaction and number of
transactions allowed limit is checked and updated against the cumulative limit set.

What is User limit package?
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This limit package is applicable for all users of the party (Users to whom this party ID is mapped as
primary Party ID). This package will be overridden by User level limits package, if defined, at User
level in User Management screen.

5. Can administrator delete Party Preference?

No, party preference cannot be deleted but can be disabled.

6. If | change the approval type from sequential to parallel or vice versa, what happens to the
in-flight transactions/maintenances?

Edited approval type is applicable for new transactions initiated post modification. Previously
initiated transactions (in flight transactions/maintenances) which are pending approval will follow an
approval type which was applied at the time of transaction initiation.

7. Ifleditthe ‘Allowed Roles field’ and remove one of the options supported earlier, what impact
will it have to the existing users on-boarded on that role?

If the Bank administrator edits and removes the roles mapped as ‘Allowed Roles’., the removed role
will not be available to corporate administrator while creating new user and editing existing user. Old
users whom the role is already mapped will continue to get the privileges.

8. Can | edit the limit packages? How does it impact the transactions?
Yes, new limit package can be mapped for party. Limits get applied from an immediate effect if the

effective date is less than or equal to current date. And if the effective date is future date, the limit
package will be applied from the date available in the package.

9. Isit mandatory to map packages for all the touch points and groups available under each
entity?

Mapping the limit package (CCL) for global is mandatory. However the mapping limit packages
(CCL) for each touch point and for all groups is hot mandatory. Whereas, administrator needs to
operationally ensure that packages are mapped to the relevant touch point/groups which are
accessible by the party users.

In case of customer user limit packages (CUL), if the package will be overridden by User level limits

package, if defined, at User Maintenance. Or packages maintained for a user segment at system
rules will be applicable if not package mapping is not defined at user or party level.

10. Can I manually define Global touch point group?

No, Touch Point — Global is nothing but a group of all internal and external touch points available
in the application. This group cannot be maintained manually.

Home
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6. Merchant Management

Merchant Onboarding facilitates the system administrator to set up and maintain merchants using
the channel banking platform. This, in turn, enables the users to initiate merchant based payments
using the channel banking facility. This is also helpful in maintaining merchant which will act as a
payment aggregator for sourcing funds from external sources to the wallet account.

Using this option, the system administrator can create and maintain merchant details in the
application. Administrators can map the CASA account of the merchant, to enable the merchant
payments. The system administrator can also select the required remittance type to be mapped for
the merchant payments while creating a merchant.

The remittance type can be:

Outward

Inward

Pre-requisites

Transaction access is provided to the System Administrator
Approval rule set up for System Administrator to perform the actions
Checksum type and checksum algorithm is maintained

Enterprise roles are maintained in the application

Merchant’s account is maintained in the host system

Workflow

Systermn Administrator

fg’ Access Merchant
U Onboarding Edit Merchant
Details

Create Merchant I

Search Merchant |—ﬁ Vlew.Merchant
Details

Delete
Merchant

Features Supported In Application

The following features are available for merchant maintenance:

Create Merchant
View Merchant Details
Edit Merchant details

Delete Merchant
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6.1

Merchant Management

How to reach here:

System Administrator Dashboard > Onboarding > Merchant Onboarding > Merchant
Management

OR

System/ Bank Administrator Dashboard > Toggle Menu > Menu > Onboarding > Merchant
Management

Merchant Management — Search

From this screen, the administrator is able to search existing merchant maintenances based on the
search parameters provided. On being displayed the search results based on the search criteria
defined, the administrator is able to view the details of any merchant maintenance by selecting a
record.

To search merchant:

1. Navigate to the Merchant Management screen.

Search Merchant

Maker ATM/Branch English % UBS 14.3 AT3 Branch
= Welcome, Leo Thomas
= ([@futura bank Q=D Welcome LeoThomas .,

Last login 071 May 08:55 PM

Merchant Management

Note
Search Cancel Clear

Hey. | am here to help if you
need it!

Copyright ® 2006, 2020, Oracle and/or its affiliates. All rights reserved. | Security Information | Terms and Conditions

Field Description

Field Name Description

Merchant Id Enter the unique ID of the merchant whose details you want to view.
Merchant Enter the description of the merchant whose details you want to view.
Description
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2. Inthe Merchant Id field, enter the unique id of the merchant.

OR

Merchant Management

In the Merchant Description field, enter the description of the merchant.

3. Click Search. The Merchant Management screen with search results appears based on the
search parameters.

OR

Click Clear, if you want to reset the search parameters.

OR

Click Cancel, if you want to cancel the transaction.

OR

Click Create to create another merchant maintenance.

Merchant Management - Search Results

= (@futura bank

Merchant Management

merchant

Merchant Id
00013
00014
12345500

Field Description
Field Name

Merchant Id

Merchant
Description

Search Results

Maker

Merchant Description
Merchant 1

Merchant 2

Merchant 3

[]

Copyright © 2006, 2020, Oracle and/or its affiliates. All rights reserved. | Security Information | Terms and Conditions

Description

ATM/Branch

English UBS 14.3 AT3 Branch

Q oD

me, Leo Thomas
Last login 01 May 08:55 PM

Note

Thro

s function you can

Hey. | am here to help if you ‘
need it!

The facility to search for a specific merchant maintenance record on the
basis of the unique ID/key assigned to the merchant by the bank.

The facility to search for a specific merchant maintenance based on the

description of the merchant.

The following details are displayed per merchant record which are retrieved based on the
search criteria identified in the fields defined above.
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Field Name Description

Merchant Id The unique ID/key assigned to the specific merchant by the bank.
Merchant The description of the merchant corresponding to the merchant Id.
Description

4. To view the details of a specific merchant, click the record. The Merchant Management -
View screen appears.
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6.2 Merchant Management — Qutward Remittance

Outward remittance involves the transfer of money from the merchant’s accounts to other accounts
through various channels. The Merchant Management screen allows the system administrator to
view, create, edit and delete the merchant details.

6.2.1 Merchant Management — Qutward Remittance — View

On selecting a specific merchant record by clicking on the link provided on the merchant
description, the screen displaying the details of the selected merchant is displayed.

Merchant Management — View

ATM/Branch English UBS 14.3 AT3 Branch ™
= i futura bank QAR Welcome Leo Thomas v
Merchant Management

Remittance Type

s

i

Accounts Merchant Onboarding

Credit Account Details

AT30424700017

Service Charge Account Detalls

Response Redirections

Checksum Details

Copyright ® 2006, 2020, Oracle and/or its affiiates. All ights reserved. | Security Information | Terms and Conditions

Field Description
Field Name Description

Remittance Type The type or remittance mapped to the merchant.
The remittance type can be:
e Outward

e Inward
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Field Name

Merchant Id

Merchant Description

QR Code

Accounts
Credit Account Details

Account Type

Account Number
Service Charge Account Details

Define another account for service
charge

Account Type

Account Number

Default customer’s debit account
number as request parameter

Response Redirections

Success URL

Failure URL

Checksum Details

Merchant Management

Description

The unique ID/key assigned to the merchant by the
bank.

The description of the merchant.

Click the QR code link to view the QR code assigned to
the merchant.

The type of account associated with the merchant, e.g.
CASA.

The merchant’s account number.

This checkbox is selected if the merchant has another
account defined for service charge.

The service charge account type associated with the
merchant e.g. CASA account.

This field appears if Define Account number for
service charge check box is selected.

The merchant’s account number.

This field appears if Define Account number for
service charge check box is selected.

This check box is selected if the customer’s debit
account number is defaulted as request parameter.

The URL for sending the response of the transaction if
it is a successful transaction.

The URL for sending the dynamic response of the
transaction if it is a failed transaction.
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Field Name Description

Checksum Type The checksum type.
Checksum Algorithm The checksum algorithm.
Security Key Input the security key.

Field will be displayed if a value is selected in
checksum algorithm.

1. Click the QR Code link to view the QR Code of the merchant. A pop-up screen with QR code
appears. You can also download the QR Code so as to send it to the merchant through
offline mode.

2. Click Edit to edit merchant details. The user is directed to the Merchant Management - Edit
screen.
OR
Click Back to navigate to the previous screen.
OR
Click Cancel to cancel the transaction.

OR

Click Delete to delete the merchant maintenance.
QR code
The QR code is displayed if the system administrator clicks on the QR code link on the Merchant

Maintenance details screen. The administrator is provided with the facility to download the QR code
S0 as to send it to the merchant through any offline mode.

OR Cods

3. Click T to download the QR Code image of the merchant.
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6.2.2 Merchant Management — Qutward Remittance — Create Merchant

The system administrator can create a new merchant so that the bank’s customers can make
payments to the merchant using channel banking or by scanning the QR code of the Merchant
without entering merchant account details. The QR code is generated once the merchant is created
by the bank administrator.

To create a merchant:

1. Inthe Merchant Maintenance screen, click Create. The Merchant Management — Create
screen appears.

Create Merchant

ATM/Branch English UBS 14.3 AT3 Branch

= (®@futura bank Q  AED Welcome, Leo Thomas «,

Last login 01 May 08:55 PM

Merchant Management

Outward Remittance

Accounts

unt Details

Current and Savings

AT30424700017

Response Redirections

https:/fwww.futurabank com/success
ure URL hitps://www futurabank.com/failure
Checksum Details
T None
None

Copyright & 2006, 2020, Oracle andor its affliates. All ights reserved. | Security Information | Terms and Conditions

68 ORACLE



Merchant Management

Field Description

Field Name Description

Select Remittance Type The type or remittance to be mapped to the merchant.
The remittance type can be:
e Outward Remittance
e Inward Remittance

Merchant Id Specify a unique ID by which the merchant will be
identified.

Merchant Description Enter a description of the merchant.

Accounts

Credit Account Details

Account Type Specify the type of account i.e. GL or CASA account,
associated with the merchant.

Account Number Specify the merchant’s credit account number.
Service Charge Account Details

Define another account for service The option to define another account of the merchant.
charge

Account Type Select the type of service charge account being
added e.g. CASA account.

This field appears if you select the Define another
Account for service charge check box.

Account Number Enter the merchant’s service charge account number
to be added.
This field appears if only if you select the Define
another Account for service charge check box.

Default customer’s debit account Select this box to enable defaulting of the customers
number as request parameter debit account number from request parameter.

Response Redirections

Success URL Specify the URL for sending the response of the
transaction if it is a successful transaction.
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Field Name Description

Failure URL Specify the URL for sending the response of the
transaction if it is a failed transaction.

Checksum Details

Checksum Type Specify the checksum type.
Checksum Algorithm Specify the checksum algorithm.
Security Key Input the security key.

This field appears if a value is selected in checksum
algorithm.

2. Inthe Merchant Id field, enter the ID of the merchant.
In the Merchant Description field, enter the description of the merchant.

4. From the Account Type list under the section Credit Account Details, select the
appropriate account type.

5. Inthe Account Number field, enter the account number of the merchant corresponding to
the account type selected.

6. Inthe Response Redirections section, enter the valid URL in the Success URL field.
7. Inthe Response Redirections section, enter the valid URL in the Failure URL field.

8. Click Save to save the Merchant details.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate to the previous screen.

9. The Review screen appears, verify the details and click Confirm to confirm the details.
OR
Click Edit to make changes if any.
The administrator is directed to Merchant Management — Create screen with values in
editable form.
OR
Click Cancel to cancel the operation and to navigate back to ‘Dashboard’.

10. The success message appears along with the status of the transaction. Click Done.

Merchant Management — OQutward Remittance — Edit

The system administrator can edit the details of any merchant maintained in the application. In
order to edit the details of any merchant, the user must select the Edit option provided on
Merchant Maintenance — View (details) page of the specific merchant.
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To edit a merchant:

1.

Navigate to the Merchant Management screen and in the Merchant Id field, enter the
unique id of the merchant whose details you want to edit.

OR

In the Merchant Description field, enter the description of the merchant whose details you
want to edit.

Click Search. The search results appear based on the search parameters defined.
glli:ik Clear, if you want to reset the search parameters.

glik Cancel, if you want to cancel the transaction.

gl?ck Create to create a new merchant maintenance.

Select the merchant record of which details you want to edit, by selecting the link provided on
the merchant description. The Merchant Management — View screen appears.

Click the Edit option available on the Merchant Management— View screen to edit merchant
details. The administrator is directed to the Merchant Management - Edit screen.

Merchant Management — Outward Remittance - Edit

= pfutura bank Q v

ATM/Branch English UBS 14.2 AT3 Branch

NP

T

Merchant Onboarding

Outward Remittance

Accounts

ount Details

Current and Savings

AT30424700017

Response Redirections

Checksum Details
sum Type None

None
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Field Description
Field Name Description

Select Remittance Type The type or remittance mapped to the merchant.
The remittance type can be:
e Outward Remittance
e Inward Remittance

Merchant Id The unique ID assigned to the merchant by the bank.

This field cannot be edited.
Merchant Description The description of the merchant. This field is editable.
Accounts
Credit Account Details

Account Type The type of account associated with the merchant, e.g.
CASA. This field is editable.

Account Number The merchant’s credit account number.
This field is editable.

Service Charge Account Details

Define another account for This check box is checked if the merchant has another
service charge account defined for service charge. This field is editable.
Account Type The service charge account type associated with the

merchant e.g. CASA account. This field is editable.

This field appears if Define Account number for
service charge check box is selected.

Account Number The merchant’s credit account number. This field is
editable.

This field appears if Define Account number for
service charge check box is selected.

Default customer’s debit This checkbox is checked if the customer’s debit
account number as request account number is defaulted as request parameter.
parameter

This field is editable.

Response Redirections
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Field Name Description

Success URL The URL for sending the response of the transaction if it
is a successful transaction.

Failure URL The URL for sending the response of the transaction if
it is a failed transaction.

Checksum Details

Checksum Type The checksum type. This field is editable.
Checksum Algorithm The checksum algorithm. This field is editable.
Security Key Input the security key. This field is editable.

This field appears only if a value is selected in
checksum algorithm.

4. Update the required fields, click Save to save the changes.
OR
Click Cancel to cancel edit of the merchant maintenance.
OR
Click Back to navigate to the previous screen.

5. The Review screen appears, verify the details and click Confirm to confirm the details.
OR
Click Edit to make the changes if any.
The administrator is directed to Merchant Management — Edit screen with all values (other
than Merchant ID) in editable form.
OR
Click Cancel to cancel the operation and navigate back to ‘Dashboard’.

6. The success message appears along with the status of the transaction. Click Done.

Merchant Management — Inward Remittance

Inward remittance refers to money being received to merchant's account/s from the various
channels.

Using this maintenance System/Bank administrator can save the details of Payment aggregator
which will act as a medium for transferring the funds to user’s wallet account from the external
source (Credit card/ Debit card/ Net banking). The Merchant Management screen allows the
system administrator to view, create, edit and delete the inward merchant details.
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6.3.1 Merchant Management — Inward Remittance — View

On selecting a specific merchant record by clicking on the link provided on the merchant
description, the screen displaying the details of the selected inward remittance merchant is

displayed.

Merchant Management — Inward Remittance — View

ATM/Branch English UBS 14.3 AT3 Branch V'

= lI'Dfutura bank @ oD .\.\jeua login 01 May 0 D)ag ~

Merchant Management

Remittance Type

NP3

i

Merchant Onboarding

Accounts

ccount Details

AT30424700017

Response Redirections

Checksum Details

m sack
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Field Description
Field Name Description

Remittance Type The type or remittance mapped to the merchant.

The remittance type can be:

e Outward
e Inward
Merchant Id The unique ID/key assigned to the merchant by the bank.
Merchant The description of the merchant.
Description
Accounts
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Field Name Description

Debit Account Details

Account Type The type of account associated with the merchant, Only CASA type of
accounts are supported.

Account Number The merchant’s account number.
Response Redirections

Redirection URL  The URL for sending the response of the transaction for redirection.

Success URL The URL for sending the response of the transaction if itis a successful
transaction.

Failure URL The URL for sending the response of the transaction if it is a failed
transaction.

Checksum Details

Checksum Type The checksum type.

Checksum The checksum algorithm.
Algorithm
Security Key Input the security key.

Field will be displayed if a value is selected in checksum algorithm.

7. Click Edit to edit merchant details. The user is directed to the Merchant Management - Edit
screen.
OR
Click Back to navigate to the previous screen.
OR
Click Cancel to cancel the transaction.

OR

Click Delete to delete the merchant maintenance.
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6.3.2 Merchant Management — Inward Remittance — Create Merchant

The system administrator can create a new inward remittance merchant so that the bank’s
customers can receive payments in their wallet using the merchant ( payment aggregator) using
channel banking.

To create a merchant:

1. Inthe Merchant Maintenance screen, click Create. The Merchant Management — Create
screen appears.

Create Merchant — Inward Remittance

ATM/Branch English ' UBS 14.3 AT3 Branch
= Welcome, Leo Thomas
= (@futura bank QoA wegame e Thamas

Merchant Management
NP
[~

Remitiznce @ Inward Remittance

nward Remittance

Accounts -
details of the

ccount Details the maintenance

Cred

Current and Savings

AT30424700017

www.redirection.com

Success UR www success.com

www.failure.com

Checksum Details
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Field Description

Field Name Description

Select Remittance The type or remittance to be mapped to the merchant.
Type The remittance type can be:
e Outward Remittance

¢ Inward Remittance

Merchant Id Specify a unique ID by which the merchant will be identified.
Merchant Enter a description of the merchant.

Description

Accounts

Debit Account Details

Account Type Specify the type of account associated with the merchant, Only CASA
type of accounts are supported.

Account Number  Specify the merchant’s credit account number.

URL

Redirection URL Specify the URL for sending the response of the transaction for
redirection.

Success URL Specify the URL for sending the response of the transaction if it is a
successful transaction.

Failure URL Specify the URL for sending the response of the transaction if it is a

failed transaction.
Checksum Details

Checksum Type Specify the checksum type.

Checksum Specify the checksum algorithm.
Algorithm
Security Key Input the security key.

This field appears if a value is selected in checksum algorithm.
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10.

11.

Merchant Management

In the Merchant Id field, enter the ID of the merchant.
In the Merchant Description field, enter the description of the merchant.

From the Account Type list under the section Account Details, select the appropriate
account type.

In the Account Number field, enter the account number of the merchant corresponding to
the account type selected.

In the Redirection URL field, enter the valid URL.
In the Success URL field, enter the valid URL.
In the Failure URL field, enter the valid URL.

Click Save to save the Merchant details.

OR

Click Cancel to cancel the transaction.

OR

Click Back to navigate to the previous screen.

The Review screen appears, verify the details and click Confirm to confirm the details.
OR

Click Edit to make changes if any.

The administrator is directed to Merchant Management — Create screen with values in
editable form.

OR

Click Cancel to cancel the operation and to navigate back to ‘Dashboard’.

The success message appears along with the status of the transaction. Click Done.

Merchant Management — Inward Remittance — Edit

The system administrator can edit the details of any inward remittance merchant maintained in
the application. In order to edit the details of any merchant, the user must select the Edit option
provided on Merchant Maintenance — View (details) page of the specific merchant.

To edit a merchant:

1.

3.

Navigate to the Merchant Management screen and in the Merchant Id field, enter the
unique id of the merchant whose details you want to edit.

OR

In the Merchant Description field, enter the description of the merchant whose details you
want to edit.

Click Search. The search results appear based on the search parameters defined.
OR

Click Clear, if you want to reset the search parameters.

OR

Click Cancel, if you want to cancel the transaction.

OR
Click Create to create a new merchant maintenance.

Select the merchant record of which details you want to edit, by selecting the link provided on
the merchant description. The Merchant Management — View screen appears.
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4. Click the Edit option available on the Merchant Management— View screen to edit merchant
details. The administrator is directed to the Merchant Management - Edit screen.

Merchant Management — Inward Remittance - Edit

ATM/Branch English ™ UBS 14.3 AT3 Branch

= ([@futura bank

Merchant Management

Remittznce @ Inward Remittance

Wlerchant Descriptio Inward Remittance

Accounts

ount Details

Current and Savings

nt Number AT30424700017

Redirction URL www.redirection.com

ess URL WWW.SUCCeSS.com

Failurs URL www failure com

ecksum T None
Copyright & 2006, 2020, Oracle and/or its affiliates. All rights reserved. | Security Infarmation | Terms and Conditions
Field Description
Field Name Description
Select The type or remittance mapped to the merchant.

Remittance TYPE 1y remittance type can be:

e Qutward Remittance

e Inward Remittance
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Field Name Description

Merchant Id The unique ID assigned to the merchant by the bank.

This field cannot be edited.

Merchant The description of the merchant. This field is editable.
Description

Accounts
Debit Account Details

Account Type The type of account associated with the merchant, Only CASA type of
accounts are supported. This field is editable.

Account Number The merchant’s credit account number.
This field is editable.

URL

Redirection URL The URL for sending the response of the transaction for redirection.

Success URL The URL for sending the response of the transaction if it is a successful
transaction.

Failure URL The URL for sending the response of the transaction if it is a failed
transaction.

Checksum Details

Checksum Type The checksum type. This field is editable.

Checksum The checksum algorithm. This field is editable.
Algorithm
Security Key Input the security key. This field is editable.

This field appears only if a value is selected in checksum algorithm.

5. Update the required fields, click Save to save the changes.
OR
Click Cancel to cancel edit of the merchant maintenance.
OR
Click Back to navigate to the previous screen.

6. The Review screen appears, verify the details and click Confirm to confirm the details.
OR
Click Edit to make the changes if any.
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The administrator is directed to Merchant Management — Edit screen with all values (other
than Merchant ID) in editable form.

OR

Click Cancel to cancel the operation and navigate back to ‘Dashboard’.

The success message appears along with the status of the transaction. Click Done.

Merchant Management - Delete

The System administrator can delete any merchant maintained in the application.

To delete a merchant:

1.

o &

Navigate to the Merchant Management screen and in the Merchant Id field, enter the
unique ID of the merchant whose maintenance you want to delete

OR

In the Merchant Description field, enter the description of the merchant whose maintenance
you want to delete.

Click Search. The search results appear based on the search parameters defined.
OR

Click Clear, if you want to reset the search parameters.

OR

Click Cancel, if you want to cancel the transaction.

OR
Click Create to create a new merchant maintenance.

Select the merchant record whose maintenance you want to delete, by selecting the link
provided on the merchant description. The Merchant Management — View screen appears.

Click the Delete option available on the Merchant Management — View screen.

The application displays a message asking the applicant to confirm deletion.

Merchant Management - Delete

Delete

Are you sure you want 1o delete merchant 0000347
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6. Click Yes to delete the merchant. A confirmation page appears with a success message and
the status of deletion.
OR
Click No if you do not wish to delete the Merchant Maintenance.

7. Click OK.

FAQ

1. Who can create or edit merchants?

The System administrator can create and edit the merchants.

2. Can | specify the account number which is not held within this Bank?

No, Merchant account number/GL should be of the same bank.

3. When will the newly added merchants be available to customers?

Newly added merchants will be made available to the customers with immediate effect.

4. What is the significance of defining separate account numbers for service charge
account?

Service charges, if applicable, for an online transaction initiated by a customer will be
accounted separately in the merchant’s account number maintained for service charge
credits.

Home
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7. Electronic Bill Presentment and Payment

Electronic bill presentment and payment (EBPP) is a process that enables the billers to create, and
present the bills / invoices online to their customers. This feature also enables the customers/ users
to pay the bills online. The EBPP services are widely used in many areas like utility bill payment,
fund transfer through net banking against various purchases of utility products and services by the
users, payment to service providers, mobile/ DTH bill payment etc.

The main advantage of electronic bill presentment and payment is that users/ customers can pay
their bills anytime quickly and conveniently, which saves lots of time and paper work.

Note: Electronic bill presentment and payment (EBPP) module will work only with third party and
is not yet qualified with UBS.

Home
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7.1 Biller Onboarding

Bank customers initiate bill (utility) payments from their accounts using channel banking facility by
selecting billers maintained by the Bank. Using Biller Onboarding, System Administrators can
create billers. The system administrator also defines payment methods accepted by biller (e.g.
Current and Savings Account, Credit Card, Debit Card etc) while creating a biller, category of the
biller, full address of the biller and location/ area in which the biller operates or provides his services.

System Administrator creates billers, which are then made available to the customers to register
themselves with these billers to receive and pay bills online.

This option allows the System Administrator to search and view the list of existing billers in the
system.

Pre-Requisites
e Transaction access is provided to System Administrator.
e Approval rule set up for System Administrator to perform the actions.

e Billers are maintained in core banking application.

Workflow

Add Biller Category

AccessBiller
—
U Onboarding

System Administrator

Search Billers ‘45{ View Biller ‘Ab{ Edit Biller ‘45{ Delete Biller

Features Supported In Application

This option allows the System Administrator to:
e Search Biller
e Create Biller
e View Biller
o EditBiller
How to reach here:
System/ Bank Administrator Dashboard > Toggle Menu > Menu > Onboarding > Biller
Onboarding

OR
System Administrator Dashboard > Onboarding > Biller Onboarding
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7.1.1 Biller Onboarding - Search

Using this option, System Administrators search the existing billers based on parameters like Biller
ID, Biller Name, Biller Category and Biller Location. The search result displays a list of all biller
types, that is Presentment only, Payment only and Presentment + Payment & Recharge type of
billers.

Biller Onboarding - Search Biller

System Administrator ATM/Branch English UBS 14.3 AT3 Branch ™
= Welcome, Leo Thomas
= (pfutura bank Q. oAD Wepome Leo Thomes v

Biller Onboarding
o°
=
. -

Create and Maintain Biller

JeE

Hey, | am here to help if you
need it!
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Field Description
Field Name Description
Biller Name The name of the biller.
Biller Category The name of the biller category to which the biller belongs.

Biller Location Location of the biller

To search billers:

8. In Biller Name field, enter the name of the biller that is to be searched.
OR
In Biller Category field, enter the category to which the biller belongs.
OR
In Biller Location field, enter the location of the biller.

9. Click Search, to search the billers.
OR
Click Clear if you want to reset the search parameters.
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OR
Click Cancel if you want to cancel the transaction.

Biller Onboarding - Search Result

System Administrator ATM/Branch English UBS 14.3 AT3 Branch

Q oY

= (ipfutura bank

Biller Onboarding

y .l;ﬂ

o
4

Create and Maintain Biller

tand re

Biller Name and Id Biller Category Biller Location
Biller ABC Internet Mumbaj

353

Biller XYZ DTHN Mumba

187

PGR Biller Electricity2 Mumbaj

403

TUV Biller DTHN Mumba

141

Page 1 of 1 (1-40f 4items) EI
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Field Description
Field Name Description
Search Result
Biller Name and Id The name of the biller.
Biller Category The name of the biller category to which the biller belongs.

Biller Location Location of the biller

10. Click Create to create a new biller.
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7.1.2 Biller Onboarding - Create

Using this option, the System Administrator can create a biller with specific labels. System
Administrator defines whether the biller accepts:

Quick Bill Payment( bill payment without customer registration) - for Payment type billers only

Quick Recharge(pre-paid recharge without customer registration) - for Recharge type billers
only

Bill payments past due date- for presentment only type biller
Part bill payment - for presentment only type biller

Excess bill payment - for presentment only type biller

The administrator also defines the various payment methods accepted by the biller like Current and
Savings Account, Credit Card, Debit Card etc. System administrator can also upload image of
biller's logo and sample bill, if available.

To create a biller:

11.

In the Biller Onboarding screen, click Create. The Biller Onboarding - Create screen

appears.
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Create Biller

System Administrator ATM/Branch
= (fpfutura bank
Biller Onboarding
Biller Details
J @
a5 Smith =
-
= Presentment and Payment ~ Create and Maintain Biller
Biller Details
<
usD <
Active N s display
the biller to 1
. s of the Biller
Drag files here  Or Choose Files | No fils chosen o5 business
attribute
on, e: y if the
operates in multiple geographies
000 KB. Upload .JPG and .PNG files only.
B cifications
Biller Logo
Drag files here  Or Choose Files | No file chosen
should nof d JPG and .PNG files o
Payment Terms
This section captures v ns & ch
th ne when customer is paying
Biller Address Whether customer can pay bill after due
date and from where he can pay the bills
coount, Credit or Del
ABC Lane
o New Yark
United States ~
e 98765
Biller Le
Billers Specifications
Note: Biller labels added here will be visible to customer when he is adding the biller and will be appearing the same order as they are
mentioned here.
JsSLabel Alphanumeric N 10 Mandatory

Payment k

w
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Field Description

Field Name

Biller Name

Biller Type

Biller
Category

Biller
Currency

Biller Status

Sample Bill
Image

Biller Logo

Biller Address

Address Line
1to 3

City

State

Electronic Bill Presentment and Payment

Description
The name of the biller.

The option to select hiller type.
The biller type can be:
e Presentment: Biller is of Presentment type
¢ Payment: Biller is of Payment type
e Presentment and Payment: Biller is of Presentment + Payment type

e Recharge: Biller is of Recharge type

Category to which biller belongs, ex: Telecom, Internet etc.

Currency of the biller.

The status of the biller.
The options are:
e Active

e Inactive

The image of the physical bill presented by the biller, which is to be uploaded
by the user.

This helps the user to compare and identify Relationship number fields.

This field appears only for biller types Presentment and Presentment and
Payment.

The biller logo which is to be uploaded by the user. This logo appear as an
icon on the screen after uploading.

Both for biller sample bill and logo JPG & PNG file formats only are
supported.

Address of the biller.

City of the biller.

State of the biller.
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Field Name Description

Country Country of the biller.
PIN/ Zip Code Pin/ Zip code of the biller.

Biller Location of the biller. Location could be City or, Country or State or
Location combination of these values.

Biller Specifications

Biller Label 1 Relationship # 1 that the user has with the biller. This label will be displayed
in customer screens ( ex: Add Biller) to capture customer's unique id with
biller.

The user can select data type, maximum length of the field and whether the
field is mandatory or optional. The Biller Label 1 field is mandatory.

Click the Add Row link to add more relationships of the user with the biller.

The user can add up to 10 rows to define the different biller labels.

Data Type It captures the biller label data types.
The options are:
e Text
e Numeric
e Alphanumeric
e Data

e List of Values- allowed to specify the multiple values in the
corresponding field which will be further made available to the
customer for selection as a part of biller addition.

This attribute is available in Biller Label field.

Max Length ~ The maximum length allowed for the biller label. This attribute is available in
Biller Label field.

Payment Terms and Validations

Account Account number of the biller.
Number
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Field Name Description

Allow Select whether Part Payment, Excess Payment, Late Payment, Quick Bill
Payment and Quick Recharge is allowed by the biller.

The options are:

e Part Payment: The option identifies whether the biller allows bill
payment for an amount less than bill amount.
This option appears for ‘Presentment’ and ‘Presentment and
Payment’ type of biller.

e Excess Payment: The option identifies whether the biller allows
bill payment for amount more than bill amount.
This option appears for ‘Presentment’ and ‘Presentment and
Payment’ type of biller.

e Late Payment: The option identifies whether the biller allows late
bill payment i.e. Payment after due date. This option appears for
‘Presentment’ and ‘Presentment and Payment’ type of biller.

e Quick Bill Payment: The option identifies whether the biller allows
‘Quick bill payment’ i.e. paying the bills without registering the biller.
This option appears for ‘Payment’ and ‘Presentment and
Payment’ type of biller.

e Quick Recharge: The option identifies whether the biller allows
“Quick recharge” i.e. doing recharge transactions without
registering the biller. This option appears for ‘Recharge’ type of

biller.
Payment Select the payment method accepted by the biller.
Methods . :
The options are:
e CASA
e Debit Card

e Credit Card

Auto Payment The number of days before bill due date, when the auto payment will be
Buffer Days triggered by the system.

This field appears for Presentment and Presentment and Payment type of
billers.
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Field Name Description

Validation The type of validation that the biller will employ to validate customers who
Type add the biller for bill payment through channel banking.

The options are:
e Auto
e Offline
e Online

For more information on each validation type, refer the Note on Customer
Validation, at the end of the Biller Onboarding — Create section.

Validation Redirection URL for customer validation.

URL

This field appears if you select the Online option from the Validation Type
field.

Note: Out of the box OBDX does not provide
a. File upload/download for offline validation and
b. Any adapters for online validations

12.
13.
14.
15.
16.
17.

18.
19.
20.
21.
22.

23.

24,
25.

26.

In Biller Name field, enter the name of the biller that is to be searched.
From the Biller Type list, select the appropriate biller type.

From the Biller Category list, select the appropriate option.

From the Biller Currency list, select the appropriate option.

From the Biller Status list, select the appropriate option.

Drag image or click Choose Files to select and upload the Sample Bill Image and Biller Logo
if required.

In the Biller Address section, enter the relevant address details of the biller.

In the Biller Specifications section, enter the Relationship # 1 in the Biller Label 1 field.
Click the Add Row link to add more relationship numbers of the user with the biller.

In Account Number field, enter the account number of the biller.

To enable the Part Payment, Excess Payment, Late Payment, Quick Bill Payment and Quick
Recharge facilities, select the appropriate check boxes depending on the Biller Type.

To enable the payments from current and savings account, debit card or credit card, select
CASA, Debit Card or Credit Card check box.

In the Validation Type field, select the appropriate option.

If you select Online as Validation Type, enter the redirection URL in the Validation URL
field.

Click Save.
OR
Click Cancel to cancel the transaction.
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Electronic Bill Presentment and Payment

OR
Click Back to navigate to the previous page.

27. The Review screen appears. Verify the details, and click Confirm.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate to the previous page.

28. The success message along with the transaction reference number and status appears.
Click OK to complete the transaction.

Note: 1) Bank Administrator can use the ‘Bulk file Upload’ feature to create multiple billers.

2) Customer Validation: When a channel customer does an Add Biller transaction, he is essentially
registering with the biller to make online bill payments. At this stage some billers may want to
validate that the customer is genuine. The validation is performed based on the Validation Type
field, as follows:

- Auto: When a biller is on boarded with validation type as Auto, customers who add this biller do
not need any validation from biller and their registrations are auto-approved and they can initiate
online bill payments to this biller.

- Offline: When a biller is on boarded with validation type as Offline, for retail or corporate
customers who add this biller, their registration status is set to Pending. This means that the biller
will have to do an offline validation of these registrations. These can either be approved or rejected.
OBDX does not provide any OOTB mechanism for downloading Pending registrations and
changing their status by the banker or biller.

- Online: When a biller is on boarded with validation type as Online, for retail or corporate
customers who add this biller, their registrations need to be validated by the biller, online. The
online validation can be a redirect to the biller's website, where validation can be performed through
REST type web service. OBDX does not provide any OOTB implementation for the online
validation.

Biller Onboarding - View

System Administrator can view the list of all the current registered billers. The billers type can be
of Presentment, Payment, Presentment & Payment and Recharge type.

To view the biller:

29. In the Biller Onboarding screen, enter the search criteria and click Search. The Biller
Onboarding screen with search results appears.
OR
Click Clear to reset the search parameters.
OR
Click Cancel to cancel the search process.

30. Click the Biller Name link of the record for which you want to view the details. The Biller
Onboarding - Biller Details screen appeatrs.

71 ORACLE



Electronic Bill Presentment and Payment

Biller Onboarding - Biller Details

ATM/Branch UBS 14.3 AT3 Branch /|

lelcome, Leo Thomas
Last legin 29 Apr 10:37 AM

= (@futura bank

Biller Onboarding

Biller Details
Biller 14 408
Biller Name

Payindia
Biller Type Presentment
Biller Category Electricity2
Biller Cu INR

Create and Maintain

Biller Status Active v Biller
Sample Bill Image . = Biller Details

This section details key
E~ 3 attributes of a biller like
o — whether customer gets

presented or not, the ty
Remove service biller provides etc
This section also captures

Biller Logo sample bill image that

s
displayed to customer while
adding the biller to pay bills
anline.

Biller Address

Remove
This section has the full
address of the Biller and
Location. Location indicates

Biller Address business geography of the
biller and is a key attribute of

Address Line 1 dentification, espe

Address Line 1 Adde the biller operates in multiple
geographies

Address Line 2
Add7 Biller Specifications

ddress Line 3 when adding a biller,
Addg customer has to key

City biller ( u
mumbai Customer No. et

bels of

State maintal int!

maha along with their data
uhether they are

Country M for customer

ndia mandatory for customer.

Payment Terms
999876 This section
dat
Mumbai done wher

paying a bill. Whether

can pay bill after

Billers Specifications from where he
CASA,

Note: Biller labels added here will be visible to customer when he is adding the biller and will be appearing the same order as they are
mentioned here. the flags
maintained here

Biller Label 1 Alphanumeric 20 Mandatory
consumer no
Biller Label 2 Numeric 22 Optional
relationship no
Biller Label 3 Numeric 7 Mandator
“ billing unit ! Y

Payment Terms and Validations

Account Number

65656565777

Auto Paymer

Validation Type
® Autc Offline Online

o
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Field Description

Field Name
Biller Details
Biller Name

Biller Type

Biller Category
Biller Currency

Biller Status

Sample Bill
Image

Biller Logo
Biller Address

Address Line 1
to 3

City
State

Country

Electronic Bill Presentment and Payment

Description

The name of the biller.

The biller type.

The biller type can be:
o Presentment: Biller is of Presentment type
o Payment: Biller is of Payment type

e Presentment and Payment: Biller is of Presentment + Payment
type
e Recharge: Biller is of Recharge type

The biller category.
Currency of the biller.

The status of the biller.
The options are:
e Active

e Inactive

The image of the physical bill presented by the biller, and uploaded by the
user.

This helps the user to compare and identify Relationship number fields.

This field appears only for biller types Presentment and Presentment
and Payment.

The biller logo uploaded by the user. This logo appear as an icon.

Address of the biller.

City of the biller.
State of the biller.

Country of the biller.
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Field Name

PIN/ Zip Code

Biller Location

Electronic Bill Presentment and Payment

Description

Pin/ Zip code of the biller.

Location of the biller. Location could be City, Country, State, or
combination of these values.

Biller Specifications

Biller Label 1

Relationship # 1 that the user has with the biller.

The data type, field length and whether the field is mandatory or optional
are also displayed.

Payment Terms and Validations

Account Number Account number of the biller.

Allow

Payment
Methods

Auto Payment
Buffer Days

Validation Type

Validation URL

Field displaying whether Part Payment, Excess Payment, Late Payment,
Quick Bill Payment and Quick Recharge is allowed by the hiller.

Payment method accepted by the biller.
The options are:

e CASA

e Debit Card

e Credit Card

The number of days before bill due date, when the auto payment will be
triggered by the system.

This field will appear for Presentment and Presentment and Payment
type of billers.

The validation type.

The options are:

e Auto
e Offline
e Online

Redirection URL for customer validation.

This field appears if the user has selected Online option in the Validation
Type field.

31. Click Edit to edit the biller details.

OR
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Click Delete to delete the biller details.

OR

Click Back to navigate to the previous page.
OR

Click Cancel to cancel the transaction.

7.1.4 Biller Onboarding - Edit

Using this option, system administrator can edit the biller details. All the fields are editable except
‘Biller 1d’, ‘Biller Type’, ‘Biller Category’ and ‘Biller Currency’.

To edit the biller details:

32.

33.

34.

In the Biller Onboarding screen, enter the search criteria and click Search. The Biller
Onboarding screen with search results appears.

OR

Click Clear to reset the search parameters.

OR

Click Cancel to cancel the search process.

Click the Biller Name and Id link of the record for which you want to modify the details. The
Biller Onboarding - Biller Details screen appears.

Click Edit to edit the biller details. The Biller Onboarding - Edit screen appears.
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Biller Onboarding - Edit

System Administrator

English V' UBS 14.3 AT3 Branch /'

= (fpfutura bank

Biller Details

Biller ABC

or Type Presentment and Payment W

w
Biller Currenc; INR v
B Active Y

o Mumbi

Count ndia v

Billers Specifications

Note: Biller labels added here will be visible to customer when he is adding the biller and will be appearing the same order as they are
mentioned here.

Alphanumeric v [s} M
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Field Description
Field Name Description

Biller Name The name of the biller.
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Field Name

Biller Type

Biller Category
Biller Currency

Biller Status

Sample Bill
Image

Biller Logo

Biller Address

Electronic Bill Presentment and Payment

Description

The option to select biller type.

The biller type can be:
e Presentment: Biller is of Presentment type
o Payment: Biller is of Payment type

e Presentment and Payment: Biller is of Presentment + Payment
type
e Recharge: Biller is of Recharge type

The biller category.
Currency of the biller.

The status of the biller.
The options are:
e Active
e Inactive
The image of the physical bill presented by the biller, which is to be
uploaded by the user.
This helps the user to compare and identify Relationship number fields.

This field appears only for biller types Presentment and Presentment
and Payment.

The biller logo which is to be uploaded by the user. This logo appear as
an icon on the screen after uploading.

Address Line 1 to Address of the biller.

3

City

State

Country

PIN/ Zip Code

Biller Location

City of the hiller.

State of the biller.
Country of the biller.

Pin/ Zip code of the biller.

Location of the biller. Location could be City, Country, State, or
combination of these values.
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Field Name

Electronic Bill Presentment and Payment

Description

Biller Specifications

Biller Label 1

Relationship # 1 that the user has with the biller.
This label will be displayed in customer screens (ex: Add Biller) to capture
customer's unique id with biller.

The data type, field length and whether the field is mandatory or optional
are also displayed against the field and are not editable.

Payment Terms and Validations

Account Number

Allow

Payment
Methods

Auto Payment
Buffer Days

Validation Type

Validation URL

Account number of the biller.

Select whether Part Payment, Excess Payment, Late Payment, Quick Bill
Payment and Quick Recharge is allowed by the biller.

This field appears only for Presentment type of biller.

Select the payment method accepted by the biller.
The options are:

e CASA

e Debit Card

e Credit Card

The number of days before bill due date, when the auto payment will be
triggered by the system.

This field will appear for Presentment and Presentment and Payment
type of billers.

The option to select the validation type.

The options are:

e Auto
e Offline
e Online

Redirection URL for customer validation.

35. In Biller Name field, enter the name of the biller that is to be searched, if required.

36. From the Biller Status list, select the appropriate option, if required.

37. Click the Remove link to remove the uploaded image, and click Choose Files to select and
upload a new Sample Bill Image and Biller Logo if required.

38. In the Biller Address section, enter the relevant address details of the biller.
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7.1.5

39.

40.
41.

42.

43,
44,

45,

46.

47.

Electronic Bill Presentment and Payment

In the Biller Specifications section, edit the Relationship # 1 in the Biller Label 1 field, if
required.

In Account Number field, enter the account number of the biller.

To enable the Part Payment, Excess Payment, Late Payment, Quick Bill Payment and Quick
Recharge facilities, select the appropriate check boxes depending on the Biller Type.

To enable the payments from current and savings account, debit card or credit card, select
CASA, Debit Card or Credit Card check box.

In the Validation Type field, select the appropriate option.

If you select Online as Validation Type, enter the redirection URL in the Validation URL
field.

Click Save.

OR

Click Cancel to cancel the transaction.

OR

Click Back to navigate to the previous page.

The Review screen appears. Verify the details, and click Confirm.
OR

Click Cancel to cancel the transaction.

OR

Click Back to navigate to the previous page.

The success message along with the transaction reference number and status appears.
Click OK to complete the transaction.

Biller Onboarding - Delete

Using this option the system administrator can delete an existing biller.

To delete a biller:

48.

49.

50.

In the Biller Onboarding screen, enter the search criteria and click Search. The Biller
Onboarding screen with search results appears.

OR

Click Clear to reset the search parameters.

OR

Click Cancel to cancel the search process.

Click the Biller Name and 1d link of the record for which you want to modify the details. The
Biller Onboarding - Biller Details screen appears.

Click Delete. The application prompt the administrator with a message 'Are you sure you
want to delete the biller' with an option of Yes / No.
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Biller Onboarding - Delete

Delete

Are you sure you want to delete Biller Payindia?

51. Click Yes to proceed with the deletion request.
It will navigate to confirmation page with a success message along with the status and
reference number.
OR
Click No if you do not wish to proceed with deletion.

52. Click OK to complete the transaction.

Home
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Limits Definition

8. Limits Definition

Limits are defined by the bank to set up amount and duration based restrictions on the transactions
that can be carried out by the user.

As part of limits definition maintenance, following types of limits can be defined:

e  Transaction: It is the initiation limit with minimum and maximum amount defined typically for
a user with role ‘Maker’

° Cumulative: It is the collective transaction amount limit for all the transactions that can be
performed during a day/month and maximum number of transaction in a day/month

e Cooling Period: Payee cooling period limit is a time and the amount limit set by the bank
during which fund transfer is not allowed or allowed till the specified limit, to a newly added
payee.

e Limit package maintenance allows the administrator to map these definitions to every
transaction.

Pre-Requisites
e Transaction access is provided to System Administrator.

e Approval rule set up for System Administrator to perform the actions.

Workflow
- Limit Definition
> o2 == M I__iEnit |~ « Transaction
w» amenance + Cumulative ]
System Administrator + Cooling Period

Features supported in application

Using this option system administrator can perform the following actions:
e  Search/ View Limits
e Create Limit

o Delete Limits
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8.1

How to reach here:

System Administrator Dashboard > Limits > Limits Definition

OR

Limits Definition

System/ Bank Administrator Dashboard > Toggle menu > Menu > Limits > Limits Definition

Limits Definition - View

Using this option, administrator can search for particular limit based on different search parameters.
The search results displays a limit list based on different search filters selected.

If the search parameters are not specified, records of all the limits maintained in the application for
selected limit type are displayed.

To search and view limits:

1. Inthe Limits Definition screen, enter the search parameters and click Search. The Limits
Definition screen with search results appears based on the searched criteria.

OR

Click Clear to reset the search parameters.

OR

Click Cancel to cancel the search process.

Limits Definition - Search

= (@ futura bank

Limit Definition

CMLim

swe3

nehcumlimitl

nehnewcumlimit

scf invoice create limit package

scf invoice cum limit for gbp
nehscfeumlimit

ScumbD

Max Trans 150 Cum Trans Amt 75000

AJMonthlyCLz

Limit Type

Cumulative

Cumulative

Cumulative

cumulative

Cumulative

Cumulative

Cumulative

cumulative

Cumulative

Cumulative

System Administrator

Updated On
22 May 2019
24 May 2019
29 May 2019
17 Jul 2019
20 Sep 2019
21 Sep 2019
23 0ct 2019
04 Nov 2019
22 May 2019

22 May 2019
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Limits Definition

Field Description

Field Name Description

Limit Code Name of the limit with unique identifier.
Limit Description of the limit.

Description

Limit Type The limit type are:

e Transaction — It is the initiation limit with minimum and
maximum amount

e Cumulative — It is a duration based cumulative limit with
maximum amount and number of transactions for a day/month

e Cooling Period — Payee cooling period limit is a time and the
amount limit set by the bank during which fund transfer is not
allowed or allowed till the specified limit, to a newly added

payee.

Search Results

Limit Code Name of the limit with unique identifier.
Limit Description of the limit.

Description

Limit Type The limit type are:

e Transaction — It is the initiation limit with minimum and maximum
amount

e Cumulative — It is a duration based cumulative limit with max
amount and number of transactions for a day/month

e Cooling Period — Payee cooling period limit is a time and the
amount limit set by the bank during which fund transfer is not
allowed or allowed till the specified limit, to a newly added
payee.

2. Click the Limit Code of the record to view the details. The Limits Definition -View screen
appears.

83 ORACLE



Limits Definition

Limits Definition - View

System Administrator ATM/Branch English ™ UBS 14.3 AT3 Branch

= (ipfutura bank Q =V

Limit Definition

Limit Code CMLim
Limit Type Cumulative g -
CMLIm —p
-
Monthly
Limit Details
==

£600,000.00 Per Month

200 Per Month

Hey, | am here to help ifyou
need itt

Copyright © 2006, 2020, Oracle and/or its affliates. All ights reserved. | Security Information | Terms and Conditions

3. Click Delete to delete the limit.
OR
Click Back to navigate to the previous screen.
OR
Click Cancel to cancel the transaction and navigate back to dashboard.
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8.2 Limits Definition - Create

Using this option, System Administrator can create a limit as required.

To create a transaction limit:

1. Inthe Limits Definition screen, click Create. The Limits Definition - Create screen with
Transaction tab appears.

Limits Definition - Transaction - Create

System Administrator ATM/Branch English UBS 14.3 AT3 Branch
= (fpfutura bank QD wecome LeoThomas .,

st login 02 May 11:21 AM

Limit Definition

LmitType LCUEE TN Cumulative | Cooling Period

Limit Cede TXNLimit

Limit Description Transaction Limits

Create Limit Definition

(==

£10.00
£100,000.00
-]
Hey, | am here to help if you
need it
Copyright © 2006, 2020, Oracle and/or its affiliates. All rights reserved. | Security Information | Terms and Conditions
Field Description
Field Name Description
Limit Type The type of limit.

The limit type for selection are:

e Transaction — It is the initiation limit with minimum and maximum
amount

e Cumulative — It is a duration based limit with maximum amount
and number of transactions for a day/month

e Cooling Period — Payee cooling period limit is a time and the
amount limit set by the bank during which fund transfer is not
allowed or allowed till the specified limit, to a newly added

payee.
Limit Code The name of the limit with unique identifier.
Limit Description of the limit.

Description
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Field Name Description
Currency The currency to be set for the limit.
Minimum The minimum amount for a transaction in selected currency.
Amount
Maximum The maximum amount for a transaction in selected currency.
Amount
2. Inthe Transaction tab screen, enter the code in the Limit Code field.
3. Inthe Limit Description field, enter the description of the limit.
4. From the Currency field, select the appropriate currency for the limits.
5. Inthe Minimum Amount and Maximum Amount field, enter the minimum and maximum
amount for a transaction in local currency.
6. Click Save to save the created limit.
OR
Click Back to navigate to previous screen.
OR
Click Cancel to cancel the transaction and navigate back to dashboard.
7. The Review screen appears. Verify the details, and click Confirm.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate to previous screen.
8. The success message of transaction submission appears.

Click OK to complete the transaction.

Limits Definition - Cumulative - Create

= (fpfutura bank Q oD e

System Administrator ATM/Branch English UBS 14.3 AT3 Branch

Limit Definition

Limit Type Transaction [eTWN =Y Cooling Period

Limit Code Limit_Cum

Limit Descriptio Cumulative Limit
Create Limit Definition

£10,000,000.00

Hey, 1 am here to help if you
need it!
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Field Description

Field Name

Limit Type

Limit Code

Limit
Description

Frequency

Currency

Cumulative
Transaction
Amount

Maximum
Transactions

Limits Definition

Description

The type of limit.
The limit type for selection are:

e Transaction — It is the initiation limit with minimum and maximum
amount

e Cumulative — It is a duration based limit with maximum amount
and number of transactions for a day/month

e Cooling Period — Payee cooling period limit is a time and the
amount limit set by the bank during which fund transfer is not
allowed or allowed till the specified limit, to a newly added
payee.

The name of the limit with unique identifier.

Description of the limit.

The specific duration for which the limits can be utilized and available.
The options are:

e Daily

e  Monthly

The currency to be set for the limit.

The collective amount in selected currency for transactions that can be
performed in a day.

The maximum number of transactions that can be performed per day.

To create a cumulative limit:

1. Click the Cumulative tab. The Limits Definition - Create screen with Cumulative tab

appears.

a > 0N

Enter the relevant information in Limit Code and Limit Description field.
From the Frequency field, select the appropriate duration for the limits.
From the Currency field, select the appropriate currency for the limits.

In the Cumulative Transaction Amount field, enter the collective amount of transaction in
local currency.

6. Inthe Maximum Transactions field, enter the value for maximum number of transactions.
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7.

9.

Limits Definition

Click Save to save the created limit.

OR

Click Back to navigate to previous screen.

OR

Click Cancel to cancel the transaction and navigate back to dashboard.

The Review screen appears. Verify the details, and click Confirm.
OR

Click Cancel to cancel the transaction.

OR

Click Back to navigate to previous screen.

The success message of transaction submission appears.
Click OK to complete the transaction.

Limits Definition - Cooling Period — Create

System Administrator ™/ ATM/Branch English UBS 14.3 AT3 Branch v/
= (@ futura bank

Limit Definition

Limit Type Transaction | Cumulative

a
Limit Code Umit12 -
-
Limit Description Cooling Period Limits Create Limit Definition
- GBP

From Time ToTime Cumulative Transaction Amount

0dd: 0hh:0mm 1 g 0 £10.00

1dd : Shh:0mm 5 0 0 £1,000.00 w

Hey, 1 am here to help if you
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Field Description

Field Name Description

Limit Type The type of limit.

The limit type for selection are:

e Transaction — It is the initiation limit with minimum and maximum
amount

e Cumulative — It is a duration based limit with maximum amount
and number of transactions for a day/month

e Cooling Period — Payee cooling period limit is a time and the
amount limit set by the bank during which fund transfer is not
allowed or allowed till the specified limit, to a newly added
payee.
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Field Name Description

Limit Code The name of the limit with unique identifier.

Limit Description of the limit.

Description

Currency The currency to be set for the limit.

From Time The cooling period start time. It can be in days and/or hours and/or
minutes

For example a new payee will be 'active' after a cooling period of 0 days
& 0 hours & 30 minutes

To Time The cooling period end time. It can be in days and/or hours and/or

minutes.

For example a new payee will be 'active' after a cooling period of 0 days
& 0 hours & 30 minutes.

Cumulative The collective transaction amount in selected currency for a defined
Transaction cooling period.
Amount

To set up multiple amount and time limit slabs:

1.

o~ D

Click the Cooling Period tab. The Limits Definition - Create screen with Cooling Period tab
appears.

Enter the relevant information in Limit Code and Limit Description field.
From the Currency field, select the appropriate currency for the limits.
From the From Time and To Time field, select the appropriate day, hours and minutes.

In the Cumulative Transaction Amount field, enter the collective amount that is applicable
for the defined cooling period.

Click Add Time Period if you want to create more than one amount and time limit slabs.

Click Save to save the created limit.

OR

Click Back to navigate to previous screen.

OR

Click Cancel to cancel the transaction and navigate back to dashboard.

The Review screen appears. Verify the details, and click Confirm.
OR

Click Cancel to cancel the transaction.

OR

Click Back to navigate to previous screen.
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8.3

Limits Definition

9. The success message of transaction submission appears.

Click OK to complete the transaction.

Note: You can click ] to delete a record.

Limits Definition - Delete Limit

Using this option, System Administrator can delete a limit definition created earlier. Limit definition
can be deleted only if it is not in use (available as a part of any limit package).

To delete a limit:

1. Inthe Limits Definition screen, enter the search parameters and click Search. The Limits
Definition screen with search results appears based on the searched criteria.
OR
Click Clear to reset the search parameters.
OR
Click Cancel to cancel the search process.

Limits Definition - Search

System Administrator ATM/Branch English UBS 14.3 AT3 Branch
= (@ futura bank Qo e nomas

Limit Definition

a
Trnsaction o Cumuiative Cooling Period —-—
Limit Definition
Limit Code Limit Description Limit Type Updated On
CMLim Cumulative 22 May 2019
swe3 Cumulative 24 May 2019
nehcumlimitl Cumulative 20 May 2019
nehnewcumlimit Cumulative 17 Jul 2019
PKG scf invoice create limit package Cumulative 20 Sep 2019
scf invoice cum limit for gbp Cumulative 21 Sep 2019
nehscfeumlimit Cumulative 23 0ct 2019
Scumd Cumulative 04 Nov 2019
Max Trans 150 Gum Trans Amt 75000 Cumulative 22 May 2019
AJMonthlyCLz Cumulative 22 May 2019

Page 1 of6 (1100fSTtem [Jesa56 >
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2. Click the Limit Code of the record for which you want to view the details. The Limits
Definition -View screen appears.
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Limits Definition - View

System Administrator

Limits Definition

ATM/Branch English UBS 14.3 AT3 Branch

= (fpfutura bank

Limit Definition

Limit Type

Limit Code

Limit Description
Currency

From Time

0dd : Ohh : 0mm

1dd : 9hh : omm

Add Time Period

Transaction | Cumulative [EEESTREEINY

Limit12

Cooling Period Limits

8P v
ToTime Cumulative Transaction Amount
1 o8 ~ o0 ~ £1000
5 v o0 ~ o0 v £1,00000 i

ack

Q=D Welcome, Leo Thomas «,

Lestlogin 02 May 11:21 AM

Create Limit Definition

You can define following types of limits on

the transactions

-Transaction - Minimum and maximum

transaction initiation limit.

- Cumulative - Collective smount of
transaction and total number of transaction

linnit,

- Cooling Peried - Limits for newly added

payzes

Wiap these limit definitions 1o a transaction

as 3 part of limit package.

Hey, | am here to help if you

need it!
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3. Click Delete. The Delete Warning message appears.

OR

Click Back to navigate to the previous screen.

OR

Click Cancel to cancel the transaction and navigate back to dashboard.

Delete Limit

Limit Deletion

Are you sure you want to delete this Limit?

4. Click Yes to confirm the deletion.

OR

Click No to cancel the deletion process.

5. The success message of transaction submission appears.
Click OK to complete the transaction.
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Limits Definition

Can | delete transaction and/ or cumulative/ cooling period limit definitions against a
transaction in limit package?

No, existing limits against a transaction cannot be deleted; it can only be edited if effective date
is starting from a future date.

Can | maintain multiple definitions for each limit type?

Yes, you can maintain multiple limit definitions under each limit type.

What is a significance of defining different slab limits in case of cooling period limit
type?

Payee cooling period limit is a time and the amount limit set by the bank during which fund
transfer is not allowed or allowed till the specified limit, to a newly added payee. Administrator
can set up 2 or more time slabs to define the payee limits. E.g.

- 0 mins to 30 Mins — Amount limit—$ 0

- 31Min to 60 Mins — Amount limit is $ 5000.
Customer cannot transfer any amount till first 30 mins from the time payee is added. From 31
to 60 mins, customer can maximum transfer upto $ 5000 subject to sufficient transaction and
cumulative limits available.

Home
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Limit Package Management

9. Limit Package Management

Limit package is a group of transaction limits. As part of the limit package management, defined
limits (created through ‘Limit Definition’) can be mapped to each transaction or to a transaction
group (Created using Transaction Group Maintenance). Each package is associated with a specific
channel/Touch point or with a group of Touch points.
The limits packages once created can be mapped to

e  Enterprise Roles (Retail/Corporate/Administrator) — using System Rules

e User Segment — using System Rules maintenance

e  Party — using Party Preferences (Cumulative User Limits and Cumulative Customer limits)

e  User - using User Management

Prerequisites:
e Transaction access is provided to System Administrator.
e  Approval rule set up for System Administrator to perform the actions.
e  Transaction aspects - limit parameter is enabled for required transactions,
e Transactions groups are maintained as required.
e  Touch Point and touch point groups are maintained as required.

. Limit definitions are maintained.

Workflow
Create
Mapping to channel/ touch point or
& Limits Packa )
N ge with a group of touch points View
(_) | Maintenance 2 group ? —

*  Mapping limits to transaction or

System Administrator Transaction group

Edit

Clone

Delete

Features supported in application

Following functions can be performed by the bank administrator as part of the limit package
maintenance

e  Search/ View Limit Package
e Create Limit Package

e  Edit Limit Package
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e  Clone Limit Package

e Delete Limit Package

How to reach here:

Limit Package Management

System Administrator Dashboard > Limits > Limit Package Management

OR

System/ Bank Administrator Dashboard > Toggle menu > Menu > Limits > Limits Package

Limit Package Management - View

Using this option, Administrator can search for specific limit package based on different search
parameters like package code, user segments to for which the package is enabled, touch
point/touch point groups to which a package can be mapped etc. The search results displays a list

or particular limit package/s based on different search filters selected.

If the search parameters are not specified, records of all the packages maintained in the application

are displayed.

To search and view limit package:

1. Inthe Limit Package Management screen, click Search. The Limit Package Management

screen with search results appears based on the searched criteria.

OR

Click Clear to reset the search parameters.

OR

Click Cancel to cancel the search process.

Limit Package Management - Search

= W futura bank

Limit Package Management

package Descriotion Touch Paint
nehnewscfpackage APINTERNET
nehneglimitcheck APINTERNET
SCFBulkpackage APINTERNET
swe2 GLOBAL

nehlimitcheck APINTERNET
nehinvpackageos APINTERNET
alobal Limt package with All SLoBAL

nehpackage0s1 APINTERNET
Test Limit Package APINTERNET
Test Limit Package APINTERNET

1 ofs 0 of 45 items l:l, 3 45
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Updated On
21 Sep 2019
15 Nov 2019
10 Dec 2019
24 May 2019
08 Nov 2019
24 Apr 2020
13 Apr 2020
15 Nov 2019
28 Mar 2020

27 Mar 2020

System Administrator

Roles
retailuser
corporateuser
corporateuser
corporateuser,retailuser
corporateuser
corporateuser
corporateuserretailuser
corporateuser
retailuser

retailuser

ATM/Branch English UBS 14.3 AT3 Branch
QoD e Thomas

Limit Package
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Field Description

Field Name

Package Code

Package
Description

Role

Touch Point /
Group

Currency
Updated On
Search Results
Package Code

Package
Description

Touch Point

Currency
Updated On

Roles

Limit Package Management

Description

The unique code assigned to the limit package.

Description of the limit package.

The limit is applicable to specific party or role (s).

Name of the touch point or group mapped to a limit package.

e Touch Point — To search the limit packages created with specific
touch point

e Touch Point Group — To search the limit packages created with
specific touch point groups which are manually created by an
administrator

e Global — To search the limit packages created for global group
(A group created automatically with all internal and external
touch points) of touch points.

Currency in which the limit package is created.

Date range in which limit packages were updated.

The unique code assigned to the limit package.

Description of the limit package.

Name of the touch point mapped to a limit package.

If package is assigned to specific Touch Point - Touch Point Name is
displayed

If package is assigned to specific Touch Point Group - Touch Point Group
description is displayed

If package is assigned to Global Touch Point Group — value ‘Global’ is
displayed on screen.
Currency in which the limit package is created.

Date on which limit package was updated.

The limit is applicable to specific party or role (s).
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2. Click the Limit Package Code of the record for which you want to view the details. The
Limits Package Management - View screen appears.

Limit Package Management - View

System Administrator ATM/Branch English UBS 14.3 AT3 Branch ™

= (fpfutura bank

Limit Package Management

retailuser

GBP

Invoice Creation - Record Level Approval
nehcumlimit1 - nehcumlimit

nehlimittxn - nehlimittxn

Hey, | am here to help if you
need it!

Copyright @ 2006, 2020, Oracle and/or its affiliates. All rights reserved. | Security Information | Terms and Conditions

Field Description
Field Name Description

Limit Package The unique code assigned to the limit package.
Code

Limit Package Description of the limit package.

Description

Touch Point/ Name of the touch point or group mapped to a limit package.
Touch Point

Group

Roles The party or role (s) to which limit is applicable.

Currency Currency in which the limit package is created.

Transactions / Transaction Groups - Limits

Transactions / Name of the transaction group that is mapped to the limit package.
Transaction
Group Name
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Field Name Description

Effective Date The date from which the limit package is effective for the
transaction/transaction group.

Expiry Date Expiry date of a specific limit linked to a transaction.

This field will be displayed only if expiry date is maintained for each
transaction.

Cumulative Limit The daily cumulative limit set for the specific transaction.

Daily It displays the limit name and description along with the cumulative

transaction amount and transaction count.

Cumulative Limit The cumulative limit set for the specific transaction on basis on month.

Monthly It displays the limit nhame and description along with the cumulative

transaction amount and transaction count.

Transaction The transaction limit set for the specific transaction.
Limit It displays the limit name and description along with the minimum and
maximum transaction amount set for the specific transaction.

Cooling Limit The cooling limit set for the specific transaction.

It displays the limit name and description along with the amount and time
limit.

3. Click Clone to make another limit package with similar details.

OR

Click Edit to edit the limit package.

OR

Click Delete to delete the limit.

OR

Click Cancel to cancel the transaction and go back to Dashboard.
OR

Click Back to navigate to the previous screen.
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Limit Package Management

Limit Package Management - Create

An administrator can create a new limit package using this maintenance. User has to define touch
point or a touch point group and a currency in which a package is to be created. The touch points
and groups defined are listed for selection. An administrator can also create a limit package for
Global Touch point group (a group which is created automatically with all available internal and
external touch points) A package can also be enabled for mapping at multiple user segments.

An administrator can add multiple transactions and transaction groups in a package and can assign
limit definitions created for each transaction and for a group.

Further, these packages can be assigned at each touch point/group level while defining user
segment parameters, party preferences and while creating business users.

To create a limit package:

1. Inthe Limit Package Management screen, click Create. The Limit Package Management -
Create screen appears.

Limit Package Management - Create

System Administrator ATM/Branch English UBS 14.3 AT3 Branch ™

= i futura bank Q =D Welcome, LeoThomas +,

Lastlogin 02 May 11:21 AM

Limit Package Management

. a
Retail Limit Package

Point (@ Touch Pairt Group Global -

Create Limit Packa:

ntemal Acces

Retail User x

Transaction Name Create Bill Payment

03 May 2020

nehscfcurmlimit - nehscfcumlimit

Copyright © 2006, 2020, Oracle and/or its affiliates. All rights reserved. | Security Information | Terms and Conditions
Field Description
Field Name Description

Limit Package The unique code of the limit package.
Code
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Field Name

Limit Package
Description

Touch Point

Touch Point

Touch Point
Group

Available To
Role

Currency

Limit Package Management

Description

Description of the limit package.

Touch point or a group of touch point for which a package is to be
created.
The options are:

e Touch Point
e Touch Point Group

e Global: This a group of touch points created automatically
(default touch point group has all internal and external touch
points).

Internal and external touch points defined using touch point
maintenance is available for selection.

This field is displayed and enabled if you select Touch Point option in
the Touch Point field.

Internal and external touch points groups defined using touch point
group maintenance are available for selection.

This field is displayed and enabled if you select Touch Point Group
option in the Touch Point field.

User segment/s for which a package is to be enabled for mapping.

The currency to be set for the limit package.

Transactions/ Transaction Group - Limits

Transactions/
Transaction
Group Name

Effective Date

Cumulative Limit
Daily

Cumulative Limit
Monthly

The transaction or transaction group name, to assign the limits to it.

Date from which the limits should be applied for a selected transaction or
transaction group.

Cumulative transaction limits which are applicable for each day.

All the limit definitions maintained with cumulative — daily limit type and
with the same currency as defined at package level are listed for selection.

Cumulative transaction limits which are applicable for each month.

All the limit definitions maintained with cumulative — monthly limit type and
with the same currency as defined at package level are listed for selection.
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Field Name Description
Transaction Transaction minimum and maximum initiation limits.
Limit

All the limit definitions maintained with transaction — limit type and with
the same currency as defined at package level are listed for selection.

Cooling Limit All the limit definitions maintained with cooling period — limit type and with
the same currency as defined at package level are listed for selection.

2. Inthe Limit Package Code field, enter the code for the limit package.
In the Limit Package Description field, enter the description of the limit package.
In the Touch Point field, select the appropriate option.
a. If you select Touch Point;
i. From the Touch Point list, select the appropriate option.
b. If you select Touch Point Group;
i. From the Touch Point Group list, select the appropriate option.
c. Select Global, to create a limit package for a group of all touch points.
From Available To Role list, select the appropriate role.

6. From Currency list, select the appropriate currency to be associated with the Limit Package.
It enables the Transactions / Transaction Group - Limits section.

7. From the Transaction / Transaction Group Name from the list, select the appropriate option
for the limit package in the Transactions / Transaction Group - Limits section.

Note: Click View Details link to view transaction group details.

View Details -Transaction Group Details

View Details

Group Code AutoTxnGroup
Group Description AutoTxnGroupDesc
SriNo Transactions

1 Adhoc Internal Transfer - Limits

2 Adhoc International Transfer

Hey, 1am here to help ifyou
need it!
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Limit Package Management

Field Description

Field Name Description

Group Code Search the transaction groups with group code.

Group Search the transaction groups with group description.
Description

No. of Number of transactions associated with the transaction groups.

Transactions

8. Select the Effective Date from the calendar for the limit package in the Transactions /
Transaction Group - Limits section.

9. From the Cumulative Limit Daily, Cumulative Limit Monthly, Transaction Limit and
Cooling Limit lists, select the appropriate limits.

10. Click Add Transaction and repeat the steps 4 to 6, if you want to assign limits for more
transactions.
OR
Click Add Transaction Group and repeat the steps 4 to 6, if you want to assign limits for
more transactions groups.

11. Click Save to save the limit package.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate back to previous screen.

12. The Review screen appears. Verify the details, and click Confirm.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate back to previous screen.

13. The success message of transaction submission appears.
Click OK to complete the transaction.

T

Note: You can click to delete a transaction or cooling limit of a transaction.

Limit Package Management - Edit

Using this option, System Administrator can update or edit a limit package created for a specific
channel/touch point. User is not allowed to edit the code, currency and touch point details, whereas
can add or remove the transactions/transaction groups available as a part of package. And also
can edit the limit definitions mapped against each type of limit.

To edit a limit package:

1. Inthe Limit Package Management screen, click Search. The Limits Package
Management screen with search results appears based on the searched criteria.
OR
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Click Clear to reset the search parameters.
OR
Click Cancel to cancel the search process.

Limit Package Management - Search

System Administrator ATM/Branch English UBS 14.3 AT3 Branch

= (f@futura bank

Limit Package Management

Packa point Updated On Roles
nehnewscfpackage APINTERNET [ 21 Sep 2019 retailuser
nehneglimitcheck APINTERNET cep 15 Nov 2019 corporateuser
SCFBulkpackage APINTERNET cep 10 Dec 2019 corporateuser

swe2 GLOBAL cep 24 May 2019 corperateuseretailuser
nehlimitcheck APINTERNET [ 08 Nov 2019 corporateuser
nehinupackage0s APINTERNET o8P 24 Apr 2020 corporateuser

Global Limit Package with All GLOBAL cBP 13 Apr 2020 corporateuserretailuser

ransactions

nehpackage0511 APINTERNET =3 15 Nov 2019 corporateuser

Test Limit Package APINTERNET INR 28 Mar 2020 retailuser

Test Limit Package APINTERNET INR 27 Mar 2020 retailuser

Page 1 of5 (1-100f45item D, 345 > A
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2. Click the Limit Package Code of the record for which you want to modify the details. The
Limits Management-View screen appears.

Limit Package Management — View

ator ATM/Branch English UBS 14.3 AT3 Branch

= (@futura bank Q ofd

Thomas
Way 1121 AM

Limit Package Management

nehne

Invoice Creation - Record Levs

Cumnulative Limit Daily nehcumlimit1 - nehcumlimit

nehlimitoxn - neflimittxn

Back

Hey, 1 am here to help if you
need

Copyright @ 2006, 2020, Oracle and/or its affiliates. All rights reserved. | Security Information | Terms and Gonditions
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Limit Package Management

3. Click Edit. The Limit Package Management - Edit screen appears.

Limit Package Management - Edit

= (@ futura bank Q D wecome Leo

Limit Package Management

Field Description
Field Name Description

Limit Package The unique code of the limit package. This information cannot be edited.
Code

Limit Package Description of the limit package.

Description Details provided previously will be shown in an editable form.
Available To User segment/s for which a package is enabled for mapping.
Role Details provided previously will be shown in an editable form.
Currency The currency which is set for the limit package.

This information cannot be edited.

Transactions/ Transaction Group - Limits

911 ORACLE



Limit Package Management

Field Name Description

Transactions/ The transaction or transaction group name, to assign the limits to it.
Transaction
Group Name

Effective Date  Date from which the limits should be applied for a selected transaction or
transaction group.

Expiry Date Date from which the limits will be deactivated.

Cumulative Limit Cumulative transaction limits which are applicable for each day.

Daily Already assigned package if any is shown in an editable form. All the limit

definitions maintained with cumulative — daily limit type and with the same
currency as defined at package level are listed for selection.

Cumulative Limit Cumulative transaction limits which are applicable for each month.

Monthly Already assigned limit definition if any is shown in an editable form. All the

limit definitions maintained with cumulative — monthly limit type and with
the same currency as defined at package level are listed for selection.

Transaction Transaction minimum and maximum initiation limits.
Limit Already assigned definition if any is shown in an editable form. All the limit
definitions maintained with transaction — limit type and with the same

currency as defined at package level are listed for selection.

Cooling Limit Already assigned definition if any is shown in an editable form. All the limit
definitions maintained with cooling period — limit type and with the same
currency as defined at package level are listed for selection.

4. Edit the required detalils.

Note: Click View Details link to view transaction group details.
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View Details -Transaction Group Details

View Details

Group Code AutoTxnGroup
Group Description AUtoTxnGroupDesc
SrNo Transactions

1 Adhoc Internal Transfer - Limits

2 Adhec International Transfer

Hey, 1 am here to help if you
need it

Field Description

Field Name Description

Group Code Search the transaction groups with group code.

Group Search the transaction groups with group description.
Description

No. of Number of transactions associated with the transaction groups.

Transactions

5. Click Add Transaction, if you want to add a new transaction.
OR
Click Add Transaction Group, if you want to add a new transaction group.
OR

Click [

6. Click Save to save the changes made to the limit package.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate back to previous screen.

Delete Transaction

to delete an existing transaction/ transaction group.

7. The Review screen appears. Verify the details, and click Confirm.
OR
Click Cancel to cancel the transaction.
OR
Click Back to navigate back to previous screen.

8. The success message of transaction submission appears.
Click OK to complete the transaction.
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9.4 Limit Package Management - Clone

To speed up the process of creating new limit package, System Administrator can clone an existing
limit package. All the values available in an existing package are shown in an editable format,
administrator is allowed to make changes in it and save the package with different name.

To clone alimit package:

1. Inthe Limit Package Management screen, click Search. The Limits Package
Management screen with search results appears based on the searched criteria.

OR

Click Clear to reset the search parameters.

OR

Click Cancel to cancel the search process.

Limit Package Management - Search

= (@ futura bank

Limit Package Management

Package Code Package Description
nehnewscfpackage
nehneglimitcheck
SCFBulkpackage
swe2
nehlimitcheck
nehinvpackage08

Global Limit Package with All
Transactions

nehpackage0s1

Test Limit Package

Test Limit Package

Cancel

Page 1 of5 (1-1006f45 items [z s

Touch Point

APINTERNET

APINTERNET

APINTERNET

GLOBAL

APINTERNET

APINTERNET

GLOBAL

APINTERNET

APINTERNET

APINTERNET

GBP

GBP

GBP

GBP

GBP

GBP

GBP

GBP

INR

INR

Updated On
215ep 2019
15Nov 2019
10Dec 2019
24 May 2019
08 Nov 2019
24 Apr 2020
13 Apr 2020
15Nov 2019
28 Mar 2020

27 Mar 2020

System Administrator ATM/Branch English UBS 14:3 AT3 Branch

Limit Package

Roles
retailuser
corporateuser
corporateuser
comorateuserretailuser
corporateuser
corporateuser
corporateuserretailuser
corporateuser
retailuser

retailuser
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2. Click the Limit Package Code of the record for which you want to clone the details. The

Limits Package Management-View screen appears.
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Limit Package Management - View

System Administrator ATM/Branch English UBS 14.3 AT3 Branch

= (@futura bank Y

Limit Package Management

Invoice Creaticn - Record Level

nehcumlimit1 - nehcumlimit

nehlimittxn - nehlimittcn

Hey, I am here to help ifyou
need it
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3. Click Clone. The Limits Package Management - Create screen appears with existing limit
package details.

Limits Package Management - Create

System Administrator ATM/Branch English UBS 14.3 AT3 Branch

= @futura bank Q oDV

Leo Thomas «,
May 1721 A

Limit Package Management

Limit Packege Cod Lim12

. L]
Limit Package 3

—p
Touch Poirt Group Global -

Create Limit Package

A Retail User x
GBP
T Create Forex Deal

02 May 2020

nehcumlimit1 - nehcumlimit

nehlimittxn - nehlimittxn

Copyright & 2006, 2020, Oracle and/or s affiiates. All rights reserved. | Security Information | Terms and Conditions

4. Update limit package with required changes.

Click Save to save the limit package.
OR

Click Cancel to cancel the transaction.
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Limit Package Management

OR
Click Back to navigate back to previous screen.

The Review screen appears. Verify the details, and click Confirm.
OR

Click Edit to modify the details.

The user will be navigated back to the create screen.

OR

Click Cancel to cancel the transaction.

The success message of transaction submission appears.
Click OK to complete the transaction.

Limit Package Management - Delete

Using this option, System Administrator can delete a limit package created for a specific channel/
touch point. Deletion of limit package is allowed only if not in use (nhot mapped at any level)

To delete a limit package:

1.

In the Limit Package Management screen, click Search. The Limits Package
Management screen with search results appears based on the searched criteria.
OR

Click Clear to reset the search parameters.

OR

Click Cancel to cancel the search process.

Limit Package Management - Search

= (i futura bank Q =V

System Administrator \ ATM/Branch English UBS 14.3 AT3 Branch

Limit Package Management

Limit Package

Package Description Touch Point currency Updsted on Roles
nehnewscfpackage APINTERNET 8P 218ep2019 retailuser
nehneglimitcheck APINTERNET = 15 Nov 2019 corporateuser
SCFBulkpackage APINTERNET 8P 10 Dec 2019 comporateuser

swe2 GLOBAL 8P 24 May 2019 comporateuserretailuser
nehlimitcheck APINTERNET o8P 08 Nov 2018 corporateuser
nehinvpackage0s APINTERNET 8P 24 Apr 2020 corporateuser

Global Limit Package with All GLOBAL cBP 13 Apr 2020 corporateuserretailuser

ransactions

nehpackage0s1 APINTERNET cBP 15 Nov 2019 corporateuser

Test Limit Package APINTERNET INR 28 Mar 2020 retailuser

Test Limit Package APINTERNET INR 27 Mar 2020 retailuser

Page 1 of5 (1-10cfdSiter D;g, 5 >

Cancel
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2. Click the Limit Package Code of the record for which you want to view the details. The
Limits Package Management-View screen appears.

Limit Package Management - View

System Administrator ATM/Branch English \/ UBS 14.3 AT3 Branch ™/

= (@ futura bank a of®d Welserme Les Themes

stlogin 02 May 11:21 M

Limit Package Management

Limit Package Code nehnewscfpackage
Limit Package Description nehnewscfpackage
Touch Point Internet
—t
2ol retalluser _ .
Limit Package Details
Currency GBP
‘You can edit the parameters set for each
transaction avallable in a package or can
Transaction Name: Invoice Creation - Record Level Approval delete the package by clicking on Delste
button. Ensure this package is notin user
Cumuitive Limit Daily nehcurnlimit] - neheurnlimit1 before you proceed to delete. To speed up
the process you can clone an existing limit
Transaction Limit nehlimittxn - nehlimittxn package. You may also choase to go back to

the previous screen or cancel the operation

Beek

Hey, | am here to help if you
need it

Copyright @ 2006, 2020, Oracle and/or its affiliates. All rights reserved. | Security Information | Terms and Conditions

3. Click Delete. The Delete Warning message appears.

Delete Limit Package

Limit Package Deletion

Are you sure you want to delete?

Confimm Cancel

4. Click Confirm to confirm the deletion.
OR
Click Cancel to cancel the deletion process.

5. The success message of limit package deletion appears.
Click OK to complete the transaction.
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Can | delete transaction and/ or cumulative limits against a transaction in limit
package?

No, existing limits against a transaction cannot be deleted; it can only be edited if effective
date is starting from a future date.

| am unable to delete a limit through limit maintenance?

There is a possibility that the limit that you are trying to delete is associated in the limit
package against a transaction(s).

I am unable to delete limits package through limit maintenance?

There is a possibility that the limit package that you are trying to delete is associated at any
of the entities i.e. User / Party / Segment/ Enterprise Role level.

As part of edit, what can | update in the limits package maintenance?
You can edit the transaction and/ or cumulative limits against the transaction.

You can delete the transaction(s) from the limits package and/or you can also add new
transaction(s) as part of the limits package

What is the significance of ‘Available to Roles’ in Limits package?

The roles defined in Limits package will make the package available to the users of that role
only.

Have created/ edited/ deleted Limits and/ or Limits package but it is not reflecting in
the system even after a successful maintenance save message?

There is a possibility that the maintenance is saved but the status is ‘Pending Approval'.
For the maintenance, if there is an approval required then the changes will reflect only once
the approver(s) approve the submitted request.

If the setup does not require an approval workflow or is self / auto approved, then the same
will reflect immediately.

How can | define the touch point groups?

A separate menu option ‘Touch Point Group Maintenance’ is available using which you can
maintain internal and external touch point groups.

How can | define the transaction groups?

A separate menu option ‘Transaction Group Maintenance’ is available using which you can
maintain group of transactions.
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11.

12.

13.

Limit Package Management

Can | manually define Global touch point group?

No, Touch Point — Global is nothing but a group of all internal and external touch points
available in the application. This group cannot be maintained manually,

Will the limits be applicable for newly added touch point or transactions in a
respective groups?

Yes, limits will also be applicable for transaction or touch points added at a later stage in
respective groups which are mapped as a part of limit package.

How the limit will be utilized, if you add a new transaction to the group for which
customers have already initiated transactions during the day but before group
formation?

Limits assigned at individual transaction level will be utilized for the transaction Initiated

before the transaction group formation. These limits will not be considered for group limit
utilization.

Can | delete a transaction group which is a part of any limit package?

No, a transaction group cannot be deleted if a group is already associated with the limit
package.

How the limits will be applied if the limit definitions are mapped for a specific
transaction and to a group in which the same transaction is available?

Limits mapped for a transaction and group will be checked. Only if the sufficient limits are
available at both the level, then user will be allowed to perform the transaction.
Example:

User level daily transaction limit of Domestic Transfer internet banking channel = 100000
User level daily transaction limit of Domestic Transfer for mobile banking channel = 50000

User level daily consolidated touch points transaction limit for Domestic Transfer = 120000
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Days

User action

Internet —
Touch
Point Limit

Touch
Point
Group -
User level
limits

Mobile -
Touch Point
limit

For internet as a touch point,
Domestic Transfer transaction limit
assigned by the Bank is 100000.

100000

For Mobile as a touch point,
Domestic Transfer transaction limit
assigned by the Bank is 50000

120000
50000

This means, user can perform
maximum transaction worth 100000
from internet and maximum of
50000 from mobile daily. And touch
point group limit maintained is
120000 for a day

User level will override the limits
defined at user segment/type level

1. User preforms Domestic
Transfer transaction worth 20000
from mobile touch point.

2. Now, wuser wil be allowed
Domestic transfer transaction of
100000 from internet and 30000
from mobile for that day

3. As per touch point group limits,
user will be allowed to perform
domestic transfer transaction of
100000 from either internet
banking OR mobile banking.

100000

30000 100000

1. User preforms Domestic transfer
transaction of 50000 from
internet \ on the same day.

2. Now, user will be allowed
maximum of 50000 Domestic
transfer transaction from internet
banking and 30000 from mobile
banking for that day.

3. Whereas, as per consolidated
touch point limit, user will be
allowed to perform Domestic
Transfer transaction worth 50000
from either internet or from
mobile.

50000

30000 50000

1. Now user preforms Domestic
transfer transaction of 20000
from mobile.

2. Then user will be allowed to
perform the transaction of 50000

50000

10000 30000

9-20
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Days

User action

Internet —
Touch
Point Limit

Touch
Point
Group -
User level
limits

Mobile -
Touch Point
limit

. Now, user will

from internet and 10000 from
mobile for that day.

. As per consolidated touch point

limit, user will be allowed
Domestic Transfer transaction of
30000 from either internet or
mobile.

be allowed
transaction of 30000 only from
internet as consolidated channel
limit is reduced to 30000.

. After above transaction, if user

utilizes 30000 from internet then
internet limit will be 20000

. Now, if user performs Domestic

transfer transaction of any
amount from mobile or internet
then user will be displayed an
error message. As touch point
group limits are exhausted.

20000

10000 0.00
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10. User Limits

Using this option the System/Bank Administrator can view the current available and utilized limits
of specific retail user and also can modify (increase or decrease) the limits as per the requirement.

The user limits can be set for specific transaction level or at transaction group level or for a specific
channel or for a group of channels.
The different types of limits are as follows:

e Daily Count- Permitted number of transactions in a day

e  Daily Amount- Cumulative amount of transactions in a day

e Monthly Count- Permitted number of transactions in a month

e Monthly Amount- Permitted number of transactions in a month

Prerequisites:
e Transaction access is provided to System Administrator.
e Limit package are assigned.

e Approval rule set up for System/Bank Administrator to perform the actions.

Workflow

View

{}% User Limits =3

System Administrator Edit

Features supported in application

Following functions can be performed by the System administrator as part of the maintenance:
e  Search/ View User Limits
e  Edit User Limits

How to reach here:

System Administrator Dashboard > Limits > User Limits

OR
System/ Bank Administrator Dashboard > Toggle menu > Menu > Limits > User Limits
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10.1 User Limits - View

Using this option, System Administrator can search and view the current available and utilized limits
of specific retail user.

To search and view user limits:

1. Enter the search criteria, click Search.
The search results appear on the User Limits screen based on the search parameters.
OR
Click Cancel if you want to cancel the transaction.
OR
Click Clear if you want to reset the search parameters.

User Limits - Search

System Administrator ATM/Branch English UBS 14.3 AT3 Branch v

= (@ futura bank Q oW

User Limits

User Limits

Hey, 1 am here to help if you
needit!

Copyright ® 2006, 2020, Oracle andjor its affiliates. Al rights reserved. | Security Information | Terms and Conditions
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User Limits - Search Result

System Administrator ATM/Branch English UBS 14.3 AT3 Branch V'

= (@ futura bank

User Limits

U Retail User
-
B am
Search Results
Full Name Party ID / Name
Roger 004947
williamson 004968
Sam gil 004967
Ren 000000000271
Granger oo7e87
Ren Gran 000000000283
Kin 000000000363
Kay 000000000368
sk 008280
James Zee 004948

page 1 ofos of 254 fter II‘Q 3 4 5 26 >

Field Description

Field Name Description

User Type Type of user to be searched.
This will be defaulted to ‘Retail User’.

User Name To search the retail user with the user name. Partial search is
allowed.

More Search Options

Below fields appears if you click the More Search Options link.
First Name Allows to search based on first name or given name of the retail user.

Last Name Allows to search based on last name/ surname of the retail user.
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Field Name Description

Email Allows to search based on email id of the retail user.
Mobile Number Allows to search based on mobile number of the retail user.
Party ID Allows to search based on Party id of the retail user.

Search Party Name

Allows search based on Party nhame of the retail user.
Enter Party Name Party name of the retail user based on which search is to be done.

Search Result

Full Name First name and last name of the retail user.
Party ID Displays the party id of the retail user.
User Name Displays the retail user's user name.

2. Click the User Name of the record for which you want to view the user limits details. The
User Limits - View screen appears.

User Limits - View

Systemn Administrator ATM/Branch English UBS 14.3 AT3 Branch
- =D W Leo Thomas
= @@ futura bank Q o o aomas ~

User Limits

User Details

Retail User Party ID 004968 -
——
williamson Son1 User Name RyanCoBohr
Limits

Internet - internal Transfer

View Limits

Daily Count Daily Amount Monthly Count Monthly Amount

Internal Transfer Bank Allocated

User Customized £0.00 0 =

utilized £0.00 0 =

Available

Transaction Group Bank Allocated
User Customized
utilized
Available

Touch Point & Bank Allocated 50000 £5,000,00
Transaction Group

User Customized £0.00 0 =
utilized £0.00 0 =

Available 500001 £5,000,000,0 00
m Back

Copyright © 2006, 2020, Cracle and/or its afiliates. All rights reserved. | Security Information | Terms and Conditions
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Field Description
Field Name
User Details
User Type
Party ID

Full Name

User Name

Touch Point

Transactions

View Limits

Transaction
Name

User Limits

Description

Type of user whose limits are displayed.
Displays the party id of the retail user.

First name and last name of the retail user.
Displays the retail user's user name.

Name of the touch point of which the limits to be inquired.

This will be defaulted to ‘Internet’ whereas User can change the touch
point to view specific limits.

Name of the transaction of which the limits to be inquired.

This defaulted to the 1st transaction available in the drop-down whereas
user can change the transaction to view the transaction specific limits.

Displays the category wise limits allocation for the transaction which is
mapped to the retail user.

This section will be displayed if a limits package with selected touch point
and transaction is mapped to the user.

The categories are:
e Bank Allocated
e User Customized
o Utilized

e Available
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Field Name

Transaction
Group

Channel Group

Channel and
Transaction
Group

User Limits

Description

Displays the category wise limits allocation for the transaction group which
is mapped to the retail user.

This section will be displayed if a limit package with selected touch point
and a transaction group (which has selected transaction) is mapped to the
user.

The categories are:
e Bank Allocated
e User Customized
e Utilized
e Available

Displays the category wise limits allocation for the Transaction - channel
group which is mapped to the retail user as per Touch Point / Transaction
selected.

This section will be displayed if a limit package with touch point group
(which has selected touch point) and a transaction is mapped to the user.

The categories are:
e Bank Allocated
e User Customized
o Utilized
e Available

Displays the category wise limits allocation for the channel group and
transaction group which is mapped to the retail user.

This section will be displayed if a limit package with touch point group
(which has selected touch point) and a transaction group (which has
selected transaction) is mapped to the user.

The categories are:
e Bank Allocated
e User Customized
e Utilized

e Available
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Field Name Description
Consolidated Displays the consolidated category wise limits (Limits assigned at global
Limits level for specific transaction) allocation which is mapped to the retail user

as per Touch Point / Transaction selected.

This section will be displayed if a limit package with Global touch points
and a transaction is mapped to the user.

The categories are:
e Bank Allocated
e User Customized
e Utilized
e Available

Consolidated Displays the category wise limits (Limits assigned at global level for group
and Transaction of transactions) allocation for the consolidated and transaction group
Group which is mapped to the retail user.

This section will be displayed if a limit package with Global touch points
and a transaction group (which has selected transaction) is mapped to the
user.

The categories are:
e Bank Allocated
e User Customized
o Utilized
e Available

From the Touch Point list, select the appropriate option whose user limits to be viewed.
From the Transactions list, select the appropriate option whose user limits to be viewed.

Click Edit to edit the user limits.

OR

Click Cancel to cancel the transaction and go back to Dashboard.
OR

Click Back to navigate to the previous screen.

10.2 User Limits - Edit

Using this option, System Administrator can update or edit (increase or decrease) the limits as per
the requirement for a specific retail user.

To 